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Capability Development Framework

NATO and Nations Cyber Defence Capability
(NDPP Cap Targets)

Fact Given the accelerated pace of ICT changes and the a3
small number of qualified personnel, the ability to Ecucation
build a CD capability requires, in a short time and Y3 Training
at different levels, the development of experts.

Education & Training performs a central role in this
process at both NATO and Allied Nations levels
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MN CD E&T Objective

- NN 1 By

To fulfill Nations’ and NATO’s CD E&T Added Value ‘
shortfalls identified in the GAP analysis o Offers Allies CD E&T Activities (from
that will be performed in cooperation strategic to technical level) not available
with ACT, in order to support Nations through NATO, National, bilateral or

and NATO to comply with NDPP B G Ocments;
Capability Targets ¢ Contributes to NCIS & Cyber School
Capability Building — links ACT Gap
Analysis with NCIS&CS future activities;

7 e U
7R & - "8 o @ Promotes NATO Certification —high quality
4 *" of courses and interoperability of experts;

@ Multinational Character.— greater flexibility
and benefits with participation of EU,
Industry and Partners;

@ Open and Inclusive — New members could
join at later stage.




Competencies and Skills Development : Integrated Model

NATO CD E&T Plan

Smart Defence Projects: o
MNCD2 and MISP J -

— NATO and Allied

\ Nations

& CD Personnel | |
*

[z mes
jElcirash

S—"  Courses Education

Certification Graduates

.\-

k Professional Development

Exercises

Training

CD Battle Lab (Training)
Cyber Range (Exercises)

. Operational Test Bed /
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2015

2016

Working Plan: Phases & Deliverables

Inputs

Cap Targets
NATO CD E&T Plan,

NATO CD Aw
and CD E&T Concepts

.

<

NATO and Nations '

Inputs
and Proposals

<

Phases

Definition of ToR
and Working Plan
(Phase 0)

Definition of CD
Competencies & Skills
(Phase 1)

CD E&T Requirements
(Phase 2)

Analysis of CD E&T Offer
(Phase 3)

Gap Analysis
(Phase 4)

Proposed Solutions
(GLUESEES))

New Initiatives
(Phase 6)

Final Report Preparation
(Phase 7)
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Deliverables

ToR and PowW

v

Report on Required
Competencies& Skills

'

Common E&T Curriculum

h 4

List of Available
CD E&T Activities

v

Report on Gap Analysis
CD E&T Shortfalls

'

CDE&TCoord Platform (10C)
New Proposals CD E&T

'

New CD E&T Initiatives

CDE&TCoord Platform(FOC)

+ Final Report




MN CD E&T Project (Initial Steps)

Project Proposal
(Initial Presentation, 31Janl14)

Project 2.88
(Tier 2, Feb14)

DPPC (CD)
(10Feb14)

(28Marl4) Sponsoring Committee
(C3B, 28Marl14)

I L .
N Coordination / Deconfliction
(NATO-EU, EDA -28Mar14)

Kick Off Meeting

0O8May14
(L, Project 1.36

(Tier 1, 24Junl4)

: . Statement of Interest
T S Workshop #1 (01July14)

o B (02-03 July14)

1A C

NIAS 14 44

(16 Sepl4)

AR

CaP4 Presentation

b > ‘ J #
AR T (23Sepl4)
: Workshop #2 @

HTF Presentation

T 144 (24-25 Nov14) (25Sepl14)
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Project 1.36 - MN CD E&T

To create a CD E&T Coordination Platform and provide new initiatives to fulfil Nations” and NATO's CD E&T
shortfalls.

Participating Nations (Formal Statement of Interest):

ISR IS =T T Il

Albania Belgium Bulgaria France Germany Poland Portugal Romania

Spain Turkey United Kingdom
Other Stakeholders and Interested Nations:
CCDCOE - = -
Czech Republic Denmark Estonia Greece Hungary
— ' : : Y 3 D f
Interested RV U _ U \ A _
Partners: v) ;'7
European Union EYROM Italy Latvia Lithuania Netherlands  Norway Slovenia
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Project 1.36 - MN CD E&T (Project Team Network)

Date: 03 set 2014
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http://www.nbu.cz/en/

Management Tool

MN CD E&T 198 ¥
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Training Requirements Analysis (TRA)
4 List of available
Report on Required Common CD CD E&T
CD Competencies E&T Curriculum
and Skills

Working Plan
TOR

Working 3

Plan

Activities

ompetencies
and Skills

Req / ‘ Needs

Phase O Phase 1 P— - Phase 2 Phase 3 Phase 4
ationa , : - : : -
| Organizations' | - NationalcD ,  NationalCD N

' Requirements / . E&T Needs} \E_&T Act|V|t|ey

. : . , - : & J
- New National CD - National CD - National CD
. E&T Activities / E&T Proposay . Cap. Develoy YW

Final * = y * : |

Report <§ mp emen <§ ropgse (
Solutions Solutions

CD E&T Coord. Report on Gap

New CD E&T
Phase 7 e Platform New CD E&T Analysis and CD
Initiatives Phase 6 Proposals Phase 5  EgT shortfalls

Offer

Training Needs Analysis (TNA)
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Workshop #2 — Matching the Pieces ...

=W Step 1
Y Cyber Capability /\J\ Step 2

and Related Tasks e Task Analysis and
Competencies/Skills
Step 5 — Final Step (Job Performance Model)
E&T Requirements
Analysis e N

V. ‘t?
® )
[

S
ol | Step 3
I " Generic Organizational
Step 4 & Framework
Training Audiencies ) (Integrated NATO/National
and Depth of Knowledge Enterprise Architecture)
(Job Analysis)
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MNCD E&T — Vision
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MNCDE&T as:

e Acentral node of a “web of knowledge”

@ A coordination point of future CD E&T
Initiatives (NATO and National)

e Anenabler of future NCIS&CS Capability
Building (oc-2017) ‘

Coordlnate W|th all the relevant

actors on CD E&T
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Nations’ Participation - Way Ahead

— Benefits: o
L @ CD E&T Coordination Platform — central
= No entry fee nor participation costs; coordination platform for a web of E&T

m Inclusion of National E&T needs activities (available at an initial phase);
in Gap Analysis.
_ e Fill CD E&T Gaps — Nations may use CD
— Supply Perspective: E&T Coordination Platform and pilot CD
s Make National CD E&T activities E&T initiatives;

available to NATO and Allies; o
@ NATO Certification of CD Courses -—

= Obtain NATO Certification. high quality courses offered to Allies
@ Expected National Implications: (Rt A TE S
— Engagement of 1 CD expert (Manag. Level); @ New CD E&T initiatives — Nations may
_ 3 to 4 meetings/year; participate and provide experts;
— Staffing of Action Items. # Future NCIS Capability Building (10C-2017)

@ Workshop #2 — 24-25 Nov 2014
— National Representatives, NATO Bodies , International Org, Academy and Industry
— Partner Nations are most Welcome!
— Statement of Interest (e-mail indicating National POC by 01Nov14)
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MN CD E&T

MN CD E

Multinacional Cyber Defence Education & Tra

i

P PORTUGAL Exército

A Smart Project for a Smarter Cyber Defence ...
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