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Fact Given the accelerated pace of ICT changes and the 
small number of qualified personnel, the ability to 
build a CD capability requires, in a short time and 
at different levels, the development of experts. 

Education & Training performs a central role in this 
process at both NATO and Allied Nations levels 

Personnel 

Capability Development Framework 

NATO and Nations Cyber Defence Capability 

(NDPP Cap Targets) 

Tasks 

Competencies 

and Skills 

NATO UNCLASSIFIED 

http://www.google.pt/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=RgGcltvLLPAsrM&tbnid=MXXFc-ngP4gjbM:&ved=0CAUQjRw&url=http%3A%2F%2Fwww.thenewstribe.com%2F2011%2F10%2F28%2Fnato-announces-to-end-libya-mission-on-october-31%2F&ei=zbHiUu-dKOO10wW9-YDwDw&bvm=bv.59930103,d.ZGU&psig=AFQjCNEzPij1zKFsZmKRBDnSGOE8Vn8hWg&ust=1390674633086697
http://www.google.pt/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=RQ6gPGQuOuW6-M&tbnid=xKpWsFGxKdbrfM:&ved=0CAUQjRw&url=http%3A%2F%2Fwww.todayszaman.com%2FblogNewsDetail_getNewsById.action%3FnewsId%3D318157%26columnistId%3D132&ei=XbDiUpziCYGt0QW32IGYCg&bvm=bv.59930103,d.ZGU&psig=AFQjCNE-2aywa2GeEc4kEFqv7-22k2oLNw&ust=1390660949599349
http://www.google.pt/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=d3jpbf7JzmSvuM&tbnid=SMx3dQq0OOgM5M:&ved=0CAUQjRw&url=http%3A%2F%2Factivistnews.org%2F%3Fp%3D3088&ei=jrPiUqGgG6qo0QXgx4HYBQ&bvm=bv.59930103,d.ZGU&psig=AFQjCNEeilX3qit26xFfaRgBMDstmK8DAg&ust=1390675203215365
http://cyberarmsdealer.com/cyber_warfare2.jpg


NATO UNCLASSIFIED 
3 

 
 

 

Offers Allies CD E&T Activities (from 

strategic to technical level) not available 

through NATO, National, bilateral or 

commercial arrangements; 
 

Contributes to NCIS & Cyber School 

Capability Building – links ACT Gap 

Analysis with NCIS&CS future activities; 
 

Promotes NATO Certification –high quality 

of courses and interoperability of experts; 
 

Multinational Character – greater flexibility 

and benefits with participation of EU, 

Industry and Partners; 
 

Open and Inclusive – New members could 

join at later stage. 
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MN CD E&T Objective 

Added Value 
To fulfill Nations’ and NATO’s CD E&T  

shortfalls identified in the GAP analysis 

that will be performed in cooperation  

with ACT,  in order to support Nations  

and NATO to comply with NDPP  

Capability Targets 
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Exercises Training 

Cyber Lab 

Competencies and Skills Development : Integrated Model 

Courses Education 

NATO and Allied 

Nations 

 

Smart Defence Projects:  

MNCD2 and MISP 

CD Battle Lab (Training) 

Cyber Range (Exercises) 

NDPP Cap Targets 

NATO CD Awareness and E&T Concepts 

NATO CD E&T Plan 

CD Personnel 

Professional Development 

 

Operational Test Bed 
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Working Plan: Phases & Deliverables 

Inputs Phases Deliverables 

ToR and PoW Cap Targets 
 

 NATO CD E&T Plan,  

 

NATO CD Aw 
and CD E&T Concepts 

Final Report Preparation 
(Phase 7) 

New Initiatives  
(Phase 6) 

Proposed Solutions 
(Phase 5) 

Gap Analysis 
(Phase 4) 

Analysis of CD E&T Offer 
(Phase 3) 

CD E&T Requirements 
(Phase 2) 

Definition of CD 
Competencies & Skills 

(Phase 1) 

Definition of ToR  
and Working Plan 

(Phase 0) 

CDE&TCoord Platform(FOC)  

+ Final Report 

Report on Required 
Competencies& Skills 

Common E&T Curriculum 

List of Available  
CD E&T Activities 

Report on Gap Analysis 
CD E&T Shortfalls 

CDE&TCoord Platform (IOC) 

New Proposals CD E&T 

New CD E&T Initiatives 

2
0
1
4
 

2
0
1
5
 

2
0
1
6

 

NATO and Nations  

Inputs 

 and Proposals 

 

 



NATO UNCLASSIFIED 

MN CD E&T Project (Initial Steps) 

DPPC (CD) 

(10Feb14) 

C3B 

(28Mar14) 

Kick Off Meeting 

(08May14) 

Workshop #1 

(02-03 July14) 

Project 1.36  
( Tier 1, 24Jun14) 

 

Coordination / Deconfliction  

(NATO-EU, EDA -28Mar14) 

Project  2.88  
(Tier 2, Feb14) 

Project  Proposal 

(Initial Presentation, 31Jan14) 

 

Sponsoring Committee  
(C3B, 28Mar14 ) 

Statement of Interest 
(01July14) 

Workshop #2 

(24-25 Nov14) 

NIAS 14 
(16 Sep14) 

CaP4 Presentation 
(23Sep14 ) 

HTF Presentation 
(25Sep14 ) 

http://apitech.com/events/nias-nato-information-assurance-cyber-defense-symposium-2014
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Project 1.36 - MN CD E&T 
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Hungary 

Lithuania Netherlands Norway 

Estonia ACT NCISS 

Participating Nations (Formal Statement of Interest): 

Portugal 

Slovenia 

Romania United Kingdom Germany Turkey 

Greece Denmark 

Latvia 

Albania 

Interested 

Partners: 

European Union FYROM 

Bulgaria 

Czech Republic 

Italy 

Poland France Spain Belgium 

Other Stakeholders and Interested Nations: 

http://www.aivd.nl/
http://sertit.no/article/1/
http://www.nsa.ee/Functions-and-Contact-Information-of-the-Estonian-National-Security-Authority.html
http://www.google.pt/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=dwV59Hay-IeBxM&tbnid=lflDhX6o6nJDpM:&ved=0CAUQjRw&url=http%3A%2F%2Fen.wikipedia.org%2Fwiki%2FAllied_Command_Transformation&ei=9RrmUuf7GrHM0AXeyYGYAQ&bvm=bv.59930103,d.ZG4&psig=AFQjCNHQa7HBtvHmN-NgKivAx8LbXb3_DA&ust=1390898273148379
http://www.nbf.hu/en
http://www.cesg.gov.uk/
https://www.bsi.bund.de/cln_156/EN/Home/home_node.html
http://www.tubitak.gov.tr/en/ot/10/;jsessionid=6BF3E9C10E86551618230CAD9F4CB30E
http://www.nis.gr/portal/page/portal/NIS
http://www.pet.dk/English.aspx
http://www.nsaalbania.gov.al/anglisht/director.html
http://www.nrs.bg/ENG/index.htm
http://www.nbu.cz/en/
http://www.ocsi.isticom.it/
http://www.abw.gov.pl/portal/en/17/14/Our_Mission.html
http://www.google.pt/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&docid=odDEZUNEsXOWgM&tbnid=yPgLp7w1zwCxaM:&ved=0CAUQjRw&url=http%3A%2F%2Fbodegasborsao.com%2Fwines%2F&ei=zIdXU-nSB8O6OJbygegP&bvm=bv.65177938,d.ZGU&psig=AFQjCNGB-nkhuGgJbaO2cgw88TGLQxen1A&ust=1398331633926513
http://www.nrs.bg/ENG/index.htm
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Project 1.36 - MN CD E&T (Project Team Network) 

http://www.nbu.cz/en/
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Management Tool 
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MNCDE&T: NATO & National Perspectives 

TOR 

Working  

Plan 

E&T 

Needs 

E&T 

Offer 

Working Plan 

TOR 

 

Phase 0 Phase 2 Phase 3 

Report on Required 

CD  Competencies 

and Skills 

Common CD 

E&T Curriculum 

Phase 4 

List of available 

CD E&T  

Activities 

Propose  

Solutions 

Phase 5 

Implement  

Solutions 

Phase 6 

Competencies 

and Skills  

Req 

Phase 1 

Final  

Report 

Phase 7 

Report on Gap 

Analysis and CD 

E&T Shortfalls 

CD E&T Coord.  

Platform New CD E&T 

Proposals 

New CD E&T  

Initiatives 

National 

Organizations' 

Requirements 

National CD 

E&T Needs 

National CD 

E&T Activities 

National CD 

Cap. Develop 
National CD 

E&T Proposals 

New National CD 

E&T Activities  

Training Requirements Analysis (TRA) 

Training Needs Analysis (TNA) 
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Workshop #2 – Matching the Pieces … 

Step 1 

Cyber Capability  

and Related Tasks 

Step 4 

Training Audiencies  

and Depth of Knowledge 

(Job Analysis) 

  

Step 2 

Task Analysis and 

Competencies/Skills  

(Job Performance Model) 

Step 3 

Generic Organizational 

Framework 

(Integrated NATO/National  

Enterprise Architecture) 

Step 5 – Final Step 

E&T Requirements  

Analysis 

  

Tasks 

http://www.westchestervillagehoa.com/wp-content/uploads/2013/05/BoD.jpg
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MNCD E&T – Vision 

 

 

MNCDE&T as:  

  A central node of a “web of knowledge” 
 

 A coordination point of future CD E&T 

initiatives (NATO and National)  
 

 An enabler of future NCIS&CS Capability 

Building (IOC-2017) 

  

 
 

 

  

Network, Cooperate and 

Coordinate with all the relevant 

actors on CD E&T 

http://www.google.pt/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=WL4LVWFkhyu0pM&tbnid=L1ozrSFgbl5SyM:&ved=0CAUQjRw&url=http%3A%2F%2Fwww.autismnetworkscotland.org.uk%2Fmembers-only-content%2F&ei=w8OxU-XKCqSS0QXMqoC4BQ&bvm=bv.69837884,d.d2k&psig=AFQjCNGhNmnycbFGVYKeKxse5WeYTb2xNg&ust=1404241411046714
http://www.google.pt/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&docid=Fcy665EVqSKWEM&tbnid=1LWrI58bQWqg5M:&ved=0CAUQjRw&url=http%3A%2F%2Fedaannualconference.blogspot.com%2F&ei=C6axU96DOoP20gWv5ID4Dg&bvm=bv.69837884,d.d2k&psig=AFQjCNGMR1nWhrHLBcdVyZdwGam8FbWx3Q&ust=1404237655313544
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Nations’ Participation - Way Ahead 

CD E&T Coordination Platform – central 

coordination platform for a web of E&T 

activities (available at an initial phase); 
 

Fill CD E&T Gaps – Nations may use CD 

E&T Coordination Platform and pilot CD 

E&T initiatives; 
 

NATO Certification of CD Courses – 

high quality courses offered to Allies  
(new joint initiatives); 
 

New CD E&T initiatives –  Nations may 

participate and provide experts; 
 

Future NCIS Capability Building (IOC-2017) 

Why should Nations participate? 

     –  Benefits: 

No entry fee nor participation costs; 

Inclusion of National E&T needs 

in Gap Analysis. 

 –  Supply Perspective: 

Make National CD E&T activities  

available to NATO and Allies; 

Obtain NATO Certification. 
 

 Expected National Implications: 
 

   – Engagement of 1 CD expert (Manag. Level); 

   – 3 to 4 meetings/year; 

    – Staffing of Action Items. 
 

 Workshop #2 – 24-25 Nov 2014  

  – National Representatives, NATO Bodies , International Org, Academy and Industry 

  – Partner Nations are most Welcome! 

  – Statement of Interest (e-mail indicating National POC by 01Nov14) 
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MN CD E&T 
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