“COMPUTER INCIDENT
RESPONSE CAPABILITY

Time
08.30 — 09.15
09.15-10.30
10.30 — 11.00
11.00 — 12.30
12.30 — 13.30
13.30 — 15.00
15.00 — 15.30
15.30 - 17.00

13 NATO CYBER DEFENCE WORKSHOP
26-28 May 2010, Tallinn Estonia, hosted by CCD CoE
( www.ccdcoe.org/nws )

@ CCDCOE

DayOne - 26 May, Wednesday: Opening and Presentations

Events
Registration
Opening
e Opening
e Welcome Statement
e NATO Keynote Speaker
e Administrative Information
e  Group Photo.
Break
Presentations
e CCDCOE Overview
e International Cyber Security
e Remedies to victims of cyber attacks

Lunch Break
Presentations:

e Estonian National approach to CIIP: legal basis and
resilience building mechanisms

e Identification of NATO CIP Items for NCIRC
Services; Methodology and Results

e CIIP — Broader view

Break

Presentations:

e Dynamic Risks Assessment.

e Cyberwar —Is it real, are we ready?

Speaker

Mr. Suleyman Anil, Chair (NOS)

Mr. Jaak Aaviksoo, EST Minister of Defence

Major General Glynne Hines, NATO Military Authority for Cyber Defence
Mt. Raivo Terve, CCDCOE Admin Branch Chief

Col. Ilmar Tamm, CCDCOE Director
Mr. Matk Goodman, Cybercrime Reseatrch Institute

Mr. Ulf Haussler, ACT OpLaw Legal Advisor and
Ms. Eneken Tikk, CCDCOE Legal & Policy Acting Branch Chief

Mrs. Heli Tiirmaa-Klaar, Senior Advisor to the Undersecretary MoD Estonia
Telindus

Deloitte (TBC)

Prof. Jose Manas, Universidad Politécnica de Madrid.
Mr. Greg Day, Director of Security Strategy, EMEA, McAfee
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Day Two - 27 May, Thursday: Syndicate Meetings

Time Event Syndicate 1 Syndicate 2 Syndicate 3
Legal Aspects of CD NATO CD Assistance to Cyber Defence Exercises
(Room XXX) Nations — RRTs (Room XXX)
(Room XXX)

09.00-10.30  Syndicate Meeting

Cyber Coalition (NATO CDEXx)
CCDCOE-Sweden CDEx.

10.30-11.00 Break

11.00-12.30 Syndicate Meeting « «“ Spanish Defence Staff CDEx.
12.30-13.30 Lunch break
13.30-15.00 Syndicate Meeting « «“ U.S. DoD International CD Workshop

15.00-15.30  Break
15.30-17.00 Syndicate Meeting « «“ German Minister of Foreign Affairs CDEx
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Day Three — 28 May, Friday: - Conclusions and Closing

Time Event Speaker
09.00-10.00 NATO Presentations:
e NCIRC Operations Update o NCIRC Technical Centre
e NCIRC Capability Deployment Update e NC3A

10.00-11.00 Syndicate Conclusions:
e Syndicate 1 (Legal Aspects of Cyber Defence) Conclusions, Q/A and Way Ahead Ms. Eneken Tikk, CCDCOE
e Syndicate 2 (NATO CD Assistance to Nations) Conclusions, Q/A and Way Ahead Mr. A. Vandurme, NCIRC TC
e Syndicate 3 (CD Exetcises) Conclusions, Q/A and Way Ahead. e Mzr. Rain Ottis, CCDCOE
11.00-11.30 Break “

11.30-12.00 Wotkshop Closing:
(Only for representatives of NATO and NATO Nations)

e Conclusions

e Future workshops (dates, locations, content)
e C(losure e Mr. S. Anil, Chair (NOS)



