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Introduction with Irene Fellin

Dear Colleagues and Friends,

Happy New Year!

It is with pleasure that I would like to welcome you to this
winter edition of the Women, Peace and Security (WPS) and
Human Security (HS) Bulletin. The second year of my mandate
just ended, so I am eager to reflect on the challenges we faced
and the achievements we made, and to look ahead to my next
year.

The most fundamental achievement of the past year was the
NATO Summit, which was held from 11 to 12 July in Vilnius,
Lithuania. Each year, the Summit poses a unique opportunity
to advance our WPS and HS Agendas. The endorsement of
the updated Policies on Trafficking in Human Beings (CTHB)
and Children and Armed Conflict (CAAC) by Heads of State
and Government at this year’s Summit, will foster a gender-
responsive, age-sensitive and victim-centred approach to
NATO’s missions.

The Summit also offered me a great opportunity to bring
together a group of high-level women and supporters of the
WPS Agenda from across the Alliance. Together with the
Speaker of the Lithuanian Seimas, Viktorija Cmilyté-Niel, I
hosted the High-Level Women's Breakfast - #LeadershipMatters.
Women Ministers of Foreign Affairs and Defence together with
high-level representatives from civil society and other leading
women in the field of security and defence came together for
this event. We discussed what is needed to fully leverage the
leadership role of women inspiring change and how we can
collectively ensure women’s meaningful participation in all
phases of the conflict cycle in Russia’s war of aggression against
Ukraine.

The Vilnius Summit Communiqué reaffirmed NATO’s
commitment to integrating the Human Security and the
Women, Peace and Security Agendas across all our core tasks. It
also highlighted NATO’s recognition of the critical importance
of women’s full, equal, and meaningful participation in all
aspects of peace and stability, noting the disproportionate
impact that conflict has on women and girls. It also reflected
on NATO’s priorities for the next year, which gives us an
indication on where our work will become most relevant.

With the change in the security environment over the past two
years, NATO is steadfast in its commitment to protecting its
one billion citizens as well as supporting Ukraine in its fight.
Russia’s illegal war on Ukraine has seen an increase in attacks
targeting the civilian population and critical infrastructures.
It has led to displacement, forced deportation and human
trafficking.

These recent global developments have underscored, more
than ever, that engaging with civil society is crucial for political
and societal change. It has always been close to my heart, as I
myself was part of civil societies’ push towards gender equality
and women’s participation. This is why I have established the
new term of the Civil Society Advisory Panel on Women, Peace
and Security (CSAP), which will facilitate consultation with
experts on WPS related topics and to enhance the Agenda in
and beyond the NATO context.

As it is one of the main incentives and responsibilities of the
SGSR to raise awareness and advocate about NATO’s approach
to the WPS and Human Security Agendas, I had the honour
of hosting several events, conferences and panels in the past
year. As one of these engagements, I would like to highlight
the “Innovators and Game Changers: Women in Tech Shaping
the Future” Conference, which I, together with other NATO
representatives, hosted on International Women’s Day on
8 March 2023. For various NATO divisions and Units to
come together and organize an event revolving around the
WPS Agenda is a great achievement of the goal of gender
mainstreaming. An event on Human Security I hosted together
with the Belgian Ambassador to NATO in May was the Photo
Exhibition “Childhood under Fire - Growing up in Ukraine
Today”, which was exhibited at NATO HQ and planned
in close cooperation with Save the Children Ukraine. The
exhibition illustrated the story of children’s reality in the war,
as war and destruction are imminent at all times even outside
of the frontline. Raising awareness in Human Security within
and outside of NATO is a decisive part of my mandate and is
integral in order to find support for policies and policy updates
surrounding the WPS and HS Agendas.

In March, I travelled to Iraq and visited the NATO Mission Iraq
(NMI). NMI is a non-combat advisory and capacity-building
mission, conducted in full respect of Irags sovereignty and
territorial integrity. The mission deepened my understanding
of the multitude of long-term reconstruction efforts needed
in a conflict torn environment. In May, I travelled to Ukraine,
speaking with those affected, listening to officials and evaluating
our possibilities for supporting Ukrainian civilians, especially
women and children. I joined the Ukrainian Women’s Congress
during which T highlighted that one of the key lessons learned
from Russia’s war of aggression against Ukraine is women
having to meaningfully participate in decision-making at all
levels at all times, be that in times of war or peace. Additionally,
the use of sexual violence as a tactic of war underscores the
importance of integrating gender perspectives into conflict
management, resolution, peacebuilding, reconstruction and
the development of defence capabilities.

Looking ahead to the 75" anniversary of NATO and the NATO
2024 Summit in Washington D.C., we will start to update the
NATO Policy on WPS in the coming weeks, which will help
us adapt to the changed security environment and emerging
topics in need to be addressed by the Policy. This will be a great
milestone, as the update will future-proof the Policy and with
it, NATO’s core responsibility of being able to protect all its one
billion citizens.

The topics of this Bulletin reflect the priority areas for me
and my team for the months leading to the anniversary and
the Summit. The first article of the Bulletin gives an overview
on the recent update to the NATO Policy on Combatting
Trafficking in Human Beings. Highlighting the importance
of updating and future-proofing NATO’s Policies, the article
touches upon how the new Policy facilitates a more inclusive
understanding of CTHB. Additionally, the Bulletin’s main
focus will be on ongoing work to integrate gender perspectives
on the topic of technology and cybersecurity. One article
looks at the issue of exploring gendered narratives in the age
of disinformation and what consequences this has for NATO’s
operational effectiveness. And the last article reflects on
artificial intelligence, and the risk of gender bias in generative
artificial intelligence. It will also explore how NATO’s Al strategy
can help mitigate that risk. Looking to gender perspectives in
technology and AI will grow more and more important, and it
is essential for the Alliance to reflect on its role on this in the
future.

Dear readers, I am committed to continue working on
enhancing the mainstreaming of gender perspectives and
human security considerations within and outside of NATO.
I am delighted to take you on this journey over the coming
months and to work together towards a more inclusive and
diverse future for security and defence. I hope you will have
an interesting read, giving you a glimpse into my work and the
opportunities and challenges laying ahead.

With my best regards,

Irene Fellin

NATO Secretary General’s Special Representative
for Women, Peace and Security and Head of the Human
Security Unit

Family Photo of the High-Level Women’s Breakfast at the NATO 2023 Vilnius
Summit, hosted by Secretary General’s Special Representative, Irene Fellin, and
the Speaker of the Lithuanian Seimas, Viktorija Cmilyté-Niel,
on the 12 July 2023.

Secretary General’s Special Representative for Women, Peace and Security,
Irene Fellin, opening the Photo Exhibition “Childhood under Fire - Growing up in
Ukraine Today” on the 23 May 2023 at NATO HQ

Secretary General’s Special Representative, Irene Fellin, and Ukrainian First
Deputy Minister of Foreign Affairs, Emine Dzhaparova, laying down flowers
at the Memorial Wall to Fallen Soldiers in Kyiv, Ukraine on the 04 May 2023.
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NATO’s updated policy on Combatting
Trafficking in Human Beings

BACKGROUND

NATO’s policies provide essential guidance and direction for
Alliance missions, operations and activities. They are also an
illustration of Allies’ priorities and expectations in a specific
area. For NATO’s work on human security, recognised as a
cross-cutting topic for NATO’s three core tasks’, and following
the adoption of the Human Security Approach and Guiding
Principles in 2022, NATO has now adopted two new policies
in the area of human security, namely a Policy on Children and
Armed Conflict (CAAC)?and an updated Policy on Combatting
Trafficking in Human Beings (CTHB)®. Both policies have been
endorsed by NATO Heads of State and Government at this last
year’s Vilnius Summit. The Policy on CAAC, which is the first
of its kind at NATO, puts children at the centre of NATO’s
protection efforts and strengthens the Alliance’s operational,
practical and field-oriented mechanisms that facilitate these
efforts. The Policy is in line with relevant UN Security Council
resolutions on this topic and holds NATO Allies and NATO
operations, missions and activities to high standards regarding
the protection of children in armed conflict.

In a similar vein, NATO decided to update its Policy on CTHB
(first endorsed in 2004), with the aim of further strengthening
its efforts to prevent and counter all forms of trafficking in
persons as part of all NATO operations, missions and activities.

WHAT IS TRAFFICKING IN - HUMAN
BEINGS?

As noted in NATO’s updated CTHB Policy, human trafficking
is a violation and a serious abuse of human rights and an
offense to human dignity. It is a global phenomenon affecting
nearly every country in the world. Of particular concern to
NATO, trafficking risks have significantly increased as a result
of Russia’s war of aggression against Ukraine. While human
trafficking is not a new problem, traffickers have increased their
use of evolving technologies, particularly social media and
other online spaces, to expand the pools of potential victims as
well as the markets in which they are trafficked.

NATO’s understanding of human trafficking is aligned with
that of the United Nations Protocol to Prevent, Suppress and
Punish Trafficking in Persons (2000)*, which all NATO Allies
have signed. It defines trafficking in human beings as “the
recruitment, transportation, transfer, harbouring or receipt of
persons, by means of the threat or use of force or other forms

international, national, community and individual levels.
Settings that are marked by extreme socio-economic
differences, political instability, gender inequality, violence
against women and children and discrimination all contribute
to situations in which trafficking flourishes. This becomes
especially apparent in war-torn and crisis-ridden countries
and regions: armed conflicts lead to an increase in the number
of impoverished and displaced persons thereby exacerbating
existing vulnerabilities and putting an increased number of
people at risk of trafficking. NATO’s 2023 CTHB Policy further
recognizes that trafficking fuels and is fuelled by corruption
and terrorism and is an impediment to peace and security.

WHO IS BEING TARGETED BY
TRAFFICKING PERPETRATORS?

The majority of detected victims and survivors are women
and girls, while men and boys are less targeted. However, for
CTHB efforts to be effective, they need to take into account
that anyone can be targeted regardless of their ethnicity, age,
gender, nationality, class and other identity factors. Groups in
marginalized and vulnerable situations, such as during conflict
and instability, are at higher risk of exploitation. NATO’s 2023
Policy on CTHB therefore aims at ensuring that all of NATO’s
CTHB efforts are gender-responsive, age-sensitive, victim-
centred and trauma-informed.

WHAT ROLE CAN NATO PLAY ON CTHB?

While NATO recognizes that the Alliance is not the lead
responder to human trafficking, NATO does have an important
role to play in complementing and supporting the efforts of the
international community. The updated CTHB Policy further
acknowledges that preventing, mitigating and responding
to human trafficking enhances the operational effectiveness
and credibility of NATO operations, missions and activities.
Consequently, NATO’s updated Policy on CTHB intends to
ensure that human trafficking considerations are included into
NATO military planning. A CTHB risk assessment will be
developed so that trafficking risks can be factored into military
planning from the outset. The Policy also aims at reducing
the risk of NATO funds being used to support trafficking
networks and organisations, for example by highlighting the
risks through due diligence in supply chain management. The
Policy also enhances the collaboration between Allies, and

sensitive, victim-centred and trauma-informed training and
education for deployed personnel to help victims and survivors
are treated fairly, equally, respectfully, without discrimination
and with dignity. Reflecting, re-evaluating and adapting
to changing security environments as well as new global
developments might cause the need for further updates to the
Policy in the future.

WHAT IS NEXT FOR CTHB AT NATO?

The endorsement of NATO’s updated Policy on CTHB at the
level of Heads of State and Government is a testament to the
Alliance’s unwavering commitment to the topic. As a next step,
NATO will put forward concrete and comprehensive actions
to ensure the Alliance has the structure and capacities in
place to live up to this commitment, including but not limited
to implementation across NATO missions, operations and
activities.

of coercion [...] for the purpose of exploitation”, including for
forced labour, sexual exploitation or the removal of organs.

1. NATO 2022 Strategic Concept: https://www.nato.int/cps/en/natohg/topics 210907.htm
2. NATO Policy on Children and Armed Conflict: https://www.nato.int/cps/en/natohqg/official texts 217691.htm?selectedLocale=da
3. NATO Policy on Traﬂicking against Human Beings: https://www.nato.int/cps/en/natohq/official texts 71856.htm?selectedLocale=en

. . 4. UN Protocol to Prevent, Suppress and Punish Trafficking in Persons: https://www.ohchr.org/en/instruments-mechanisms/instruments/protocol-prevent-su
NATO also emphasises the need for gender-responsive, age- trafficking-persons

international organisations and civil society, particularly on

The Policy also recognizes that trafficking has an impact at sharing information and supporting victims and survivors.
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Exploring gendered narratives in the age
of disinformation

By Grace Hillerby, IMS GENAD

The International Military Staff Office of the Gender Advisor (IMS GENAD) reports directly to the Director
General of the International Military Staff (DGIMS) and provides information and advice on gender issues,
including the effective implementation of United Nations Security Council Resolution (UNSCR) 1325 and
related Resolutions. It also serves as the Secretariat for the NATO Committee on Gender Perspectives (NCGP).
IMS GENAD collects and disseminates information on national policies relating to the implementation of
UNSCR 1325, facilitates dialogue with partner countries on relevant issues, and liaises with international
organisations concerned with the integration of the Gender Perspective into military operations.

Disinformation has emerged as a potent tool for adversarial
actors in the interconnected digital age, employed to “deepen
divisions within and between Allied nations and to undermine
people’s confidence in elected governments” Narratives
frequently target civilian vulnerabilities, weaponising
identity markers such as gender to undermine democratic
values. Gendered disinformation can be understood as the
dissemination of false information that weaponises gender
to undermine women and advance the military, political,
social, or economic objectives of state and non-state actors.®
This destabilisation of the civilian environment and relations
between Allies has far-reaching consequences for intra and
inter-state security.

This article argues that state and non-state actors use gendered
disinformation to silence critics, consolidate their power,
undermine democratic values, and fracture social cohesion.
This has significant consequences for the resilience of Nations
and of the Alliance as a whole. Understanding and being
aware of these implications is critical for building resilience,
developing effective strategies to combat disinformation, and
defending core democratic values.

5.NATO, “NATO’s Approach to Countering Disinformation,” NATO, n.d., https://www.nato.int/cps/en/natohq/177273.htm
6. “Jankowicz, Nina, Sandra Pepera, and Molly Middlehurst. “Addressing Online Misogyny and Gendered Disinformation: A How-To Guide.” National Democratic Institute, 2021.
https://www.ndi.org/publications/addressing-online-misogyny-and-gendered-disinformation-how-guide#:~:text=NDI%E2%80%99s%20robust%20research%20in%20this%20

field%20concludes%20that,to%20attack%20women%20and%2For%20t0%20sway%20political%20outcomes. 7. Judson, Ellen. “Gendered disinformation: 6 reasons why liberal
democracies need to respond to this threat.” Heinrich Boll Stiftung, July 9, 2021. https://eu.boell.org/en/2021/07/09/gendered-disinformation-6-reasons-why-liberal-democracies-

need-respond-threat

=]

disinformation-is-a-national-security-problem/
9. Ibid.

10. Ibid.

. Di Meco, Luca and Wilfore, Kristina. “Gendered disinformation is a national security problem.” Brookings, March 8, 2021. https://www.brookings.edu/articles/gendered-

WHY DO ACTORS EMPLOY GENDERED
DISINFORMATION?

Gendered disinformation is often part of a broader political
strategy aimed at silencing critics and consolidating power.”
Narratives seek to marginalise female politicians and activists
when their political participation threatens entrenched illiberal
elites and male-dominated political networks.® In a Russian
disinformation campaign, for instance, Belarusian opposition
leader Svetlana Tikhanovskaya was described as a “teleprompter
woman” who “cannot even put two sentences together without
getting lost” In addition, misogynistic stereotypes about
women’s alleged weakness were mobilised to portray her as a
puppet of the West. Narratives that depict female politicians
and government officials as untrustworthy and unintelligent
discourage women’s political participation and access. In this
case, they also served to advance the political objectives of
Russian and Belarussian elites by silencing opposition voices
and consolidating power."

Normatively, gendered disinformation spreads myths and lies
about gender equality in order to undermine democracy. In
Europe, extremist organisations have used Cold War narratives
of “corrupt” European states to rally people around a discourse
that views gender equality as “anti-family” and “anti-life”!" At
the state-level, Russian and pro-Russian social media platforms
portray Western Europe and “European values” as a threat to
their “traditional” gender norms and regimes."” In addition,
their soft power initiatives in Ukraine appealed to conservative
values and opinions about family life and sexuality in an
attempt to persuade Ukrainians of the dangers posed by
NATO Allies and their “sexual deviance””® State and non-state
actors thus weaponise women’s rights as an existential threat
to national identity in order to cultivate extreme conservatism
and undermine democratic values.

THE EFFECTS OF GENDERED
DISINFORMATION NARRATIVES

Gendered disinformation creates a number of micro and
macro-level threats to the Alliance. At the individual level,
disinformation campaigns against women in the political or
public space can have serious consequences for women serving
in NATO Allied Armed Forces. The deliberate targeting of
women in leadership positions raises force protection concerns
for families and may discourage women overall from joining the
military. Since women’s participation and the complementary

skills of both male and female personnel are critical for
operational effectiveness, this also has a negative impact on
NATOss policies, programmes, and military operations.

At the national level, the polarising and divisive nature of
gendered disinformation campaigns can significantly harm
societal and thus military resilience. Gendered disinformation
narratives targeting norms and values exploit societal fault lines
and undermine social cohesion, which is defined as “a sense
of shared purpose, trust and willingness to cooperate among
members of a given group, between members of different
groups, and between people and the state”* Social cohesion
fosters resilience by strengthening a group or nation’s ability to
take collective action to address problems or crises."

In other words, crisis prevention, response, and recovery
require strong cohesion within and between communities.
However, discourses exploiting societal fault lines weaken
the glue that holds societies together, whether horizontally,
between different groups, or vertically, between civilians
and the State. Specifically, the aforementioned narratives
exacerbate conservative and anti-democratic sentiments while
undermining trust between proponents and opponents of these
views. Disinformation narratives risk causing serious harm
during wartime, when public support is vital to the success of
operations or when cohesive horizontal bonds are required to
sustain the relative continuity of state functions and community
assistance. Russian disinformation campaigns against the
White Helmet civilian rescue group in Syria are an example of
this. Narratives sowed distrust in the civilian population and
harmed volunteers’ ability to provide humanitarian assistance
by blaming them for various casualties on Syrian soil.'®

Gendered disinformation campaigns also harm inter-state
cohesion. When state and non-state actors exploit gender to
silence critics and undermine democratic values, it can lead
to division and friction among Allied nations. Weakening
confidence in elected governments, norms, and Alliance unity
undermines the core task of collective defence and poses a
significant threat to security and stability.

11. HM Government. Qulck read gulde gender and counterlng dlsmformatlon Stabilisation Unlt January 2020. https://www.gov. uk/government/pubhcatlons/how to-guide-on-
fli

12. Freedman Jane, Gmrv Gunhild Hoogensen, and Razakamaharavo, Velomahanina. “Identity, stability, Hybrid Threats and Disinformation.” Revista, 19(1). 2021. 10.7195/ri14.
v19il.1618

13. Ibid.

14. World Bank. “Social Cohesion and Resilience,” April 7, 2023. https://www.worldbank.org/en/topic/social-cohesion-and-resilience

D1v1ded or united”: Strengthenlng Social Coheswn for Well-being and Prosperty.” n.d. https://www.frontiersin.org/research- tomcs/35210/d1v1ded or-united-

w

15. Frontiers.

or%20increased%20tensions%20within%20communities%E2%80%94will%20be%20mitigated
16.Loceluck, Louisa. “Russian disinformation campaign targets Syria’s beleaguered rescue workers.” The Washington Post, December 18 2018. https://www.washingtonpost.com/

world/russian-disinformation-campaign-targets-syrias-beleaguered-rescue-workers/2018/12/18/113b03c4-02a9-11e9-8186-4ec26a485713 _story.html
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COUNTERING GENDERED
DISINFORMATION NARRATIVES

The dangers of gendered disinformation indicate that, like
other forms of disinformation, it is a security concern that the
Alliance should not overlook. When confronted with this issue,
integrating gender perspectives and the four pillars of UNSCR
1325 provides an instructive blueprint for improving NATO’s
existing strategies to combat disinformation."”

1.Beginning with the UNSCR 1325 ‘Prevention’ pillar, early
warning systems that allow for the rapid reporting and
identification of gendered disinformation campaigns
can help reshape the information environment and
reduce risks. To identify these trends and narratives,
the appropriate parameters must be set within Al tools.
Furthermore, close cooperation among NATO Allies
is essential for sharing intelligence and coordinating
responses.

2.Concerning the ‘Protection’ pillar, education initiatives
that improve critical thinking skills and digital literacy can
shield civilian and military populations from the negative
effects of gendered disinformation.*®

3.In terms of the ‘Participation’ pillar, including civil society
and technology companies in the fight against gendered
disinformation will aid the development of more rigorous
tools and methods."” In addition, local expertise required
to raise awareness of social and cultural norms, as well
as the nuances of language that are frequently associated
with gendered stereotyping and disinformation.

4.The ‘Relief and Recovery’ pillar can be realised through
targeted and specific counter-narrative strategies that
rebut and prebut gendered narratives. Misleading
conclusions can be rectified by exposing myths and
providing alternative narratives. Furthermore, revealing
the source of certain campaigns can undermine their
credibility and expose disparities and hypocrisies.?’

The pervasive use of gendered disinformation poses a
multifaceted threat to the stability, resilience, and security of
nations and the Alliance. This article has underscored how state
and non-state actors strategically employ gendered narratives to
silence critics, consolidate power, and undermine democratic
values. The consequences extend beyond individual harm to
societal fault lines, eroding social cohesion and trust between
communities and the state, both horizontally and vertically.

Recognising the gravity of this issue, the article advocates for a
comprehensive approach to counter gendered disinformation.
Integrating gender perspectives and leveraging the pillars of
UNSCR 1325, the suggested strategies encompass prevention
through early warning systems, protection through education

initiatives, participation by involving civil society and
technology companies, and relief and recovery through
targeted counter-narratives.

Ultimately, countering gendered disinformation requires a
holistic and concerted effort that goes beyond traditional
security measures. By doing so, the Alliance can fortify its
resilience, protect democratic values, and uphold the principles
that form the bedrock of collective defence and security. In an
era where information is a powerful weapon, understanding
and addressing the gendered dimensions of disinformation are
essential steps towards a more secure and resilient future.

17.NATO, “NATO’s Approach to Countering Disinformation,” NATO, n.d., https://www.nato.int/cps/en/natohq/177273.htm
18.HM Government. “Quick-read guide: gender and countering disinformation.” Stabilisation Unit, January 2020. https://www.gov.uk/government/publications/how-to-guide-on-

ender-and-strategic-communication-in-conflict-and-stabilisation-contexts-januar

-2020#Quick%20Read-Gender%20and%20countering%20disinformation

19.Judson, Ellen. “Gendered disinformation: 6 reasons why liberal democracies need to respond to this threat.” Heinrich Boll Stiftung, July 9, 2021. https://eu.boell.org/

en/2021/07/09/gendered-disinformation-6-reasons-why-liberal-democracies-need-respond-threat
20. HM Government. “Quick-read guide: gender and countering disinformation.” Stabilisation Unit, January 2020. https://www.gov.uk/government/publications/how-to-guide-on-

ender-and-strategic-communication-in-conflict-and-stabilisation-contexts-januar

-2020#Quick%20Read-Gender%20and%20countering%20disinformation
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Gender bias in generative
artificial intelligence

Technology experts, politicians and the media have been
discussing, making policies and regulations on, and warning
society about the use of Artificial Intelligence (AI)*! copyright
and integrity issues, as well as on data privacy and risks
posed to the human workforce. The development and use of
generative AI*” and how to mitigate its risks are also widely
debated. The release of ChatGPT has made it possible for
anyone and everyone with a smart device to use generative
text AI*. Since then, the potential and risks of using such
technology was amplified by the increasing amount of users.
Now, ChatGPT is being consulted regularly and for everyday
topics, it creates TikTok trends, helps students research their
papers, formulates social media posts for companies and offers
the most recommended Butter Tofu recipe available on the
internet.

At NATO, ensuring the responsible development and use of
Al is critical, as data confidentiality and integrity are some of
the most pressing concerns for the Organization. The Cyber
Security branch has published an Al mitigation strategy®,
which addresses different (security) risks and their mitigation
guidelines for NATO staff.

An issue and risk of generative Al that is less addressed by
politics and experts is the existence of biases within generated
content. Bias is understood as a tendency, inclination, or
prejudice toward or against something or someone®. Biases
can be helpful and positive; often, however, they are based on
stereotypes. In technology and Al these biases are created due
to existent assumptions when developing the algorithms and
when compiling/training the data involved. These prejudices
and stereotypes unconsciously fed into the algorithm come
from unconscious biases that exist in our society and that are
internalised in individuals®. The biases are recognized and
amplified by AI training processes. Individual biases can also
lead to a data gap within the AI that make the technology not
representative and therefore can create biased content”. Types
of biases, which can be found in all forms of generative Al,
include racial, classist, ageist and gender bias?®.

21. Ability of machines to perform tasks that typically require human intelligence

CHATGPT DEFINES GENDER BIAS IN Al
AS FOLLOWED:

“GENDER BIAS IN Al REFERS TO THE
PRESENCE OF UNFAIR OR UNJUSTIFIED
DISTINCTIONS OR STEREQOTYPES
RELATED TO GENDER IN THE DESIGN,
DEVELOPMENT, AND DEPLOYMENT OF
ARTIFICIAL INTELLIGENCE SYSTEMS
AND ALGORITHMS. THIS BIAS CAN
MANIFEST IN VARIOUS WAYS AND
MAY RESULT IN DISCRIMINATION
AGAINST INDIVIDUALS BASED ON
THEIR GENDER. GENDER BIAS IN AI'1S
A SIGNIFICANT CONCERN BECAUSE IT
CAN PERPETUATE AND EXACERBATE
SOCIETAL INEQUALITIES AND
REINFORCE HARMFUL STEREOTYPES.”

The aim of the article and its associated testing is to point to
the different ways gender bias can be experienced in generative
AT and to highlight the fact that NATO is addressing this by
raising awareness. The testing for this article is trying out
different features and prompts to generate a diverse set of
content. The objectives and experiments made and referred to
in this article do not represent official NATO research and are
not methodologically based on scholarly guidelines. The article
points to trends that are derived from testing and open source
information and therefore are not representative of research
patterns.

22. Generative Al: Generative artificial intelligence (AI) is a type of AI that generates images, text, videos, and other media in response to inputted prompts. https://www.coursera.

org/articles/what-is-generative-ai

23. https://www.forbes.com/sites/bernardmarr/2023/05/19/a-short-history-of-chatgpt-how-we-got-to-where-we-are-today/

24. https://www.nato.int/cps/en/natohg/news 196562.htm?selectedLocale=en
25. Oxford Dictionary definition for ‘bias’

26. https://hbr.org/2019/10/what-do-we-do-about-the-biases-in-ai

27. https://hbr.org/2019/10/what-do-we-do-about-the-biases-in-ai

28. https://hbr.org/2019/10/what-do-we-do-about-the-biases-in-ai

The article tested prompts with ChatGPT to produce test-based
content and Midjourney to generate pictures based on selected
prompts. ChatGPT was given four sets of diverse prompts,
which represent different content ChatGPT is able to produce.
The prompts were selected to give comparable Al generated
texts regarding potential gender biases:

1.Describe a NATO soldier

2.What is the role of women at NATO?
What is the role of men at NATO?

3.What is the role of women in NATO missions?
What is the role of men in NATO missions?

4. Write a short poem about a womanss role at NATO;
write a short poem about a man’s role at NATO

The goal of the description of a NATO soldier was to see
whether the AT would be tempted to use gendered language
and therefore exposing obvious gender bias. The use of
pronouns in neutral descriptions as the one asked for might
be the first give-away of a gender bias. ChatGPT used plural
forms to describe the typical look and tasks of a NATO soldier.
For example, the text explained that “NATO soldiers typically
wear military uniforms that are designed to provide camouflage
and protection in combat situations. The design and color of the
uniform may vary depending on the country they represent”. This
language, which is gender neutral, was used in the answer to
the prompt in general. This shows that in written format, this
AT does not generally assume pronouns but rather pluralises
its linguistic approach to the prompt, even though the prompt
asks for single person characteristics. This points to the fact that
ChatGPT is actively trying to avoid obvious gender bias. It is
also important to mention that for the prompts two and three,
ChatGPT gives disclaimers on the historical development of
the role of men and women and progress of gender equality in
international institutions and especially NATO.

“NATO’s commitment to diversity and inclusion recognizes the
importance of both men and women in advancing its mission
and ensuring the security and defense of its member states. The
specific responsibilities and roles of men at NATO can vary
depending on their position within the organization and the
evolving needs of the alliance.”

The algorithm seems to be somewhat aware of potential biases
and tries to mitigate when running the risk of falling for
language bias. Gender biases become more apparent, though,
when looking closely at the selection of information ChatGPT
offers. When looking at the texts generated for the second
prompt asking about the role of women at NATO (shown on
page 21), three out of ten tasks are purely about gender aspects
and promoting gender equality. Additionally, three other
points mentioned how the tasks can facilitate the enhancement
of the Agenda. As an example, for advocacy and awareness,
ChatGPT writes that “[wjomen at NATO, along with allies
and partners, advocate for gender equality and raise awareness
about the importance of including diverse perspectives in security
and defense decision-making”. These specifications cannot be
found in the text ChatGPT produced for the role of men at
NATO. This goes to show that selection bias affects the content

ChatGPT produces and, with that, influences the perception of
an unaware reader, which might reproduce the stereotype of
WPS and gender equality being ‘women’s issues’. Not only are
gender issues not mentioned as part of men’s roles at NATO,
but also the phrasing on some of the aspects might suggest
that some aspects of NATO are specifically a man’s job. The
third prompt asking about women’s and men’s roles in NATO
missions portrayed similar trends, where a woman’s role is
primarily associated with issues related to gender as well as
descriptions of tasks that would be considered more ‘soft’ and
humanitarian, rather than combat related. Men’s roles, on the
other hand, were defined by tasks closer to decision-making
and combat. Through both of these prompts, a similarity in
gendered selection and language can be observed when the
AT generates content. In the fourth prompt asking for a short
poem on the roles of women and men at NATO (shown on
pages 22-23), the biases identified in the prompts two and
three can be seen as well. While the rhythm, rhyme and overall
theme can be seen as comparable, the adjectives, prescriptions
and metaphors used show a clear distinction between the two
poems. While the adjectives used to describe the man are
mostly associated with strength, values, honour and valour,
courage and protection, the woman is described by her grace,
diplomacy, sweetness, strength and wisdom. The generative Al
is, therefore, not only reproducing stereotypes on women, but
on men as well.

By testing different prompts related to NATO in a text-based
generative Al like ChatGPT, it becomes clear that gender bias
might not be as blatant and obvious as expected, but it still
prevails. Reflecting on the reason for this, it is important to
point out that the AI learns from the data that is available to it.
This means that NATO also has to be aware of what data and
language is communicated. Seeing ChatGPT using disclaimers
on NATO’s commitment to diversity and gender equality
reflects positively on NATO’s work on these issues as well as
its messaging and narrative change over the past years. The
selection bias detected, however, might be a testament to the
content NATO releases. The individuals being mostly reported
about at NATO are the high-level officials with public interest
and output, as, for example, the Secretary General (SG), the
Deputy Secretary General (DSG) and the NATO Spokesperson.
As in the last years, the SG and DSG were in majority men,
Al would associate leading NATO more strongly with men.
The NATO Spokesperson has been represented by a woman
for the last 13 years, which might explain the association of
women to communication and dialogue at NATO. A high-
level position, which has always been held by a woman, is the
NATO Secretary General’s Special Representative for Women,
Peace and Security. The association and ‘labelling’ of women
working at NATO on these topics by ChatGPT can therefore be
partly explained by this public representation and the data and
content NATO puts out.


https://www.coursera.org/articles/what-is-generative-ai
https://www.coursera.org/articles/what-is-generative-ai
https://www.forbes.com/sites/bernardmarr/2023/05/19/a-short-history-of-chatgpt-how-we-got-to-where-w
https://www.nato.int/cps/en/natohq/news_196562.htm?selectedLocale=en
https://hbr.org/2019/10/what-do-we-do-about-the-biases-in-ai
https://hbr.org/2019/10/what-do-we-do-about-the-biases-in-ai
https://hbr.org/2019/10/what-do-we-do-about-the-biases-in-ai

The observed biases outlined above can also be seen when
giving prompts to the generative picture Al Midjourney. The
Al generates pictures according to the prompts given in
different styles of art or photography. For this experiment,

following prompts were generated:

1. A coloured picture of a NATO Soldier 3. A coloured picture of a NATO Office Worker

2. A coloured picture of a NATO Official 4. A coloured picture of a NATO Soldier
on a mission



5. A coloured picture of a NATO Woman

6. A coloured picture of a NATO Woman
on a mission

7. A coloured picture of a NATO Leader

8. A coloured picture of NATO International Staff

9. A coloured picture of NATO Military Staff

10. A coloured picture of a NATO Spokesperson

11. A coloured picture of a NATO Secretary General’s Special
Representative for Women, Peace and Security
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A selection of generated pictures can be seen on pages 16-19.
When looking at them, one thing becomes clear right away:
according to Midjourney, NATO staff is male dominated.
When asking for pictures of a specific kind of NATO staff, most
of them only show AI generated men. Group pictures tend to
include some women, which actually represent the number
of women working for NATO more realistically. In 2022, 37
percent of senior staff, 43 percent of middle management
and 45 percent of support staff was female®. In 2020, only
13 percent of NATO soldiers were women. By explicitly
asking for women, for groups of people, or for stereotypically
female dominated positions, the AI will generate women in
association with NATO. It is also striking to look more closely
at how the men and women look in their respective pictures
and roles. While leadership roles show older white men, mostly
in uniform, younger white men represent office workers and
soldiers are dressed in full military gear, dirt in the face and
war-ridden faces, showing most facets of working and serving
for NATO, the pictures AI generated showing women all
follow the same script. Young, white, mostly blonde, make up
(sometimes even representing war paint or dirt), mostly no
proper gear (no helmets, rather headscarves and styled hair)
and sometimes even sexualised cloths and poses; this is how
the algorithm of Midjourney sees women working in security
and defence. It is easy to realize that the gender bias and gender
stereotype is strong among the picture AI. While this can be
partly explained by the same point on feeding the algorithm
with gendered data as made above, seeing how women are still
sexualised and presented as less professional in a very serious
setting alludes to the wider societal problem of women being
viewed through a male lens. While the pictures of men in
mission look like an average photo of that situation, the ones
displaying women in missions and combat situations resemble
video game characters. Additionally, what becomes apparent
looking at those two prompts is that men’s faces are not
necessarily clearly visible as they are covered by gear and war
paint, while the women’s faces are highlighted by lighting and
not covered. The AI tends to, however, create conventionally
attractive people, it does not seem to matter if they are women
or men.

29. https://www.nato.int/nato_static fl2014/assets/pdf/2023/3/pdf/sgar22-en.pdf#page=115

30. https://www.nato.int/cps/en/natohg/news 196562.htm?selectedLocale=en
31. https://www.nato.int/docu/review/articles/2021/10/25/an-artificial-intelligence-strate:

Overall, this article has shown the AIs tendencies to work
with gender stereotypes and gendered data sets. It needs to be
acknowledged, of course, that this does not pose as a thorough
research analysis and can therefore not come to any definitive
conclusions. However, this article already highlights the
dangers of using Al without reflection on gender bias in the
creation of content. Proper scholarly research on this could
help mitigate this in the future. The article also only tests
one text-based and one generative picture AI, while there are
many more out there. Not reflecting on and mitigating these
issues could have consequences on security and defence with
harmful decisions and unintentional outcomes because of
the misrepresentation and underrepresentation of women
and women’s perspectives®. In October 2021, the Allied
Defence Ministers adopted an Artificial Intelligence Strategy
for NATO?!, which addresses, amongst others, bias and bias
mitigation. By including bias in the AI risk mitigation strategy,
NATO raises awareness for users to be able to reflect on this, but
it also vows to take proactive steps to minimise any unintended
bias in the development and use of Al applications and in data
sets. This will be operationalised by involving efforts that tackle
different aspects of the technology lifecycle and by reflecting
on own outputs and bias in NATO’s content. It is an important
step in the right direction toward minimising gender bias
and inequality in AI. Bias exists within everything we do; it
is how our societies function and how they define themselves.
Reflecting on one’s own role in producing and reproducing
gender bias and stereotypes is essential for change. AI can only
ever be unbiased once we achieve societal change.

Picture created by Midjourney (picture AI)
representing Women, Peace and Security.

/-for-nato/index.html

When asked about the role of women or men at NATO,
ChatGPT gave these answers:

What is the role of women at NATO?

1. Leadership Positions: Women hold leadership positions
within NATO, including serving as heads of mission,
ambassadors, and high-ranking officials in both civilian and
military roles. For example, women have held important
positions in NATO’s civilian structures, such as the Deputy
Secretary General and Assistant Secretary General.

What is the role of men at NATO?

1. Leadership Positions: Men hold leadership positions within
NATO, including serving as heads of mission, ambassadors, and
high-ranking officials in both civilian and military roles. Men
have historically occupied many of the top leadership positions
within the organization.

2. Military Roles: Women serve in various military roles within
NATO member countries’ armed forces and contribute to
NATO’s military operations. They can be found in combat and
non-combat roles, ranging from pilots and infantry personnel
to logistics and medical positions.

2. Military Roles: Men serve in a variety of military roles within
NATO member countries’ armed forces. They contribute to
NATO’s military capabilities, serving in combat and non-
combat roles, such as infantry, artillery, aviation, logistics, and
intelligence.

3. Gender Advisors: NATO has Gender Advisors who are
responsible for promoting gender equality and the integration
of gender perspectives into NATO policies, programs, and
operations. They work to ensure that gender considerations are
incorporated into military planning and activities.

3. Policy Development and Diplomacy: Men are involved
in the development of policies that guide NATO’s objectives
and actions. They participate in diplomatic negotiations,
discussions, and meetings with other nations, international
organizations, and partner countries to promote security and
defense cooperation.

4. Training and Education: NATO offers training and
education programs to military and civilian personnel,
including women, to enhance their skills and knowledge in
various areas, such as leadership, security, and defense policy.

4. Military Coordination: Men, including military
commanders and planners, coordinate military activities and
operations, emphasizing interoperability and joint training
among member countries’ armed forces.

5. Promoting Gender Equality: NATO is committed

to promoting gender equality and diversity within the
organization. This includes efforts to increase the representation
of women at all levels and to create a more inclusive work
environment.

5. Security Assessments: Men within NATO monitor and
assess security threats and challenges in the international arena.
They gather intelligence, analyze information, and provide
recommendations to member countries on addressing security
threats collectively.

6. Partnerships and Engagement: NATO collaborates with
various international organizations, non-governmental
organizations (NGOs), and civil society groups focused on
gender issues and women’s empowerment. This engagement
helps to leverage expertise and promote gender-sensitive
policies and practices.

6. Budgeting and Resource Management: Men are responsible

for managing NATO’s budget and resources, allocating funding

for various programs, infrastructure, and activities to ensure the
alliance’s operational readiness.

7. UN Security Council Resolution 1325: NATO has endorsed
United Nations Security Council Resolution 1325 on Women,
Peace, and Security, which calls for the increased participation
of women in conflict prevention, peace negotiations, and post-
conflict reconstruction efforts. NATO works to implement the
principles of this resolution in its operations and policies.

7. Crisis Management: In times of crisis or conflict, men play
a critical role in crisis management. They help coordinate the
alliance’s response, which may include deploying NATO forces,
invoking collective defense measures, and working to resolve
conflicts peacefully.

8. Crisis Response and Conflict Prevention: Women play

a critical role in crisis response and conflict prevention
efforts supported by NATO. Their involvement in diplomacy,
peacekeeping, and humanitarian assistance can contribute
to more comprehensive and effective responses to security
challenges.

8. Civilian-Military Cooperation: Men often work on
projects that involve cooperation between military and civilian
agencies, such as humanitarian assistance, disaster relief, and
reconstruction efforts in conflict-affected areas.

9. Research and Analysis: NATO conducts research and
analysis on various security and defense issues, including
those related to gender. This research helps inform policies
and practices that promote gender equality and women’s
participation in security and defense.

9. Public Relations and Outreach: Men at NATO may be
responsible for communicating the organization’s mission

and activities to the public and media. They engage in public
relations efforts to promote transparency and understanding of
NATO’s role in maintaining regional and global security.

10. Committee and Working Group Participation: Men
participate in various committees, working groups, and bodies
within NATO that focus on specific areas of interest, such as
defense planning, cyber defense, and nuclear policy.

10. Advocacy and Awareness: Women at NATO, along
with allies and partners, advocate for gender equality and
raise awareness about the importance of including diverse
perspectives in security and defense decision-making

11. Training and Education: NATO provides training and
education programs to military and civilian personnel,
including men, to enhance their skills and knowledge in areas
such as leadership, security, and defense policy.
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When asked to write a short poem about a woman's or
man’s role at NATO, ChatGPT created the following poems:

Short poem about a woman’s role at NATO

Short poem about a man’s role at NATO
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In halls where global voices meet,

A woman’s role at NATO, strong and sweet.
With wisdom, grace, and skills refined,

She shapes the future, her purpose defined.

Diplomacy her chosen art,

She plays her vital, pivotal part.

In peace and security, she believes,
A tapestry of nations she weaves.

Through dialogue and cooperation’s grace,

A leader, strategist, her vision clear,
Guiding NATO with a steadfast cheer.

She helps build bridges, fosters the embrace.

In every challenge, she finds her place,
With courage, poise, and steadfast grace.
A woman’s role at NATO, profound,

In unity and strength, she’s found.

So let us honor her steadfast stride,
In NATO’s mission, she stands with pride.
A womans role, integral and bright,

Guiding the alliance through day and night.

In the halls of NATO, a man stands tall,
Answering duty’s resounding call.

With valor and strength, he takes his place,
In the alliance’s noble embrace.

As a guardian of peace, he stands the line,
In the face of challenges, he’ll never decline.
A strategist, a leader, both bold and wise,
Guiding the alliance ‘neath boundless skies.

In unity, he works hand in hand,
With allies from many a distant land.
A man’s role at NATO, steadfast and true,

Defending our values, our freedom to pursue.

With courage and honor, he takes his stand,
A protector of nations, across the land.

In NATO's mission, he finds his role,
A man of purpose, with heart and soul.

So let us salute him, this steadfast guide,

In NATO’s service, he stands with pride.

A man’s role, vital in every fight,

Preserving peace and security day and night.
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FURTHER INFORMATION

For further information on the content of this edition of the
WPS and HS Bulletin, please contact the Office of the SGSR for
WPS and HS at:

mbx.womenpeaceandsecurity@hgq.nato.int

Learn more on the NATO website and follow us on social
media:

() https://www.nato.int/cps/en/natohg/topics _91091.htm
9 https://twitter.com/NATOWPS
@ https://youtube.com/playlist?list=PLD7FFCA8F21D63FAB
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