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IBAN AUDITOR'S REPORT ON THE AUDIT OF THE 2018 FINANCIAL STATEMENTS
OF DCPS, IS, NCPS, NFO, NNHQ, NPF, NSC AND RMCF
Note by the Secretary General
1.
I attach the International Board of Auditors for NATO (IBAN) Auditor’s Reports on
the 2018 financial statements of the Defined Contribution Pension Scheme (DCPS),
International Staff (IS), NATO Coordinated Pension Scheme (NCPS), NATO FORACS
Office (NFO), New NATO Headquarters (NNHQ), NATO Provident Fund (NPF), NATO Staff
Centre (NSC) and Retirees Medical Claims Fund (RMCF). The IBAN Auditor’s Reports set
out unqualified opinions on both the 2018 financial statements and on compliance for DCPS,
IS, NCPS, NFO, NNHQ, NPF, NSC and RMCF.
2.
The IBAN reports have been reviewed by the Resource Policy and Planning Board
(RPPB) (see Annex).
3.
I do not believe this issue requires further discussion. Therefore, unless I hear to
the contrary by 17:30 hours on Monday, 21 September 2020 I shall assume the Council
noted the RPPB report, agreed its conclusions and recommendations, and agreed to the
public disclosure of this report, the IBAN Auditor’s Reports and the associated 2018 financial
statements.

(Signed) Jens Stoltenberg

Annex 1:
Enclosure 1:

RPPB report
IBAN audit reports + financial
statements

1 Annex
1 Enclosure

Original: English
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IBAN AUDITOR’S REPORT ON THE 2018 FINANCIAL STATEMENTS OF DCPS, IS,
NCPS, NFO, NNHQ, NPF, NSC, RMCF
Report by the Resource Policy and Planning Board (RPPB)
References:
A. IBA-A(2019)0144
B.

IBA-A(2019)0101

C.

IBA-A(2019)0142

D.

IBA-A(2019)0098

E.

IBA-A(2019)0102

F.

IBA-A(2019)0104

G.

IBA-A(2019)0107

H.

IBA-A(2019)0143

I.

C-M(2015)0025
PO(2015)0052

J.

IBAN Auditor’s Report on the audit of 2018 financial statements of the NATO
Defined Contribution Scheme
IBAN Auditor’s Report on the audit of 2018 financial statements of the
International Staff
IBAN Auditor’s Report on the audit of 2018 financial statements of the NATO
Coordinated Pension Scheme
IBAN Auditor’s Report on the audit of 2018 financial statements of the NATO
FORACS Office
IBAN Auditor’s Report on the audit of 2018 financial statements of the New
NATO Head Quarters
IBAN Auditor’s Report on the audit of 2018 financial statements of the NATO
Provident Fund
IBAN Auditor’s Report on the audit of 2018 financial statements of the NATO
Staff Centre
IBAN Auditor’s Report on the audit of 2018 financial statements of the Retirees
Medical Claims Fund
NATO Financial Regulations (NFR)
Wales Summit tasker on transparency and accountability

INTRODUCTION
1.
This report by the RPPB addresses the IBAN Auditor’s Reports on the 2018 financial
statement of the NATO Defined Contribution Pension Scheme (DCPS), International Staff
(IS), NATO Coordinated Pension Scheme (NCPS), NATO FORACS Office (NFO), New
NATO Head Quarters (NNHQ), NATO Provident Fund (NPF), NATO Staff Centre (NSC) and
Retirees Medical Claims Fund (RMCF). The IBAN Auditor’s Reports set out unqualified
opinions on the financial statements and on compliance of DCPS, IS, NCPS, NFO, NNHQ,
NPF, NSC, RMCF in 2018 (reference A, B, C, D, E, F, G, H).
AIM
2.
This report summarises the IBAN Auditor’s Reports to enable the Board to reflect
on strategic issues or concerns emanating from the audit of financial statements of NATO
entities and to recommend courses of action to Council as applicable, which has the
potential to improve transparency, accountability and consistency.
3.
In line with Financial Controller responsibilities laid out in Article 35 (FRPXXXV) of
the NATO Financial Regulations (NFR), the IS Financial Controller is accountable for signing
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and overseeing the development of the 2018 financial statements for all the NATO Reporting
Entities covered under this report.1
DISCUSSION
4.
11 observations were raised for IS, NCPS, NFO, NNHQ and RMCF. As of the date
of the respective IBAN Auditor’s Reports a total of 8 prior year observations were in-progress
or open and 22 prior year observations were closed. No observations impacted the audit
opinions in 2018.
5.
Going concern. No new observations were raised in respect of the NPF or the NSC.
The last member of staff contributing to the NPF left in April 2018 and therefore the fund is
closed and will not continue operating for the future. NPF will no longer prepare financial
statements. Since 1st January 2019 NSC financial information has been incorporated into
the NATO International Staff financial statements.
6.
Risk management, internal control and internal audit. The common issues facing IS
and NFO are improvements required in the area of risk management, internal control and
internal audit. The IBAN recommends as a matter of priority that the IS comply with all
requirements of the NFR and Financial Rules and Procedures (FRP) namely on risk
management and internal control. Last year COSO2 was approved as the framework to be
implemented and in December 2019 the IS established a high-level risk register which
synthesised the strategic risks facing the organisation. The recently established Office of
Internal Audit and Risk Management will continue the implementation efforts. The Board
agrees that this observation is of particular concern and is encouraged with the progress
made by the IS in establishing an entity wide high-level risk register. In light of the progress
made to date, the Board encourages the recently established Office of Internal Audit and
Risk Management to assess the system of internal control and risk management. In the case
of NFO, the Board acknowledges that the effort to resolve this observation should be
commensurate with its size and scale of activities.
7.
Post-employment liabilities. IBAN raises a common issue for NATO as a whole to
disclose post-employment liabilities to comply with the NATO Accounting Framework
(IPSAS 39). These observations have been raised in respect of NCPS and RMCF financial
statements but are related to a wider common issue for NATO where the combined
EUR 11.1 billion post-employment liability for NCPS and RMCF and associated disclosures
are not included in any of the financial statements of NATO bodies or schemes. In the
absence of an adaptation within the NATO Accounting Framework, IBAN recommends the
Financial Controller of NCPS and RMCF to provide a clear definition of the criteria to
recognise the post-employment liabilities in line with IPSAS 39 (employee benefits). The
Board acknowledges the IBAN recommendation and agrees that a clarification at the level
of the NATO Accounting Framework is sought during its planned review in 2021.

1

This also includes the MSIAC Reporting Entity covered under RPPB report AC_335-N(2020)0024 (INV)

2

Committee of Sponsoring Organisations of the Treadway Commission
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8.
Inadequate level of RMCF net assets. In 2012, the IBAN found that there are
insufficient funds available to enable NATO to meet its future obligations. 2019 marked the
first year where the expenses exceeded the yearly contributions into the RMCF fund and if
this trend remains unchanged the fund would be depleted in 2040.3 The Board urges the
RMCF Supervisory Committee to discuss and agree the remedial actions and strategic
approach for the long term sustainability of the fund.
9.
Financial reporting. The Board notes common issues of insufficient control over
financial reporting for NCPS and NFO and notes the progress made by DCPS in regards to
this IBAN observation. The Board further notes that both governing bodies have agreed to
implement the recommendations of IBAN.
10.
The Board notes that the IBAN recommends improvements in disclosures to the
cash flow statement where the observation remains open because movements were
described incorrectly. The Board also notes that the IS have agreed to document the
confirmation of outstanding asset and liability balances it has with other NATO Reporting
Entities as part of the preparation of the financial statements.
CONCLUSIONS
11.
The Board is pleased that 2018 marks the first year in which the IS financial
statements have received an unqualified opinion. The Board welcomes the continued
progress to reduce the number of audit observations but encourages the closure of the
remaining observation for IS in relation to timely issuance of the financial statements and
supporting information to IBAN. Furthermore the Board acknowledges the efforts of NCPS
and NFO to resolve the common observation of insufficient control over financial reporting.
12.
The Board notes NPF and NSC will no longer produce financial statements and
moving forwards the latter will be included within the reporting of the IS financial statements.
13.
The Board notes the need for IS and NFO to make improvements in the areas of
risk management, internal control and internal audit. The Board looks forward to the
assessment of the system of internal control and risk management by the recently
established Office of Internal Auditors and Risk Management and acknowledges for NFO,
the effort to resolve should be commensurate with its size and scale of activities.
14.
The Board acknowledges the wider common issue for NATO where the combined
EUR 11.1 billion post-employment liability for NCPS and RMCF are not included in any of
the financial statements of NATO bodies or schemes. The Board agrees that a clarification
at the level of the NATO Accounting Framework is sought during its review in 2021.
15.
The Board urges the RMCF Supervisory Committee to discuss and agree the
remedial actions and strategic approach for the long term sustainability of the RMCF fund.
Furthermore the Board notes the progress IS have made to address their remaining prior
year observations.
3

BC-D(2017)0287
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RECOMMENDATIONS
16.

The Resource Policy and Planning Board recommends that the Council:

16.1.

note this report and the IBAN Auditor’s Reports at reference A, B, C, D, E, F, G, H;

16.2.

agree the conclusions at paragraphs 11 to 15; and

16.3. agree to the public disclosure of the 2018 financial statements, the associated IBAN
Auditor’s Reports (reference A to H) and this report in line with agreed policy at reference J.
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29 November 2019

To:

Secretary General
(Attn: Director of the Private Office)

Cc:

Assistant Secretary General, Executive Management Division
Financial Controller, International Staff (IS)
Chairman, Resource Policy & Planning Board (RPPB)
Branch Head, Secretariat and Finance Branch, NATO Office of Resources (NOR)
Private Office Registry

Subject:

International Board of Auditors for NATO (IBAN) Auditor’s Report and
Letter of Observations and Recommendations on the audit of the NATO
Defined Contribution Pension Scheme (DCPS) Financial Statements for
the year ended 31 December 2018 - IBA-AR(2019)0027

IBAN submits herewith its approved Auditor’s Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex 1).
The IBAN report sets out an unqualified opinion on the financial statements of the
NATO DCPS and an unqualified opinion on compliance for financial year 2018.
Yours sincerely,

Daniela Morgante
Chairman

Attachments: As stated above.
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Summary Note for Council
by the International Board of Auditors for NATO
on the audit of the financial statements of the
NATO Defined Contribution Pension Scheme (DCPS)
for the year ended 31 December 2018
The International Board of Auditors for NATO (IBAN) audited the NATO Defined
Contribution Pension Scheme (DCPS), which is a money purchase pension scheme that
includes contributions from staff recruited on or after 1 July 2005 as well as employer
contributions from NATO. The value of the NATO DCPS’s net assets available for
benefits at 31 December 2018 was EUR 408.4 million. The DCPS had 3,974 members
at 31 December 2018.
IBAN issued an unqualified opinion on the 2018 financial statements and an unqualified
opinion on compliance for the year ended 31 December 2018.
During the audit, IBAN made no observations.
IBAN also followed up on the status of observations from previous years’ audit reports
and found that two observations were closed and two observations were in progress.
The Auditor’s Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the International Staff who replied that they had no specific
formal comments.
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29 November 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF
THE NATO DEFINED CONTRIBUTION PENSION SCHEME
(NATO DCPS)
FOR THE YEAR ENDED 31 DECEMBER 2018

NATO UNCLASSIFIED
2-1

NATO UNCLASSIFIED
ANNEX 2
IBA-AR(2019)0027
INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL
Report on the Audit of the Financial Statements
Opinion on the Financial Statements
The International Board of Auditors for NATO (IBAN) has audited the Financial Statements
of the NATO Defined Contribution Pension Scheme for the 12 month period ended 31
December 2018, issued and submitted to IBAN on 31 march 2019. These Financial
Statements comprise the Statement of Net Assets Available for Benefits as at 31
December 2018, the Statement of Changes in Net Assets Available for Benefits and the
Explanatory Notes, including a summary of significant accounting policies.
In our opinion, the Financial Statements give a true and fair view of the statement of Net
Assets Available for Benefits of the NATO Defined Contribution Pension Scheme as at 31
December 2018, and of its statement of Changes in Net Assets Available for Benefits
ended 31 December 2018, in accordance with accounting requirements and reporting
standards consistent with the NATO Accounting Framework and International Accounting
Standard (IAS) 26, Accounting and Reporting by Retirement Benefit Plans.
Basis for Opinion on the Financial Statements
In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.
We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAIs 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.
We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor’s Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
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Management’s Responsibility for the Financial Statements
Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of NATO Defined Contribution Pension Scheme are drawn up in
accordance with accounting requirements and reporting standards consistent with the
NATO Accounting Framework as approved by the Council and International Accounting
Standard (IAS) 26, Accounting and Reporting by Retirement Benefit Plans. The Financial
Controller is responsible for submitting the Financial Statements for audit to IBAN not later
than 31st March following the end of the financial year.
The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.
This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.
Auditor’s Responsibilities for the Audit of the Financial Statements
The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIs will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.
As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:
 Identify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
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responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.
 Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.
 Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.
 Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report.
 Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.
We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.
Our Independent External Auditor’s Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.
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Report on Compliance
Opinion on Compliance on Compliance
Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.
Basis for Opinion on Compliance
We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
Management’s Responsibility for Compliance
All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.
The Secretary General is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.
Auditor’s Responsibilities for Compliance
In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.
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This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.
Brussels, 29 November 2019

Daniela Morgante
Chairman
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29 November 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE NATO DEFINED CONTRIBUTION PENSION SCHEME
(NATO DCPS)
FOR THE YEAR ENDED 31 DECEMBER 2018

NATO UNCLASSIFIED
3-1

NATO UNCLASSIFIED
ANNEX 3
IBA-AR(2019)0027
Introduction
The International Board of Auditors for NATO (IBAN) audited the NATO Defined
Contribution Pension Scheme Financial Statements for the year ended 31 December
2018, and issued an unqualified opinion on the financial statements and an unqualified
opinion on compliance.
Observations and Recommendations
During the audit, IBAN made no observations.
IBAN followed up on the status of the observations from previous years’ audits and found
that two recommendations are closed and two recommendations are in progress.

NATO UNCLASSIFIED
3-2

NATO UNCLASSIFIED
ANNEX 3
IBA-AR(2019)0027
FOLLOW-UP OF PREVIOUS YEAR’S OBSERVATIONS
IBAN followed up on the status of observations from the previous years’ audit. The observations,
actions taken by the auditee as reviewed by IBAN, and their status are summarised in the table
below.
OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

(1) NATO DCPS FY 2016
IBA-AR(2017)30, paragraph 1
INSUFFICIENT
CONTROLS
FINANCIAL REPORTING

Observation
Closed.

OVER

Board’s Recommendation
 The preparer of the financial statements
should keep detailed supporting working
papers in order to be able to support any
balance presented or information disclosed
in the financial statements. Moreover, the
IS must be able to provide details for each
ERP asset / liability account in order to
allow proper follow-up of the balances.
 The Board recommends recording income
and expense transactions, different by
nature, in separate accounts, such as:
gain/loss from foreign currency purchases;
bank
charges;
other
types
of
income/expense.
 The Board recommends improving the
transparency and availability of the
accounting data. Where technically
possible and practicable, the Board
recommends linking transactions in ERP to
the specific counterparty in order to be able
to trace changes in respective balances
receivable and/or payable to these
counterparties. Using standard ERP
workflows instead of manual adjustments is
encouraged. In situations when aggregated
data is entered in the accounting program,
underlying supporting details (summaries,
listings, calculations, etc.) should be
available within the ERP and should be
subject to proper verification and approval
within the system.

IBAN has noted the progress and improvements
made on:
-

the
presentation
and
detailed
documentation from the ERP system
provided to support balance
and
information disclosed in the DCPS
Financial Statements for the year
ended 31 December 2018;

-

the recording in separate accounts of
income and expenses transactions that
are different by nature;

-

the verifications and controls done over
the financial reporting process for the
year 2018;

-

the formal process of reconciling interentity accounts;

-

Additional account dimensions in the
ERP system for the investment
management and retirement and
invalidity segments. A separate set of
books (SOB) 310 was created in the
ERP for the DCPS benefit payments.

NATO UNCLASSIFIED
3-3

NATO UNCLASSIFIED
ANNEX 3
IBA-AR(2019)0027
OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

 The Board recommends strengthening the
multi-level financial statements review
process in order to improve the overall
quality of the produced financial statements
and their compliance with applicable
reporting frameworks.
 The Board recommends performing, at
least annually, formal inter-entity balance
confirmations between all entities who have
financial statements prepared by the IS
Office of Financial Control.

 The Board recommends implementing

additional account dimensions in the ERP
system for the Investment management
and Retirement and Invalidity segments.
(2) NATO DCPS FY 2015
IBA-AR(2016)28, paragraph 3
Observation
In progress.

INSUFFICIENT EVIDENCE TO SUPPORT A
RECEIVABLE AND PROVISION IN THE
FINANCIAL STATEMENTS
Board’s Recommendation
The Board recommends the Secretary
General, responsible for the administration
and management of the DCPS, review this
situation as soon as possible in order to clarify
NATO’s agreement to this proposed
compensation, which NATO reporting entity
has the right to it, and, if received, who the
funds should ultimately be returned to (e.g.
nations, DCPS participants, etc.).

On 22 June 2017, the Insurer informed the IS
financial Controller that they are in position to
accept the proposed amount of EUR 6 million
as a NATO compensation.
In December 2018, the Secretary General has
recommended that one third of the
compensatory payment should be distributed to
those affiliates who actively contributed to the
major risk insurance between 1 January 2012
and 31 December 2015. The total amount to be
distributed to the affiliates is EUR 1.726 million.
This amount has been paid in May 2019 by the
Insurer. In the Financial Statements, this
amount has been presented as a payable. The
EUR 6 million has also been presented as a
receivable as the compensation had not been
received during the year 2018. There is no
decision yet regarding the remaining amount of
EUR 4.273 million, which has been recorded as
a provision in the Financial Statements for the
year 2018.
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OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

(3) NATO DCPS FY 2015
IBA-AR(2016)28, paragraph 7
UNCLEAR
FOREIGN
CONVERSION POLICY

Observation
In progress.

CURRENCY

Board’s Recommendation
The Board recommends developing and
implementing a comprehensive policy on the
accounting and reporting of transactions,
stated in foreign currencies.

(4) NATO DCPS FY 2009
IBA-AR(2011)09, paragraph 5.1

The formal policy on the accounting and
reporting of transactions and balances stated in
foreign currencies has not been implemented.
No material issues or findings in the year end
revaluations of balances stated in foreign
currency have been found by IBAN during the
audit of the financial statements for the year
2018.

Observation
Closed.

WEAKNESSES IN THE PREPARATION OF
PENSION BENEFIT PAYMENTS
Board’s Recommendation
The Board recommends that the IS ensures At the end of the year 2017, IBAN has noted the
the proper preparation to deal with the following actions:
expected increase in numbers of pension
benefit payments of the DCPS, i.e., the  The DCPS paid back the amount borrowed
application of the IT system for the DCPS
from the Coordinated Pension Scheme and
benefit payments, the selection of the pension
solved the liquidity problem with an internal
provider(s), the timely collection of amounts
transfer of funds within the DCPS.
needed for the benefit payments from the  A separate set of books (SOB) 310 was
insurance company and the pension
created in the ERP for DCPS benefit
provider(s), and to discontinue the borrowing
payments.
from the Coordinated Pension Scheme.
 The small number of benefit payments allows
sufficient control over the payments and the
requirements of the future ERP system
contain this function.
No issues have been found related to the
preparation of benefit payments during the audit
2018.
A procurement procedure of an annuity provider
was completed but did not deliver the expected
results and thus a pension provider has not yet
been selected.
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The Open status is used for recommendations that are open and for which no notable progress
has been achieved to date. The In-progress status is used for open recommendations when the
NATO Body has started to implement the recommendation or when some (but not all) subrecommendations are closed. The Closed status is used for recommendations that are closed
because they have been implemented, are superseded, or have lapsed.

NATO UNCLASSIFIED
3-6

NATO UNCLASSIFIED
IBA-A(2019)0101-REV1
13 September 2019

To:

Secretary General
(Attn: Director of the Private Office)

Cc:

Financial Controller, International Staff
Chairman, Resource Policy & Planning Board
Branch Head, Secretariat and Finance Branch, NATO Office of Resources
Private Office Registry

Subject:

International Board of Auditors for NATO (IBAN) Auditor’s Report and
Letter of Observations and Recommendations on the audit of the
Financial Statements of the International Staff (IS) for the year ended
31 December 2018 – IBA-AR(2019)0020-REV1

IBAN submits herewith its approved Auditor’s Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex 1).
IBAN’s report sets out an unqualified opinion on the Financial Statements of the
International Staff and on compliance for financial year 2018.
Yours sincerely,

Dr. Hans Leijtens
Chairman

Attachments: As stated above.
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Summary Note for Council
by the International Board of Auditors for NATO (IBAN)
on the audit of the Financial Statements of the International Staff (IS)
for the year ended 31 December 2018
The International Staff (IS) supports the work of the North Atlantic Council and its
Committees. The total budgetary spend disclosed in the 2018 Financial Statements was
EUR 208 million.
IBAN issued an unqualified opinion on the financial statements and an unqualified opinion
on compliance. In addition, IBAN raised an Other Matter on Compliance disclosure.
During the audit, the Board made three observations and recommendations. These
findings are in the Letter of Observations and Recommendations (Annex 3).
The main findings are listed below.
1. Improvements required in the area of Risk Management, Internal Controls and
Internal Audit.
2. Improvements needed in the Statement of Internal Control.
3. Year-end confirmations between NATO entities.
IBAN also followed up on the status of observations from previous years’ audit and noted
that ten were closed and three are still open.
The Auditor’s report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the IS whose comments have been included, see the
Appendix 2 to Annex 3.
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REPORT OF THE INTERNATIONAL BOARD OF AUDITORS
FOR NATO TO THE NORTH ATLANTIC COUNCIL
Report on the Financial Statements
Opinion on Financial Statements
The International Board of Auditors for NATO (IBAN) has audited the Financial
Statements of the International Staff (IS), for the 12 month period ended 31 December
2018. These Financial Statements comprise the Statement of Financial Position as at
31 December 2018, the Statement of Financial Performance, the Statement of Changes
in Net Assets/Equity and the Statement of Cash Flow, for the 12 month period ended
31 December 2018, including a summary of significant accounting policies and other
explanatory notes. In addition, the Financial Statements include a budget execution report
for the 12 month period ended 31 December 2018.
In our opinion, the Financial Statements give a true and fair view of the financial position
of IS as at 31 December 2018, and of its financial performance, its cash flows and
budget execution for the 12 month period ended 31 December 2018, in accordance
with accounting requirements and reporting standards consistent with the NATO
Accounting Framework.
Basis for Opinion on the Financial Statements
In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.
We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAIs 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.
We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor’s Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

Management’s Responsibility for the Financial Statements
Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of IS are drawn up in accordance with accounting requirements and
reporting standards consistent with the NATO Accounting Framework as approved by the
Council. The Financial Controller is responsible for submitting the Financial Statements for
audit to IBAN not later than 31st March following the end of the financial year.
NATO UNCLASSIFIED
2-2

NATO UNCLASSIFIED
ANNEX 2
IBA-AR(2019)0020-REV1
The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.
This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.

Auditor’s Responsibilities for the Audit of the Financial Statements
The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIs will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.
As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:
 Identify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.
 Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.
 Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.
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 Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report. However, future events
or conditions may cause the entity to cease to continue as a going concern.
 Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.
We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.
Our Independent External Auditor’s Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.
Report on Compliance
Opinion on Compliance
Based on the procedures we performed nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.
Other Matter on Compliance
We draw attention to the fact that the IS is not fully compliant with the revised NATO
Financial Regulations (NFRs), which were approved by NATO Council in 2015, nor with
the Financial Rules and Procedures (FRPs) approved by the Budget Committee. These
instances of non-compliance were raised during the audit of Financial Year 2018 and the
audit of Financial Year 2017 (ref. IBA-AR(2018)0028), relating to risk management,
internal control and internal audit. The requirements of the NFRs and FRPs related to risk
management and internal control cover all parts of IS’s operations, including but without
clearly distinguishing, financial and budgetary matters related to the financial statements
and whether funds have been properly used. This was not fully reflected in IS’s Statement
of Internal Control. Our opinion is not modified in respect of this matter.
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Basis for Opinion on Compliance
We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
Management’s Responsibility for Compliance
All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.
The Secretary General is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.
Auditor’s Responsibilities for Compliance
IBAN’s responsibility is to provide reasonable assurance about whether the financial
statements as a whole are free from material misstatement. Additionally our Charter
requires us to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and whether funds are spent in compliance with the regulations in
force (regularity). Propriety relates to the observance of the general principles governing
sound financial management and the conduct of public officials. Regularity concerns the
adherence to formal criteria such as relevant regulations, rules and procedures.
This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorised expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.
Brussels, 13 September 2019

Dr. Hans Leijtens
Chairman
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INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE INTERNATIONAL STAFF (IS)
FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction
The International Board of Auditors for NATO (IBAN) audited the International Staff (IS)
Financial Statements for the year ended 31 December 2018, and issued an unqualified
opinion on the financial statements and an unqualified opinion on compliance. In addition,
IBAN raised an Other Matter on Compliance disclosure.
Observations and Recommendations
IBAN’s audit resulted in three observations and recommendations that do not impact the
audit opinion.
1. Improvements required in the area of Risk Management, Internal Controls and
Internal Audit.
2. Improvements needed in the Statement of Internal Control.
3. Year-end confirmations between NATO entities.
IBAN also followed up on the status of thirteen observations from previous years’ audits
and noted that ten were closed and three were still open.
IBAN also issued a Management Letter (reference IBA-AML(2019)0014) to the Head of
the Private Office of the IS with eight observations for management’s attention.
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OBSERVATIONS AND RECOMMENDATIONS
1.

IMPROVEMENTS REQUIRED IN THE AREA OF RISK MANAGEMENT,
INTERNAL CONTROL AND INTERNAL AUDIT

Reasoning
1.1
According to Article 11 of the NATO Financial Regulations (NFRs), the Heads of
NATO bodies shall ensure that effective, efficient and economical risk management
procedures are in place to support the achievement of objectives as set by the Nations.
Risks to the achievement of these objectives shall be identified, assessed and mitigated.
1.2
Article XI of the Financial Rules and Procedures (FRPs) states that “the Head of
the NATO Body shall ensure commitment to overall risk management and that all staff
divisions are able to identify the key risks, evaluate the nature and extent of those risks
and implement controls to mitigate the risks. The Financial Controller is responsible for
financial risk management standards and an appropriate Internal Control Framework to
be reviewed by the Internal Control Officer.”
1.3
The NFRs Article 12 requires that the Heads of NATO bodies ensure that the
necessary internal management functions are in place to support effective internal
control. Internal control activities shall include periodic assessments and reviews of risks
and the sound functioning of the internal control system. In order to meet the desired
internal control standards the Financial Controller shall establish a system of internal
financial and budgetary control, embracing all aspects of financial management.
1.4
According to paragraph 13.1 of the NFRs, all NATO bodies shall undertake
internal audit activities in order to evaluate risk exposures and the effectiveness of internal
controls in managing risk within the organisation’s governance, operations and
information systems.
Observations
1.5
We found that the IS has not fully implemented the new NFRs and FRPs.
Considerable work has been done in terms of the identification of risks and in developing
procedures to assess and mitigate those risks (Article 11) yet in certain areas there is still
work in progress. This work started in 2016, but although separate risk registers have
been developed for different areas these have not been consolidated yet. Therefore the
risks at IS level cannot be fully assessed due to potential cross-functional
interdependencies.
1.6
We acknowledge that improvements have been made regarding compliance with
Article 12 of the NFRs on internal controls. The weaknesses that existed relating to
controls to ensure the accuracy and reliability of accounting data were largely resolved.
In addition, audit trails and the documentation supporting the disclosures in the financial
statements have been developed although there are still improvements to be made.
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1.7
IBAN notes that the IS is in the process of adopting COSO principles as an
Internal Control framework to assess its system of internal control against the
requirements of FRP 12. The adoption of a specific framework is an important step
forward and is essential in order to ensure and to clearly demonstrate to others that a
complete system of internal control and risk management is in place. However, this
framework has not been implemented yet.
1.8
Furthermore, because the IS has not fully implemented the new NFRs and FRPs
in respect to risk management and internal control, the Internal Audit Service of the IS is
not in position to evaluate, throughout the IS, the risk exposures and the effectiveness of
internal controls in managing risk within the governance, operations and information
systems as required by Article 13. In our opinion, these instances of non-compliance with
the NFRs and the FRPs impact the user expectations related to accountability of IS.
Recommendation
1.9
IBAN recommends that, as a matter of priority, the IS ensure that it complies with
all the requirements of the new NFRs and FRPs, namely on Risk Management and
Internal Control. This should include, but not be limited to:
 Completing the entity-wide risk management policy throughout the IS and
developing a consolidated risk register covering all cross-functional
interdependencies.
 Assessing and documenting the system of internal control and risk management
to support compliance with the NFRs and FRPs.
 Performing audits by the Internal Audit Service in view of evaluating the
appropriateness, quality and effectiveness of internal control and risk
management throughout the IS.
2.

IMPROVEMENTS NEEDED IN THE STATEMENT OF INTERNAL CONTROL

Reasoning
2.1
In accordance with Article 3.1 of the NFRs, Heads of NATO bodies are
responsible and accountable for sound financial management and shall put in place the
necessary governance arrangements to ensure and maintain this. This shall include, but
is not limited to, the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.
2.2
Article 3.2 of the NFRs states that “The adherence to article 3.1 is confirmed
annually by signature of the Financial Statements and Statements of Internal Control.
Both documents should be signed by the Head of the NATO body and the Financial
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Controller.”
2.3
The Statement on Internal Control is the means by which Management asserts
its approach to, and responsibility for, risk management, internal control and corporate
governance. It is also the vehicle for highlighting weaknesses which exist in the internal
control system within the organisation. NATO bodies must provide assurance that they
are appropriately managing and controlling the resources for which they are responsible.
The SIC is an important accountability document in communicating these assurances to
stakeholders. IBAN reviews the Statement on Internal Control to ensure that it is
consistent with the auditors’ knowledge of the entity.
2.4
According to Article 12 of the FRPs, the Statement of Internal Control shall
include the following items:
a) Confirmation that an effective system of internal control is maintained and
operated by the NATO entity;
b) Confirmation that the system of internal control provides reasonable assurance
of the achievement of the following objectives: effectiveness and efficiency
operations, reliability of financial information, and compliance with applicable
rules and regulations;
c) Confirmation with regard to safeguarding of assets;
d) An evaluation as to the adequacy of the system of Internal Control in place;
e) Reference to the Internal Control framework used by the NATO entity for the
assessment;
f) A summary of the review of the effectiveness of the system of internal control and
on what information the assessment is based;
g) Areas of improvement of the system of Internal Control and an assessment of the
possible impact of these weaknesses.
Observations
2.5
The NATO IS Statement on Internal Control (Appendix 1 to this Letter of
Observations and Recommendations) includes the following:
-

Scope of responsibility;
Purpose of system of internal control;
Internal control framework;
Review of effectiveness;
Area of improvement.
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2.6
Under the heading Purpose of system of internal control, the Statement on
Internal Control states that “a system of internal control was partially in place for the
financial year ended 31 December 2018, and up to the date of the issuance of the
Financial Statements”. Under the heading Area of improvement, the Statement on
Internal Control states that “the internal control system still relies greatly on the control
environment, in particular on knowledge acquired and values shared by staff. In this
context any existing point of failure could become an issue”. These two statements do
not provide a confirmation as required by article 12 of the FRPs or explicitly indicate when
this is not possible.
2.7
The NATO IS Statement on Internal Control includes a confirmation that “the
financial statements provide a true and fair value of the financial activities of NATO-IS for
2018”. It also includes a confirmation that “Funds and assets held on behalf of Nations,
in particular cash holdings, are preserved”. Finally, this document states that “’based on
the information from these sources, Internal Control over financial reporting is adequate”.
However, IBAN considers that the content of the Statement on Internal Control does not
comply with Article 12 of the FRPs because it does not fully cover the following items:
a) Confirmation that an effective system of internal control is maintained and
operated by the NATO entity;
b) Confirmation that the system of internal control provides reasonable assurance
of the achievement of the following objectives: effectiveness and efficiency
operations, reliability of financial information, and compliance with applicable
rules and regulations;
c) Confirmation with regard to safeguarding of assets;
d) An evaluation as to the adequacy of the system of Internal Control in place.
2.8
The Statement on Internal Control is a primary accountability document and a
mandatory disclosure for all NATO entities in order to comply with the NFRs and FRPs.
Recommendation
2.9
IBAN recommends that NATO IS improve the Statement of Internal Control by
ensuring that that it covers in a comprehensive manner all requirements of Article 12 of
the Financial Rules of Procedures and explicitly discloses when a confirmation is not
possible.
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3.

YEAR-END CONFIRMATIONS BETWEEN NATO ENTITIES

Reasoning
3.1
NATO bodies have significant transactions with other NATO entities. For
example, NCIA or NSPA provide various services to IS and IS provides services to the
IMS, delegations and other NATO bodies.
3.2
As a result of these transactions there are assets and liabilities outstanding
between the NATO bodies at year end. These assets and liabilities are recorded in the
respective NATO bodies’ financial statements.
Observation
3.3
The IS seeks confirmation of specific end of year outstanding balances with other
major NATO Bodies through meetings. However, IBAN found that the IS does not
comprehensively and formally document the confirmation of outstanding year end assets
and liability balances between the IS and other NATO bodies (NCIA, NSPA, IMS, etc.).
Therefore, there is no certainty that the other NATO body will confirm the amount of
outstanding balances.
Recommendation
3.4
IBAN recommends that the IS formalise effective procedures in order to
document the confirmation of outstanding asset and liability balances it has with other
NATO bodies as part of the preparation of the financial statements. In case of
discrepancies, the IS should organise a reconciliation meeting with other NATO Bodies,
in order to clarify any outstanding items.
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FOLLOW-UP OF PREVIOUS YEAR’S OBSERVATIONS
IBAN followed up on the status of observations from the previous years’ audit. The
observations, actions taken by the auditee as reviewed by IBAN, and their status are
summarised in the table below.
OBSERVATION/RECOMMENDATION

ACTION

STATUS

(1) IS FY 2017
IBA-AR(2018)0028, paragraph 1.4
NO RESTATEMENT OF COMPARATIVE 2016
FIGURES
Board’s Recommendation
The Board did not provide any recommendation
following this observation but this led the Board to
issue a qualified opinion on compliance.

Observation
Closed.
No restatements were done in
2018.

(2) IS FY 2017
IBA-AR(2018)0028, paragraph 2.3
LATE ISSUANCE OF FINANCIAL STATEMENTS
Board’s Recommendation
The late issuance of the financial statements
resulted in a qualification on compliance for the
2017 IS Financial Statements.

Observation
Open.
The signed 2018 IS Financial
Statements were not received by
IBAN until 17 April 2019.

(3) IS FY 2017
IBA-AR(2018)0028, paragraph 3.4
RESIDUAL UNRECONCILED CASH BALANCE
Board’s Recommendation
The Board recommends that the IS identifies the
cause of the discrepancy in the Cash and Cash
Equivalents disclosed and take the necessary
corrective actions prior to production of the 2018
Financial Statements. However, if the IS determine
and document that it not possible to identify the
transactions that led to the discrepancy, the Board
recommends that the IS write- off the residual
unreconciled cash balance in accordance with the
NFRs.

Observation
Closed.
Residual Cash balance
written off.

was

(4) IS FY 2017
IBA-AR(2018)0028, paragraph 4.6
PROCUREMENTS
CARRIED
UNAUTHORISED STAFF

OUT

BY

Board’s Recommendation
The Board recommends the IS ensure that
unauthorised purchases are avoided in future, for

Observation
Closed.
No incidences found in 2018.
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OBSERVATION/RECOMMENDATION

ACTION

STATUS

example by issuing a reminder to all staff that only
authorised staff members may carry out
procurement functions.
(5) IS FY 2017
IBA-AR(2018)0028, paragraph 5.9
IMPROVEMENTS REQUIRED in the AREA OF
RISK MANAGEMENT, INTERNAL CONTROL
AND INTERNAL AUDIT
Board’s Recommendation
The Board recommends that, as a matter of
priority, the IS ensure that it complies with all the
requirements of the new NFRs and FRPs. This
should include, but not be limited to:

Observation
Closed.

Observation superseded
current year Observation 1.

by

a) Preparing an entity-wide risk management
policy throughout the IS and developing
risk registers throughout all IS divisions.
b) Assessing and documenting the system of
internal control and risk management to
support compliance with the NFRs, FRPs
and the internal control framework that the
IS chooses.
c) Choose a specific internal control
framework that the IS will use to assess its
system of internal control.
The Internal Audit Service of the IS perform
activities that fully evaluate internal control and risk
management throughout the IS, and that this work
be clearly documented so as to be able to conclude
as to the IS’s compliance against the new NFRs
and FRPs.
(6) IS FY 2016
IBA-AR(2018)40, paragraph 2.2
ERRORS IN THE CASH FLOW STATEMENT
Board’s Recommendation
The Board recommends that the IS ensure that the
Cash Flow Statements is arithmetically correct,
complies with IPSAS 2, and can be reconciled to
movements on the Statements of Financial
Position and Performance.

Observation
Open.
The cash flow statement was
arithmetically correct and was
fully reconciled to the statements
of Financial Position and
Performance. However, some of
the disclosures relating to
movements on the Statement of
Financial
Position
were
described incorrectly.
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OBSERVATION/RECOMMENDATION

ACTION

STATUS

(7) IS FY 2016
IBA-AR(2017)40, paragraph 3.7
INCOMPLETE
RECONCILIATION
COMMITMENTS CARRIED FORWARD

OF

Board’s Recommendation
The Board recommends that the IS provide an
explanation for the difference between the carry
forwards of commitments from 2015 into 2016. In
addition, the Board recommends that the IS ensure
its
2017
Financial
Statements
disclose
commitments carried forward correctly.

(8) IS FY 2015
IBA-AR(2017)04, paragraph 4.3

Observation
Closed.
The difference between the carry
forwards of commitments from
2015 into 2016 was not
explained, but this has no impact
on
the
2018
Financial
Statements.
No
significant
differences were found related to
amounts carried forward and
their disclosure in the 2018
Financial Statements and 2017
comparative figures.

CARRY FORWARD OF COMMITMENTS BASED
ON PURCHASE REQUISITIONS INCREASES
THE RISK OF NON-COMPLIANCE AND OF
MISSTATEMENT
Board’s Recommendation
The OFC examine, with the programmes, the
implementation of future work flows that ensure
that the norm is to use POs to create liabilities and
form the basis of carry forwards so that the use of
PRs is strictly limited to cases where there is an
operational necessity. In cases where PRs are
carried forward, controls, including monitoring,
should be put in place and clearly documented.

Observation
Closed.

The OFC has coordinated with
the programmes in order to limit
the use of Purchase Requisitions
to cases where there is a
documented
operational
necessity. Further to that, no
significant
cases
of
undocumented
Purchase
Requisitions were found as a
basis for creating a liability.

(9) IS FY 2015
IBA-AR(2017)04, paragraph 4.4
MATCHING INVOICES TO PURCHASE ORDERS
AND THE DELIVERY OF GOODS AND
SERVICES
Board’s Recommendation
Similar to the recommendation on PR approval, the
Board Recommended that implementation of
future work flows ensure that the norm is to use
POs to create liabilities and to restrict the use of
PRs to those cases where it is absolutely
necessary. In addition, OFC should use three-way
matching wherever possible and practical, and the
situations where two-way matching is permissible

Observation
Closed.

The OFC uses three-way
matching as a principle. When
two-way matching occurs, this is
identified
by
the
OFC,
communicated to the department
concerned
and
monitored
accordingly.
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OBSERVATION/RECOMMENDATION
should be identified and
subsequently monitored.

documented,

ACTION

STATUS

and

(10) IS FY 2015
IBA-AR(2017)04, paragraph 5.2
LACK OF PERIODIC
ACCESS RIGHTS

REVIEW

OF

USER

Board’s Recommendation
The IS develop documented procedures that set up
formal channels of communication to ensure the
CC is aware of staff members who have
transferred between departments. In addition, a
periodic review of users and their responsibilities
should be set up to ensure the appropriate roles
and responsibilities are assigned to the correct
staff. Further, users should have access end dates
assigned according to the duration of their contract.

Observation
Closed.
Every month, a report of staff
movements is prepared by
Human
Resources
and
communicated to all concerned
departments. In the case where
a staff member leaves or
transfers to a different division, IS
is therefore aware of these
changes, and updated user
access rights are then recorded
in the ERP. User access rights
are not assigned according to the
duration of a staff contract.
However, when a staff leaves or
transfers to another division,
access rights are systematically
updated.

(11) IS FY 2015
IBA-AR(2017)04, paragraph 5.3
THE USE OF THE ‘SWITCH USER’ FUNCTION
NEEDS TO BE MONITORED
Board’s Recommendation
The IS put controls in place to ensure that the use
of the ‘switch user’ function is strictly controlled and
monitored to ensure that it is only ever used in the
appropriate circumstances. This could take the
form of a periodic report that shows clearly who has
used it, when it was used and for what purpose.
The limitations on the use of the ‘switch user’
function, and the related controls, should be clearly
documented.

Observation
Closed.
The IS monitors the use of the
‘switch user’ function as part of
its review of internal controls over
users in the ERP. A report can be
produced from the ERP that
shows who has used the ‘switch
user’ function. This report can be
reconciled against the limitations
reflected in the assigned profiles
in the system.
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OBSERVATION/RECOMMENDATION

ACTION

STATUS

(12) IS FY 2013
IBA-AR(2014)19, paragraph 6
CONFIRMATION OF YEAR-END ASSETS AND
LIABILITIES OUTSTANDING BETWEEN NATO
ENTITIES
Board’s Recommendation
The Board recommended that the IS, as from
2014, to confirm outstanding asset and liability
balances it has with other NATO bodies as part of
the preparation of the financial statements.

Observation
Closed.

The IS did not confirm
outstanding year-end asset and
liability balances with all other
NATO entities as part of its
preparation of its 2018 financial
statements. However, balances
were confirmed with NCIA with
whom the IS does a significant
amount of business.
Observation superseded by
current year Observation 6.

(13) IS FY 2010
IBA-AR(2012)08, Paragraph 5.2
ACCOUNTING FOR FUNDS RELATING TO THE
FORMER NATO HAWK PRODUCTION AND
LOGISTICS ORGANIZATION
Board’s Recommendation
The Board recommends that the IS determine the
best method to account and disclose the assets
and liabilities and movement of funds during the
year of the former NHMO.

Observation
Open.

The amounts to be settled with
the Nations were established
and are disclosed within the IS
accounting system. However,
formal final financial statements
have yet to be produced so that
the amounts owed to Nations can
finally be settled.

The Open status is used for recommendations that are open and for which no notable
progress has been achieved to date. The In-progress status is used for open
recommendations when the NATO Body has started to implement the recommendation
or when some (but not all) sub-recommendations are closed. The Closed status is used
for recommendations that are closed because they have been implemented, are
superseded, or have lapsed.
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INTERNATIONAL STAFF (IS) FORMAL COMMENTS ON THE
LETTER OF OBSERVATIONS AND RECOMMENDATIONS AND THE
INTERNATIONAL BOARD OF AUDITORS (IBAN) POSITIONS
OBSERVATION 1:
IMPROVEMENTS REQUIRED IN THE AREA OF RISK MANAGEMENT, INTERNAL
CONTROL AND INTERNAL AUDIT
International Staff’s Formal Comments
The recommendation is agreed. The need for risk management at the IS
enterprise level has been fully recognized by, and addressed in, the Functional
Review (see PO(2018)0491 for instance). NATO-IS is in the process of
establishing a High Level Risk Register at the enterprise level for review by senior
management. Also an Office of Internal Audit and Risk Management was
established as from January 2019 and an Internal Control Officer post created in
the IS OFC.
OBSERVATION 2:
IMPROVEMENTS NEEDED IN THE STATEMENT OF INTERNAL CONTROL
International Staff’s Formal Comments
The NATO IS Statement of Internal Control attached to the financial statements
is focused on the financial reporting process and safeguard of assets. In this
respect the IS shares similar concerns as IBAN reported in IBA-M(2019)0001REV1 paragraph 3.16. The recommendation is agreed.
OBSERVATION 3:
YEAR-END CONFIRMATIONS BETWEEN NATO ENTITIES
International Staff’s Formal Comments
The IS does seek confirmation of end of year outstanding balances concerning
actuals with its major NATO interlocutors (NSPA, ACO and NCIA). Meetings are
held and any differences assessed. IS agrees that this process is not totally
documented and that it could be expanded to encumbrances, but there is a
process in place. Presumably this recommendation would apply conversely to
the other NATO bodies with whom the reconciliation of IS accounts is not done.
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29 November 2019
To:

Secretary General
(Attn: Director of the Private Office)

Cc:

Assistant Secretary General, Executive Management Division
Financial Controller, International Staff
Chairman, Resource Policy & Planning Board (RPPB)
Branch Head, Secretariat and Finance Branch, NATO Office of Resources (NOR)
Private Office Registry

Subject:

International Board of Auditors for NATO (IBAN) Auditor’s Report and
Letter of Observations and Recommendations on the audit of the
Financial Statements of the NATO Coordinated Pension Scheme for
the year ended 31 December 2018 – IBA-AR(2019)0028

IBAN submits herewith its approved Auditor’s Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to
the Council (Annex 1).
The IBAN report sets out an unqualified opinion on the financial statements of the
NATO Coordinated Pension Scheme and an unqualified opinion on compliance for
financial year 2018.
Yours sincerely,

Daniela Morgante
Chairman

Attachments: As stated above.
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Summary Note for Council
by the International Board of Auditors for NATO (IBAN)
on the audit of the Financial Statements of the
NATO Coordinated Pension Scheme
for the year ended 31 December 2018
The NATO Coordinated Pension Scheme is an unfunded, defined benefit plan and
applies to all NATO Staff recruited between 1 July 1974 and 30 June 2005. Members of
staff recruited prior to July 1974 are members of the Provident Fund. Staff members
recruited after 1 July 2005 are members of the Defined Contribution Pension Scheme.
The NATO Member states jointly guarantee the payment of benefits. The total decrease
in net assets under the Pension Scheme for 2018 amounted to EUR 164.5 million
(EUR 158.5 million in 2017). The actuarial present value of the pension liability of the
scheme at 31 December 2018 was EUR 8.1 billion (EUR 6.9 billion at 31 December
2017).
IBAN issued an unqualified opinion on the financial statements of the NATO Coordinated
Pension Scheme and an unqualified opinion on compliance for the year ended
31 December 2018.
During the audit, IBAN made two observations which do not impact the audit opinion:
1. Need for NATO as a whole to disclose Post-Employment Liabilities to comply
with the NATO Accounting Framework (IPSAS 39 Employee Benefits).
2. Need to develop more effective internal controls over financial reporting.
IBAN also followed up on the status of observations from previous years’ audit and found
that four observations were closed and one observation is in progress.
The Auditor’s report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the International Staff whose comments have been included,
with the IBAN’s position on those comments where necessary, see the Appendix to
Annex 3.
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29 November 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF
THE NATO COORDINATED PENSION SCHEME
FOR THE YEAR ENDED 31 DECEMBER 2018
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INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL
Report on the Audit of the Financial Statements
Opinion on the Financial Statements
The International Board of Auditors for NATO (IBAN) has audited the Financial Statements
of the NATO Coordinated Pension Scheme for the 12 month period ended 31 December
2018, issued and submitted to IBAN on 31 march 2019. These Financial Statements
comprise the Statement of Net Assets Available for Benefits as at 31 December 2018, the
Statement of Changes in Net Assets Available for Benefits and the Explanatory Notes,
including a summary of significant accounting policies.
In our opinion, the Financial Statements give a true and fair view of the statement of Net
Assets Available for Benefits of the NATO Coordinated Pension Scheme as at 31
December 2018, and of its statement of Changes in Net Assets Available for Benefits
ended 31 December 2018, in accordance with accounting requirements and reporting
standards consistent with the NATO Accounting Framework and International Accounting
Standard (IAS) 26, Accounting and Reporting by Retirement Benefit Plans.
Basis for Opinion on the Financial Statements
In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.
We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAIs 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.
We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor’s Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
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Management’s Responsibility for the Financial Statements
Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of NATO Coordinated Pension Scheme are drawn up in accordance
with accounting requirements and reporting standards consistent with the NATO
Accounting Framework as approved by the Council and International Accounting Standard
(IAS) 26, Accounting and Reporting by Retirement Benefit Plans. The Financial Controller
is responsible for submitting the Financial Statements for audit to IBAN not later than 31st
March following the end of the financial year.
The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.
This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.
Auditor’s Responsibilities for the Audit of the Financial Statements
The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIs will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.
As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:
 Identify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
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responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.
 Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.
 Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.
 Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report.
 Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.
We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.
Our Independent External Auditor’s Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.
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Report on Compliance
Opinion on Compliance
Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.
Basis for Opinion on Compliance
We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
Management’s Responsibility for Compliance
All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.
The Secretary General is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.
Auditor’s Responsibilities for Compliance
In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.
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This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.
Brussels, 29 November 2019

Daniela Morgante
Chairman
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29 November 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE NATO COORDINATED PENSION SCHEME
FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction
The International Board of Auditors for NATO (IBAN) audited the NATO Coordinated
Pension Scheme Financial Statements for the year ended 31 December 2018, and
issued an unqualified opinion on the financial statements and an unqualified opinion on
compliance.
Observations and Recommendations
During the audit, IBAN made two observations that do not impact the audit opinion.
1. Need for NATO as a whole to disclose Post-Employment Liabilities to comply with
the NATO Accounting Framework (IPSAS 39 Employee Benefits).
2. Need to develop more effective internal controls over financial reporting.
IBAN followed up on the status of the observations from previous years’ audits and found
that four recommendations are closed and one recommendation is in progress.
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OBSERVATIONS, CONCLUSIONS AND RECOMMENDATIONS
1.

NEED FOR NATO AS A WHOLE TO DISCLOSE POST-EMPLOYMENT
LIABILITIES TO COMPLY WITH THE NATO ACCOUNTING FRAMEWORK
(IPSAS 39 EMPLOYEE BENEFITS)

Reasoning
1.1
The NATO Coordinated Pension Scheme is a defined benefit retirement plan that
applies to staff recruited between 1 July 1974 and 30 June 2005. The Scheme, which is
often referred to as the NATO Defined Benefits Pension Scheme (DBPS), is coordinated
with five other international organisations that apply a common set of rules. The benefits
of the NATO Coordinated Pension Scheme are paid from annual budgets approved by
the North Atlantic Council. Funding sources consist of compulsory contributions from
active staff, employer contributions of certain NATO bodies, and as a balancing resource,
budgetary contributions by NATO member nations.
1.2
Administration services and secretariat support for the NATO Coordinated
Pension Scheme are provided by the Pensions Unit of NATO International Staff (IS)
Executive Management Division. The Pensions Unit assesses the entitlement to benefits
payable under the NATO Coordinated Pension Scheme for the whole NATO community.
Financial services, including preparing the financial statements are provided by the NATO
IS Office of Financial Control (OFC).
1.3
As the NATO Accounting Framework (NAF) does not include a specific standard
for accounting and reporting for pension and medical funds, the IS OFC applied the
International Accounting Standard (IAS) 26 “Accounting and Reporting by Retirement
Benefit Plans” for the accounting and presentation of the financial statements of the
NATO Coordinated Pension Scheme. The Financial Statements of the Scheme are
therefore prepared in accordance with the NATO Accounting Framework and with IAS 26.
As the Scheme does not have any employees itself, International Public Sector
Accounting Standards (IPSAS) 39 Employee Benefits does not apply to the financial
statements.
1.4
According to IPSAS 39 Employee Benefits, “an entity shall recognize a liability
when an employee has provided service in exchange for employee benefits to be paid in
the future”. Employee benefits are defined as future benefits granted by the employer to
actual or former employees in exchange of their past service rendered. Post-employment
benefits include benefits such as pensions and lump sum payments on retirement, postemployment life insurance and post-employment medical care.
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1.5
The post-employment benefit liability disclosed in the notes to the financial
statements is based on an actuarial valuation produced on an annual basis by the
International Service for Remuneration and Pensions (ISRP). The ISRP is a common
service platform for six Coordinated Organisations including NATO, providing services
for their pension schemes and remuneration policies. The actuarial valuation is based on
comprehensive data provided by NATO of the affiliated population at the end of each
year.
Observation
1.6
The NAF requires NATO Bodies with employees contributing to the NATO
Coordinated Pension Scheme to comply with IPSAS 39 Employee Benefits and
recognise a post-employment benefit liability in their financial statements. Therefore, all
NATO Bodies with employees contributing to the NATO Coordinated Pension Scheme
need in principle to recognise their share of the EUR 8.1 billion post-employment pension
liability. Not doing so, would normally require an adaptation to the NAF.
1.7
Note 3 to the NATO Coordinated Pension Scheme Financial Statements
discloses the EUR 8.1 billion total post-employment benefit liability for all NATO Bodies
and other relevant information extracted from the annual actuarial report submitted by
ISRP. The IS OFC did not recognise a liability for the post-employment benefits related
to the NATO Coordinated Pension Scheme in its own Financial Statements, which is
correct given that the Scheme itself does not have any employees.
1.8
Although this does not impact the Financial Statements of the NATO Coordinated
Pension Scheme, IBAN found that the pension liability and associated disclosures related
to the NATO Coordinated Pension Scheme are not included in any of the financial
statements of NATO Bodies or Scheme.
Recommendation
1.9
IBAN recommends that the IS OFC, being the Financial Controller of the NATO
Coordinated Pension Scheme, define the recognition criteria for the post-employment
liability, ensuring that this liability is recognised in accordance with the NATO Accounting
Framework (IPSAS 39 Employee Benefits).
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2.

NEED TO DEVELOP MORE EFFECTIVE INTERNAL CONTROLS OVER
FINANCIAL REPORTING

Reasoning
2.1
Financial statements need to be free from misstatements, mathematical errors,
non-reconciling items, or any other errors or omissions caused by ineffective controls
over the preparation process. The NATO Financial Regulations require NATO Bodies to
develop effective internal controls, including reviews and reconciliations, to ensure the
consistency and accuracy of information presented in the financial statements.
Observation
2.2
The disclosure notes to the Coordinated Pension Scheme Financial Statements
included the following errors that could have been avoided if more effective controls and
verification procedures were performed on the Financial Statements prior to submitting
them for audit:
-

The information related to bank costs amounting to EUR 279 thousand disclosed
in Note 17 “Other Decreases in Net Assets” actually relates to Interest Earned
and Bank Charges, and should therefore have been disclosed in Note 14;

-

Note 4 “Cash and Cash Equivalents” states that “the increase in the level of cash
holdings can be explained by contributions being paid faster by Nations”. In fact,
cash and cash equivalents significantly decreased in 2018 from EUR 48.34 million
to EUR 27.22 million. As a result, the explanation provided in Note 4 is inconsistent
with the balances shown in the Statement of Net Assets Available for Benefits in
the Financial Statement;

-

The refundable surplus from Nations’ contributions amounting to
EUR 145 thousand in 2018 is incorrectly disclosed in Other Liabilities, when it was
in fact at year end an asset that should therefore have been recorded as a
receivable. This balance needs to be recorded as a receivable because the total
actual costs are higher than the requested total contributions from Nations;

2.3
In addition, although the number of 3,943 affiliates disclosed in the 2018 financial
statements is correct, this number could not be reconciled with the number of 3,931
affiliates disclosed in the ISRP 2018 actuarial valuation report. The number of 3,943
pensioners was confirmed by the Pensions Unit of NATO IS Executive Management as
being correct and ISRP was informed of this error. All relevant information disclosed in
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the financial statements needs to be reconciled with the actuarial valuation report to
ensure that errors and other discrepancies are avoided.
Recommendation
2.4
IBAN recommends that in order to prevent and detect errors, IS OFC develop
more effective internal controls over the financial statements preparation process, such
as by documenting verification procedures of information and amounts presented in the
financial statements prior to their submission for audit.
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FOLLOW-UP OF PREVIOUS YEAR’S OBSERVATIONS
IBAN followed up on the status of observations from the previous years’ audit. The
observations, actions taken by the auditee as reviewed by IBAN, and their status are
summarised in the table below.
OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

(1) Pension FY 2017
IBA-AR(2018)29, paragraph 1
LATE ISSUANCE OF THE FINANCIAL
STATEMENTS
Board’s Recommendation
The financial statements of the NATO
Coordinated Pension Scheme were
received by the Board on 28 June 2018,
thus not respecting the requirements of
the NFRs. The late issuance of the
financial statements results in a
qualification on compliance for the 2017
Coordinated Pension Scheme Financial
Statements.
(2) Pension FY 2016
IBA-AR(2017)31, Paragraph 2
INSUFFICIENT CONTROLS
FINANCIAL REPORTING

Observation
Closed.
IBAN has noted the progress and
improvements made to issue on time the
financial statements for the year ended
31 December 2018.

OVER

Board’s recommendation
The preparer of the financial statements
should keep detailed supporting working
papers in order to be able to support any
balance presented or information
disclosed in the financial statements.
Moreover, the IS must be able to provide
details for each ERP asset / liability
account in order to allow proper follow-up
of the balances.
The Board recommends recording
income and expense transactions,
different by nature, in separate accounts,
such as:
- unrealized gain/loss;
- gain/loss from foreign currency
purchases;

Observation
Closed.
Sufficient information was available to
support the information disclosed in the
financial statements for the year 2018.
Different income transactions were still
recorded together in a limited number of
accounts. However IBAN was provided
with
sufficient
supporting
details
concerning these transactions.
Improvement of the transparency and
availability of accounting data noted. Also
more extensive use of ERP workflows
noted.
Overall improvement of the quality of
financial statements noted. Some
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OBSERVATION / RECOMMENDATION
-

contributions;
inward/outward transfers;
other types of income/expense.

The Board recommends improving the
transparency and availability of the
accounting data. Where technically
possible and practicable, the Board
recommends linking transactions in ERP
to the specific counterparty in order to be
able to trace changes in respective
balances receivable and/or payable to
these counterparties. Using standard
ERP workflows instead of manual
adjustments is encouraged. In situations
when aggregated data is entered in the
accounting
program,
underlying
supporting details (summaries, listings,
calculations, etc.) should be available
within the ERP and should be subject to
proper verification and approval within
the system.

ACTION TAKEN

STATUS

insignificant discrepancies noted in the
Financial Statements.
No issue identified regarding the
overstatement of the balance of
receivables from International Staff at
year-end. A Formal inter-entity balance
confirmations process between all
entities, which have financial statements
prepared by the IS Office of Financial
Control has been established for the year
2018.

The Board recommends strengthening
the multi-level financial statements
review process in order to improve the
overall quality of the produced financial
statements and their compliance with
applicable reporting frameworks.
The Board recommends performing, at
least annually, formal inter-entity balance
confirmations between all entities who
have financial statements prepared by
the IS Office of Financial Control.
(3) Pension FY 2016
IBA-AR(2017)31, Paragraph 5
DISCLOSURE OF RESULTS OF THE
ACTUARIAL VALUATION USING 2016
DATA
Board’s recommendation
The Board recommends aligning the
reporting timelines for the financial
statements and the ISRP actuarial
valuation of NATO Coordinated Pension

Observation
Closed.

IBAN has noted the progress and
improvements to make the actuarial
valuation for the year ended 31
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OBSERVATION / RECOMMENDATION

ACTION TAKEN

Scheme pension obligation in order to
ensure that the financial statements
include the data on actuarial valuation for
the respective year.
(4) Pension FY 2015
IBA-AR(2017)23, paragraph 5

December 2018 available for the
issuance of the financial statements.

SIGNIFICANT DELAYS IN PROVIDING
INFORMATION REQUIRED FOR THE
AUDIT
Board’s recommendation
The Board recommends that the IS
Office of Financial Control provide
required information to the Board in a
timely manner. In order to meet the
Board’s deadlines, less flexibility will be
provided in future audits.
5) Pension FY 2015
IBA-AR(2017)23, paragraph 8
UNCLEAR FOREIGN
CONVERSION POLICY

Observation
Closed.

IBAN has noted improvements in the
timelines of the submission of the
information during the financial audit.
There was no issue regarding information
provided for the audit of the Coordinated
pension scheme for the year 2018.

CURRENCY

Board’s recommendation
The Board recommends developing and
implementing a comprehensive policy on
the accounting and reporting of
transactions and balances, stated in
foreign currencies.
The Board recommends that monetary
assets and liabilities at year-end be
revalued into EUR at the year-end
foreign exchange rates.

STATUS

Observation
In progress.
The formal policy on the accounting and
reporting of transactions and balances
stated in foreign currencies has not been
implemented.
No material issues or findings in the year
end revaluations of balances stated in
foreign currency have been found by
IBAN during the audit of the financial
statements for the year 2018.

The Open status is used for recommendations that are open and for which no notable
progress has been achieved to date. The In-progress status is used for open
recommendations when the NATO Body has started to implement the recommendation
or when some (but not all) sub-recommendations are closed. The Closed status is used
for recommendations that are closed because they have been implemented, are
superseded, or have lapsed.
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INTERNATIONAL STAFF (IS) FORMAL COMMENTS ON THE
LETTER OF OBSERVATIONS AND RECOMMENDATIONS AND THE
INTERNATIONAL BOARD OF AUDITORS (IBAN) POSITIONS
OBSERVATION 1:
NEED FOR NATO AS A WHOLE TO DISCLOSE POST-EMPLOYMENT LIABILITIES
TO COMPLY WITH IPSAS 39 EMPLOYEE BENEFITS
International Staff’s Formal Comments
A.
The point raised by IBAN does not concern the accounting treatment of the
NATO Coordinated Pension Scheme but that of all NATO bodies who submit
separate financial statements.
The NATO Coordinated Pension Scheme is a post-employment benefit plan.
There are no IPSAS standards for accounting and reporting by post-employment
benefits plans. The NATO Accounting Framework does not have any specific
provisions for post-employment benefit plans. As a consequence, the IS Office
of Financial Control has applied International Accounting Standard 26
“Accounting and Reporting by Retirement Benefit Plans" for the related financial
statements. We note that this observation and recommendation has no impact
on the opinion on the accounts, neither on compliance, of the NATO Coordinated
Pension Scheme.
B.
Before 2006, in trying to get ready for IPSAS compliance, when analysing
the implications of the then IPSAS 25 (now IPSAS 39), it was considered that no
NATO body would disclose any proportion of the RMCF or of NATO Coordinated
Pension Scheme liability. The practical reasons were:
-

-

It would be difficult and costly to identify an objective set of criteria to
break down the liability among the NATO bodies (e.g. some staff move
from one NATO body to another; some NATO bodies are closed and no
longer exist without transfer of liability to another NATO body);
Any breakdown would require fixing a number of arbitrary parameters
that could be challengeable or considered irrelevant;
Breaking down the information into a number of little pieces (by NATO
body) would blur the overall information;
Having each NATO body disclose a proportion of the liability would give
the impression that each NATO body is individually liable, which is not
the case.
NATO UNCLASSIFIED
3-10

NATO UNCLASSIFIED
APPENDIX
ANNEX 3
IBA-AR(2019)0028
More generally, the IS OFC believes that whilst each NATO body is responsible
for paying the pension contributions related to its own staff, as provided by the
NATO Civilian Personnel Regulations, its financial responsibility as an individual
NATO body stops there. None of the NATO bodies to which IBAN refers and who
issue their own financial statements has an obligation to pay future related
benefits such as pension benefits, be it for its former staff or any proportion of
former NATO staff. In this respect, the IS OFC believes that each individual
NATO body cannot be considered individually liable. We are not aware of any
NATO regulations (NFR, CPR or other) that would have such provisions. We,
therefore, believe that the idea (see paragraph 1.6 of the observation) that the
individual NATO bodies would carry a share of the overall pension liability, and
that therefore it should be disclosed, is not properly justified.
In consideration of the above, in order to avoid any confusion, we consider that
a clarification at the level of the NATO Accounting Framework is preferable and
should be sought.
IBAN’s Position
IBAN acknowledges that the liability amounting to EUR 8.1 billion related to the
NATO Coordinated Pension Scheme is in practice borne centrally by NATO as a
whole. This is because Nations have agreed that pension contributions are called
up and paid centrally on behalf of all NATO Bodies. However, applying the
reasoning described by the OFC has led to the current situation, whereby this
significant liability is not recognised in any of the financial statements of NATO,
which in overall terms cannot be compliant with IPSAS 39 and therefore with the
NATO Accounting Framework. IBAN therefore has amended the observation and
recommendation to reflect this point.
OBSERVATION 2:
NEED TO DEVELOP MORE EFFECTIVE INTERNAL CONTROLS OVER FINANCIAL
REPORTING
International Staff’s Formal Comments
The recommendation is agreed.
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28 August 2019

To:

Secretary General
(Attn: Director of the Private Office)

Cc:

Chairman, NATO FORACS Steering Committee
Project Manager and Technical Director, NATO FORACS Office
Financial Controller, International Staff
Chairman, Resource Policy & Planning Board
Branch Head, Secretariat and Finance Branch, NATO Office of Resources
Private Office Registry

Subject:

International Board of Auditors for NATO (IBAN) Auditor’s Report and
Letter of Observations and Recommendations on the audit of the NATO
FORACS Office (NFO) Financial Statements for the year ended
31 December 2018 – IBA-AR(2019)0022

IBAN submits herewith its approved Auditor’s Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex 1).
IBAN’s report sets out an unqualified opinion on the Financial Statements of the
NATO FORACS Office (NFO) and on compliance for financial year 2018.
Yours sincerely,

Dr. Hans Leijtens
Chairman

Attachments: As stated above.
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ANNEX 1
Summary Note for Council
by the International Board of Auditors for NATO (Board)
on the audit of the Financial Statements of the NATO FORACS Office
for the year ended 31 December 2018
The NATO Naval Forces Sensors and Weapon Accuracy Check Sites (NATO FORACS)
provide a comprehensive calibration of sensors associated with the weapon systems of
NATO naval units such as surface ships, submarines and anti-submarines helicopters.
These tests are conducted at three FORACS ranges under the jurisdiction of Norway
(NFN), Greece (NFG), and the United States (NFA).
The overall management of the programme is the responsibility of the FORACS Steering
Committee. The NATO FORACS Office is located at the NATO Headquarters in Brussels
and serves as the executive staff of the Steering Committee. The NATO FORACS Office
budget for 2018 (including brought forward credits) amounted to EUR 2.05 million while
budget expenses amounted to EUR 1.34 million.
IBAN issued an unqualified opinion on the financial statements and on compliance for the
year ended 31 December 2018.
The IBAN’s audit resulted in three observations and recommendations. These
observations do not impact the audit opinion:
1. Weaknesses in the internal controls over financial reporting.
2. Recognition of revenue from services provided by the Ranges to non-member
Nations.
3. Recognition and disclosure of the cash to be received from Ranges related to
budgetary surpluses.
IBAN also followed up on the status of two outstanding observations from its previous
years’ audits and noted that one is in-progress and one is closed as superseded by
current year observation 1.
The Auditor’s Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the NATO FORACS whose comments have been included (see
the Appendix to Annex 3).
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF
NATO NAVAL FORCES SENSOR AND WEAPON ACCURACY SITES
(NATO FORACS OFFICE (NFO))
FOR THE YEAR ENDED 31 DECEMBER 2018
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INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL
Report on the Audit of the Financial Statements
Opinion on the Financial Statements
The International Board of Auditors for NATO (IBAN) has audited the Financial
Statements of NATO FORACS OFFICE (NFO), for the 12 month period ended
31 December 2018, issued under document reference FC(2019)0038, and submitted to
IBAN on 31 March 2019. These Financial Statements comprise the Statement of
Financial Position as at 31 December 2018, the Statement of Financial Performance, the
Statement of Changes in Net Assets/Equity and the Statement of Cash Flow, for the
12 month period ended 31 December 2018, including a summary of significant
accounting policies and other explanatory notes. In addition, the Financial Statements
include a budget execution report for the 12 month period ended 31 December 2018.
In our opinion, the Financial Statements give a true and fair view of the financial position
of NATO FORACS OFFICE (NFO) as at 31 December 2018, and of its financial
performance, its cash flows and budget execution for the 12 month period ended
31 December 2018, in accordance with accounting requirements and reporting standards
consistent with the NATO Accounting Framework.
Basis for Opinion on the Financial Statements
In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.
We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAIs 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.
We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor’s Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
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Management’s Responsibility for the Financial Statements
Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of NATO FORACS OFFICE (NFO) are drawn up in accordance with
accounting requirements and reporting standards consistent with the NATO Accounting
Framework as approved by the Council. The Financial Controller is responsible for
submitting the Financial Statements for audit to IBAN not later than 31st March following
the end of the financial year.
The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.
This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.

Auditor’s Responsibilities for the Audit of the Financial Statements
The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIs will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.
As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:
 Identify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.
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 Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.
 Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.
 Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report. However, future events
or conditions may cause the entity to cease to continue as a going concern.
 Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.
We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.
Our Independent External Auditor’s Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.
Report on Compliance
Opinion on Compliance
Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.
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Basis for Opinion on Compliance
We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
Management’s Responsibility for Compliance
All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.
The Project Manager is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.
Auditor’s Responsibilities for Compliance
In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.
This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.
Brussels, 28 August 2019

Dr. Hans Leijtens
Chairman
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE NATO FORACS OFFICE (NFO)
FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction
The International Board of Auditors for NATO (IBAN) audited the NATO FORACS Office
(NFO) Financial Statements for the year ended 31 December 2018 and issued an
unqualified opinion on the financial statements and an unqualified opinion on compliance.
Observations and Recommendations
The IBAN’s audit resulted in three observations and recommendations. These
observations do not impact the audit opinion:
1. Weaknesses in the internal controls over financial reporting.
2. Recognition of revenue from service provided by the Ranges to non-member
Nations.
3. Recognition and disclosure of the cash to be received from Ranges related to
budgetary surpluses.
IBAN also followed up on the status of two outstanding observations from its previous
years’ audits and noted that one is in-progress and one is closed as superseded by
current year observation 1.
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OBSERVATIONS AND RECOMMENDATIONS
1.

WEAKNESSES
REPORTING

IN

THE

INTERNAL

CONTROLS

OVER

FINANCIAL

Reasoning
1.1
Article 6 of the NATO Financial Regulations (NFRs) requires the Financial
Controller to exercise the responsibility of budgeting, accounting and reporting activities
of the NATO entity. This includes being responsible for the financial internal control
system established, and for the preparation of the financial statements in accordance with
the NATO Accounting Framework.
1.2
Cash and cash equivalent are defined as short-term assets. They include cash in
hand, deposits held with bank, and other short term highly liquid investment. According
to IPSAS 2 “Cash flow statement”, cash equivalents are held for the purpose of meeting
short term cash commitments rather than for investment or other purposes.
1.3
For an investment to qualify as a cash equivalent, it must be readily convertible
to a known amount of cash and be subject to an insignificant risk of changes in value.
Therefore, an investment normally qualifies as a cash equivalent only when it has a short
maturity of, say, three months or less from the date of acquisition. Equity investments are
excluded from cash equivalents unless they are, in substance, cash equivalents.
Observations
1.4

IBAN found misstatements or errors in the financial statements.

1.5
Firstly, the NFO holds funds, in cash, contributed to the NATO FORACS Greece
(NFG), NATO FORACS AUTEC (NFA) and NATO FORACS Norway (NFN) budgets.
These bank accounts are controlled by the IS Office of the Financial Controller. However,
the closing bank balances are reported in the NFO’s financial statements because they
are exclusively used for the daily management of FORACS financial operations. The
funds managed include NFA’s short term deposits amounting EUR 866,701
(EUR 801,011 in 2017) with a maturity of one month. We found that these amounts, which
should be considered as cash equivalent according to IPSAS 2, are not included in the
opening and closing cash balances of the cash flow statement.
1.6
This leads to an incorrect presentation of the cash flow statement, showing a
variation of EUR -65,689 as a cash outflow from financing activities.
1.7
Secondly, exchange and non-exchange revenue figures have been inverted in
the Statement of Financial Performance. Consequently, EUR 970,033 of revenues
related to the execution of the budget has been mistakenly disclosed as exchange
revenue.
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Recommendations
1.8

IBAN recommends NFO to:
a) Correct the Cash Flow Statement in order to present short term deposits with a
maturity of less than three months as a cash equivalent.
b) Implement and document verification procedures of the figures in the Financial
Statements in order to prevent or detect these mistakes before the issuance of
the Financial Statements.

2.

RECOGNITION OF REVENUE FROM SERVICES PROVIDED BY THE
RANGES TO NON-MEMBER NATIONS

Reasoning
2.1
IPSAS 9 “Revenue from exchange transactions” states that “when the outcome
of a transaction involving the rendering of services can be estimated reliably, revenue
associated with the transaction should be recognised by reference to the stage of
completion of the transaction at the reporting date.”
2.2
IPSAS 23 “Revenue from non-exchange transactions” also states that “in a nonexchange transaction, an entity either receives value from another entity without directly
giving approximately equal value in exchange, or gives value to another entity without
directly receiving approximately equal value in exchange.”
2.3
According to the FORACS accounting policy disclosed in the Financial
Statements, non-exchange revenue has to match with the expenditure reported in the
budget execution.
Observations
2.4
NFO has recognised EUR 85,239 of exchange revenue. However the service to
the Belgian Navy was rendered by the NFN Range. A Range is a fixed-site facility
responsible for conducting and controlling tests on board ships. Corresponding expenses
were therefore not incurred by NFO.
2.5
Given that this revenue will not be paid back to the NFN Range, it must be treated
as an implicit contribution by the NFN Range to NFO. Accordingly, the amount needs to
be recognised as a non-exchange revenue in the NFO Financial Statements.
Recommendation
2.6
IBAN recommends that the revenues collected by NFO resulting from the
services provided by the Ranges to non-member Nations be documented and recognised
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as non-exchange revenue.
3.

RECOGNITION AND DISCLOSURE OF CASH TO BE RECEIVED FROM
RANGES RELATED TO BUDGETARY SURPLUSES

3.1
According to IPSAS 1 “Presentation of financial statements”, […] “for each asset
and liability line item that combines amounts expected to be recovered or settled no more
than twelve months after the reporting date […] , an entity shall disclose the amount
expected to be recovered or settled after more than twelve months.”
3.2
IPSAS 19 “Provisions, contingent liabilities and contingent asset” also states that
“in the extremely rare case where no reliable estimate can be made, a liability exists that
cannot be recognised. That liability is disclosed as a contingent liability. Likewise, a
contingent asset is disclosed, where an inflow of economic benefits or service potential
is probable.”
3.2
As per FRP XXIX, paragraph 10, related to refundable surpluses, contributions
paid in excess of the net expenditure reported in the annual financial statements
constitute part of the refundable surplus which shall be refunded to contributors pro rata
according to the cost sharing formula under which they were originally assessed.
3.3
Article 6.4 of the “NATO FORACS Guidelines for calls for funds and budgets
distribution” states that “NFA’s and NFN’s lapsed funds from the previous year are
returned to HQ/FC-controlled bank accounts by the end of February.” Due to national
rules, NFG’s lapsed funds are deducted by FC from the advance on NFG’s current year’s
budget payable in April.
Observations
3.4
2018 budgetary surpluses (main + supplementary) for NFA and NFN amounted
to NOK 3,072,320 (EUR 310,429) and USD 128,051 (EUR 110,981) respectively. These
surpluses are disclosed in the “NATO FORACS Corporate Plan 2019 – 2020” issued in
April 2019.
3.5
NFN’s cash was returned to NFO in March 2019. However NFA’s cash was not
returned to NFO, and the corresponding lapsed funds from 2018 were finally deducted
from the second disbursement of 2019 funds.
3.6
The return of budgetary surplus is an obligation of the Ranges towards NFO from
which they may not derogate, pursuant to Article 6.4 of the FORACS procedure
mentioned below. However no corresponding cash receivable from the Ranges with
refundable surplus to Nation member as a liability counterpart, is issued in NFO’s
Financial Statements. Similarly, no information is provided in the Financial Statements
with respect to contingent assets and liabilities.
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Recommendations
3.7

IBAN recommends that NATO FORACS:
a) Recognise in the financial statements the Ranges budgetary surpluses for the
year, which will be returned in cash to NFO the following year, as a current asset
in counterpart of a liability representing the refundable surplus to Nation.
b) Disclose in the financial statements the Ranges budgetary surpluses as a
contingent assets and liabilities, if the Ranges budgetary surplus amounts are not
available, or the amount not sufficiently reliable at the reporting date.
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FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS
IBAN followed up on the status of observations from the previous years’ audit. The
observations, actions taken by the auditee as reviewed by IBAN, and their status are
summarised in the table below.
OBSERVATION / RECOMMENDATION
(1) NFO FY 2017
IBA-AR(2018)20, paragraph 1.5

ACTION TAKEN

WEAKNESSES IN INTERNAL CONTROL
OVER FINANCIAL REPORTING

STATUS

Observation
Closed.

Board’s Recommendation
The Board recommends that NFO:
a) The Board recommends NFO to implement
and document verification procedures of the
figures in the Financial Statements in order to
prevent or detect these mistakes before the
issuance of the Financial Statements.

This recommendations is Closed as
superseded
by
current
year
Observation 1.

(2) NFO FY 2015
IBA-AR(2017)22, paragraph 7.8
EFFORT TO ACHIEVE COMPLIANCE WITH
THE
REVISED
NATO
FINANCIAL
REGULATIONS, PARTICULARLY THOSE
ARTICLES ON INTERNAL CONTROL, RISK
MANAGEMENT AND INTERNAL AUDIT
Board’s Recommendation
a) Ensure its risk management policy and risk
registers include financial reporting and
compliance risks.

Observation
In-progress.

a) Financial Controller’s involvement
in risk management is still limited.
Observation In-progress.

b) As required by FRP XII 3) (e), choose a
specific internal control framework that it will
use to assess its system of internal control. The
assessment is required by Article 12 of the
NFRs. Since other NATO entities have already
adopted COSO as their internal control
framework, and it is a framework that can be
used by entities of all sizes, the NFO should
consider adopting COSO as their internal
control framework.

b) The Statement of Internal Control
for 2018 does not mention any
specific internal control framework
that will be used to assess the
system
of
internal
control.
Observation In-progress.

c) In coordination with the IS where applicable,
begin the work of assessing and documenting
the system of internal control and risk
management
procedures
to
support
compliance with NFR Articles 11 and 12, FRPs
XI and XII, and the internal control framework
that it chooses.

c) Documentation has not been
completed yet. Observation Inprogress.
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OBSERVATION / RECOMMENDATION
d) Through outsourcing if considered to be
more cost effective, ensure internal audit
activities are evaluating NFO risk management
and internal control.

ACTION TAKEN
d) The evaluation of the internal
controls and risk management by
the IS Internal Audit has not been
conducted yet. IBAN notes that the
IS Internal Audit was provided with
relevant information related to risk
management and internal controls
by the Project Manager. Also, we
note that the IS Internal Audit Plan is
prepared based on a risk based
methodology. It is for NFO to ensure
that internal audit activities are
conducted. NFO is awaiting IS
Internal Audit action. Observation
Open.

e) Ensure that the supplementary budget
credits are only used to enter into commitments
for goods and services to be rendered during
the financial year. Contract authority should be
used for goods and services to be received in
future years.

e) NFO changed the approval
process for the supplementary
budget, which is now only used for
goods and services to be rendered
during
the
financial
year.
Observation Closed.

STATUS

The Open status is used for recommendations that are open and for which no notable
progress has been achieved to date. The In-progress status is used for open
recommendations when the NATO Body has started to implement the recommendation
or when some (but not all) sub-recommendations are closed. The Closed status is used
for recommendations that are closed because they have been implemented, are
superseded, or have lapsed.
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NATO FORACS STEERING COMMITTEE FORMAL COMMENTS ON THE
LETTER OF OBSERVATIONS AND RECOMMENDATIONS
OBSERVATION 1:
WEAKNESSES IN THE INTERNAL CONTROLS OVER FINANCIAL REPORTING
NATO FORACS Steering Committee’s Formal Comments
Recommendation a)
Agreed.
Recommendation b)
Agreed. The existing verification procedures in place will be reinforced.
OBSERVATION 2:
RECOGNITION OF REVENUE FROM SERVICES PROVIDED BY THE RANGES TO
NON-MEMBER NATIONS
NATO FORACS Steering Committee’s Formal Comments
IBAN’s analysis is acknowledged and the recommendation is agreed. It should
be noted however that the recognition of services provided by the ranges as
exchange revenue is a documented accounting policy and practice disclosed in
the notes since 2017 (see note 16 for 2017 reporting year) and IBAN had made
no observation which lead us to believe that this was acceptable.
OBSERVATION 3:
RECOGNITION AND DISCLOSURE OF CASH TO BE RECEIVED FROM RANGES
RELATED TO BUDGETARY SURPLUSES
NATO FORACS Steering Committee’s Formal Comments
Recommendation a)
Agreed.
Recommendation b)
Agreed.

NATO UNCLASSIFIED
3-9

NATO UNCLASSIFIED
APPENDIX
ANNEX 3
IBA-AR(2019)0022
FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS
(5) Audit Report FY 2015
IBA-AR(2017)22 paragraph 7.8
EFFORT TO ACHIEVE COMPLIANCE WITH THE REVISED NATO FINANCIAL
REGULATIONS, PARTICULARLY THOSE ARTICLES ON INTERNAL CONTROL,
RISK MANAGEMENT AND INTERNAL AUDIT
NATO FORACS Steering Committee’s Formal Comments
Recommendation a)
The OFC is developing a complete risk matrix for its operations which will,
therefore, also apply to FORACS.
Recommendation b)
Agreed. However, the NATO FORACS Steering Committee has subsequently
approved adoption of the COSO Framework (NFO(2019)003-200 dated
31 January 2019 and NFO(2019)010-200 dated 18 February 2019 refer).
Recommendation c)
Agreed. The documentation is nearing readiness for final signature.
Recommendation d)
The Board notes that “NFO is awaiting IS Internal Audit action”. It should be
noted that the IS Internal Audit may conduct audits of a horizontal nature that
indirectly cover NFO. The IS Internal Audit was informed about NFO risk
management and internal controls and did not conclude that it should take any
NFO specific action. I do not believe this observation should be kept Open until
a specific audit is conducted by the IS Internal Audit who, by definition, has to
conduct its activities based on relative risks within its overall portfolio.
IBAN’s Position
NFO is responsible to ensure internal audit activities are evaluating NFO risk
management and internal controls, through outsourcing if considered to be more cost
effective. IBAN therefore maintains its position to consider the status of this observation
as “Open”.
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28 August 2019

To:

Secretary General
(Attn: Director of the Private Office)

Cc:

Financial Controller, International Staff
Director, NATO Headquarters Project Office & Transition Office, Defence
Investment Division
Chairman, Resource Policy & Planning Board
Branch Head, Secretariat and Finance Branch, NATO Office of Resources
Private Office Registry

Subject: International Board of Auditors for NATO (IBAN) Auditor’s Report and Letter
of Observations and Recommendations on the audit of the New NATO
Headquarters (NNHQ) Financial Statements for the year ended 31 December
2018 - IBA-AR(2019)0021
IBAN submits herewith its approved Auditor’s Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex 1).
IBAN’s report sets out an unqualified opinion on the financial statements of the
New NATO Headquarters and on compliance for the financial year 2018.
Yours sincerely,

Dr. Hans Leijtens
Chairman

Attachments: As stated above.

NATO UNCLASSIFIED
ANNEX 1
Summary Note for Council
by the International Board of Auditors for NATO (IBAN)
on the audit of the Financial Statements of the
New NATO Headquarters (NNHQ)
for the year ended 31 December 2018
The International Board of Auditors for NATO (IBAN) audited the New NATO
Headquarters (NNHQ) Financial Statements for the year ended 31 December 2018.
At the Washington Summit, in April 1999, the Heads of State and Government of NATO
countries formally decided to build a new NATO Headquarters in Brussels to meet the
Alliance’s needs in the twenty-first century. The North Atlantic Council, upon
recommendation of the Civil Budget Committee, approves the budget for the New NATO
Headquarters. It is funded from national contributions based on a specific cost-share
agreement among the NATO nations.
The total overall budget is EUR 1.179 billion.
Budget authorisations for 2018 totalled EUR 96 million, of which EUR 26 million relates
to the 2018 budget and EUR 70 million relates to credit brought-forward from prior year
budgets.
The total valuation of the New NATO Headquarters under construction as of 31 December
2018 was recorded for an amount of EUR 1.078 billion.
IBAN issued an unqualified opinion on the financial statements and on compliance for the
year ended 31 December 2018.
During the audit, IBAN made three observations with recommendations. They do not
impact the audit opinion on the financial statements and on compliance:
1. NNHQ Long Term Programme Budget execution statements do not reconcile
with Financial Statements.
2. Errors in the Note 8 “Non-Current Assets”.
These findings are in the Letter of Observations and Recommendations (Annex 3).
IBAN also followed up on the status of the observation from its previous years’ audit and
noted that it was closed.
The Auditor’s Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the International Staff, see the Appendix to Annex 3.
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF THE
THE NEW NATO HEADQUARTERS
(NNHQ)
FOR THE YEAR ENDED 31 DECEMBER 2018

NATO UNCLASSIFIED
2-1

NATO UNCLASSIFIED
ANNEX 2
IBA-AR(2019)0021
INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL
Report on the Audit of the Financial Statements
Opinion on the Financial Statements
The International Board of Auditors for NATO (IBAN) has audited the Financial
Statements of the New NATO Headquarters (NNHQ), for the 12 month period ended
31 December 2018, issued under document reference FC(2019)0059 and submitted to
IBAN on 4th April 2019. These Financial Statements comprise the Statement of Financial
Position as at 31 December 2018, the Statement of Financial Performance, the Statement
of Change in Net Assets and the Cash Flow Statement for the 12 month period ended
31 December 2018, including a summary of significant accounting policies and other
explanatory notes. In addition, the Financial Statements include a Budget Execution
Report for the 12 month period ended 31 December 2018.
In our opinion, the Financial Statements give a true and fair view of the financial position
of the NNHQ as at 31 December 2018, and of its financial performance, its cash flows
and budget execution for the 12 month period ended 31 December 2018, in accordance
with accounting requirements and reporting standards consistent with the NATO
Accounting Framework.
Basis for Opinion on the Financial Statements.
In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.
We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAIs 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.
We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor’s Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
Management’s Responsibility for the Financial Statements
Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of NNHQ are drawn up in accordance with accounting requirements
and reporting standards consistent with the NATO Accounting Framework as approved by
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the Council. The Financial Controller is responsible for submitting the Financial Statements
for audit to IBAN not later than 31st March following the end of the financial year.
The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.
This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.

Auditor’s Responsibilities for the Audit of the Financial Statements
The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIs will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.
As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:
-

Identify and assess the risks of material misstatement of the financial statements,
whether due to fraud or error, design and perform audit procedures responsive
to those risks, and obtain audit evidence that is sufficient and appropriate to
provide a basis for our opinion. The risk of not detecting a material misstatement
resulting from fraud is higher than for one resulting from error, as fraud may involve
collusion, forgery, intentional omissions, misrepresentations, or the override of
internal control.

-

Obtain an understanding of internal control relevant to the audit in order to design
audit procedures that are appropriate in the circumstances, but not for the purpose
of expressing an opinion on the effectiveness of the entity’s internal control.
-

Evaluate

the

appropriateness

of

accounting
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reasonableness of
management.

accounting estimates and related disclosures made by

-

Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt on
the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit evidence
obtained up to the date of our auditor’s report. However, future events or conditions
may cause the entity to cease to continue as a going concern.

-

Evaluate the overall presentation, structure and content of the financial statements,
including the disclosures, and whether the financial statements represent the
underlying transactions and events in a manner that achieves fair presentation.

We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.
Our Independent External Auditor’s Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.
Report on Compliance
Opinion on Compliance
Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.
Basis for Opinion on Compliance
We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
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Management’s Responsibility for Compliance
All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.
The Secretary General is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.
Auditor’s Responsibilities for Compliance
In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.
This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.
Brussels, 28 August 2019

Dr. Hans Leijtens
Chairman
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE NEW NATO HEADQUARTERS
(NNHQ)
FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction
The International Board of Auditors for NATO (IBAN) audited the New NATO
Headquarters (NNHQ) Financial Statements for the year ended 31 December 2018, and
issued an unqualified opinion on the financial statements and an unqualified opinion on
compliance.
Observations and Recommendations
IBAN’s audit resulted in two observations and recommendations, which do not impact the
audit opinion:
1. NNHQ Long-Term Programme Budget execution statements do not reconcile
with Financial Statements.
2. Errors in the Note 8 “Non-current Assets” to the Financial Statement.
IBAN also followed up on the status of the observation from the previous year’s audit and
found that the observation was closed.
IBAN also issued a Management Letter (reference IBA-AML(2019)0015) to the Financial
Controller of the International Staff with observations for management’s attention.
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OBSERVATIONS AND RECOMMENDATIONS
1.

NNHQ LONG-TERM PROGRAMME BUDGET EXECUTION STATEMENTS DO
NOT RECONCILE WITH FINANCIAL STATEMENTS

Reasoning
1.1
The end of year Long-Term Programme Budget (LTPB) budget execution reports
must reconcile with the Budget Execution Statements of the NNHQ financial statements,
which is prepared in accordance with Article 34.4 of the NFRs.
1.2
The aim of this budgeting and accounting reconciliation is to ensure that the
approved budget has been executed as planned by the Governing Body and that
commitments or expenditure are incurred based on the authorised budget.
Observations
1.3
The LTPB budget execution reports for 2018 do not reconcile with the NNHQ
financial statements for 2018 due to an accounting oversight.
1.4
The LTPB budget execution reports show available credits carried forward for the
amount of EUR 1.97 million higher than the corresponding items in the financial
statements.
1.5
This is due to the late introductions of accruals in the Enterprise Resource
Planning (ERP) systems of the International Staff when closing the 2017 accounting year.
Budget credits normally lapse within the ERP except for the LTPB, for which a permanent
exception from the lapsing rules in Article 24 of the NATO Financial Regulations (NFRs)
has been granted to allow the carry-forward of credits. However the upload of this
exception related to the LTPB lapsed credits, requires manual posting in the ERP
performed by the the International Staff (IS) Office of Financial Control.
1.6
However, this manual posting has not been made until the end of the financial
reporting process.
1.7
The HQPO team relies on the ERP budget module report to follow on their budget
execution. Funds are committed and expenditure are incurred by HQPO based on the
ERP budget report. As the ERP has not been manually updated to reflect the 2017 late
accruals against the New NNHQ budget carry-forwarded to 2018, expenditure for some
activities or projects have exceeded the budget availability in some individual budget
lines. To settle this issue transfers within the existing ceiling of the LTPB have been
required and agreed by the Deputy Permanent Representatives Committee (DPRC).
1.8
IBAN observed that while this is done automatically by the ERP for all other
budgets, no specific procedures have been put in place within “End of Year Activities" to
update manually the ERP with the amount of accruals not to be carried forward in the
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LTPB budget. IBAN also observed that for one year, no proper reconciliation has been
done between ERP budget figures used by the HQPO Team and the actual level of
expenditure recorded in the ERP system.
Recommendation
1.9
In order to ensure the accuracy of the Budget Execution Statements, IBAN
recommends that:
a) End of year activities be updated to ensure that the carry forward of accrued
expenses be properly reflected against the annual budget in the ERP.
b) Quarterly reconciliation be conducted between HQPO Team and the IS Office of
Financial Control.
2.

ERRORS IN THE NOTE 8 “NON-CURRENT ASSETS” OF THE FINANCIAL
STATEMENTS

Reasoning
2.1
Disclosure notes are included in the financial statements to provide additional
information for the reader to better understand the figures in the Statement of Financial
Position. They are an integral part of the financial statements.
Observations
2.2
IBAN found two disclosure errors in Note 8 to the Financial Statements on noncurrent assets. Given that the entire value of the NNHQ has been transferred to IS and
NATO Communications and Information Agency (NCIA) at year end 2018, there is no
impact on the NNHQ statement of financial position, nor in the statement of budget
execution.
2.3
Firstly, the NNHQ changed its accounting policy regarding furniture. Up to 2017,
the capitalisation threshold of EUR 30,000 was applied to the overall value of all pieces
of furniture. Therefore, the entire furniture purchased was treated as a non-current asset.
In 2018, the policy was changed and the capitalisation threshold was applied to each
individual piece of furniture. As a result, the capitalisation threshold was no longer
reached and furniture was fully expensed and therefore no longer treated as a non-current
asset. However, the figures disclosed in note 8 on non-current assets were not updated
to take into account this change in accounting policy, leading to an overstatement of EUR
10,595,742.
2.4
Secondly, an amount of EUR 9,520,394 of costs related to work on the “Active
Network Infrastructure" (ANWI) project was completed in 2017 by NCIA as Host Nation
and therefore treated as a non-current asset. However, this amount was not disclosed as
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an opening balance in Note 8 to the NNHQ Financial Statements. Non-current assets
related to the work on ANWI are therefore understated by this amount.
2.5
The net impact of these errors was an overstatement of EUR 1,075,348 of noncurrent assets disclosed in Note 8 to the NNHQ Financial Statements. These errors were
corrected prior to transfer to IS and NCIA.
Recommendation
2.6
IBAN recommends that the IS Office of Financial Control ensure that all noncurrent assets are correctly disclosed in Note 8 to NNHQ Financial Statements before
transfer to NATO IS and NCIA.
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FOLLOW-UP OF PREVIOUS YEAR’S OBSERVATIONS
IBAN followed up on the status of observations from the previous years’ audit. The
observations, actions taken by the auditee as reviewed by IBAN, and their status are
summarised in the table below.
OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

(1) NEW NHQ FY 2017
IBA-AR(2018)0026, paragraph 1
Observation
Closed.

UNRELIABLE ESTIMATE OF ACCRUED
EXPENSES FROM HOST NATION
“The Board recommends the IS obtains
documentation and substantiation for the
estimates of accrued expenses provided by the
PMT”.

Better estimates of accrued
expenses from PMT received by
monitoring on a more frequent
basis the end of work completed
by contractors & sub-contractors.
The 2018 figures for remaining
advances to PMT (Host Nation
Belgium) and the estimated
accrued expenses still ongoing
end of June 2019 have been
reviewed and are deemed
reasonable.

The Open status is used for recommendations that are open and for which no notable
progress has been achieved to date. The In-progress status is used for open
recommendations when the NATO Body has started to implement the recommendation
or when some (but not all) sub-recommendations are closed. The Closed status is used
for recommendations that are closed because they have been implemented, are
superseded, or have lapsed.
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INTERNATIONAL STAFF (IS) FORMAL COMMENTS ON THE
LETTER OF OBSERVATIONS AND RECOMMENDATIONS AND THE
INTERNATIONAL BOARD OF AUDITORS (IBAN) POSITIONS
OBSERVATION 1:
NNHQ FINANCIAL STATEMENTS DO NOT RECONCILE WITH LONG-TERM
PROGRAMME BUDGET EXECUTION STATEMENTS
International Staff’s Formal Comments
This situation was reported and explained to the member Nations in June 2019
(see DPRC-N(2019)0037(1NV). The figures disclosed in the financial
statements are accurate. The recommendation is agreed.
OBSERVATION 2:
ERRORS IN THE NOTE 8 “NON-CURRENT ASSETS” OF THE FINANCIAL
STATEMENTS
International Staff’s Formal Comments
The recommendation is agreed.
transferred to the IS and NCIA.

This situation did not impact the amounts

NATO UNCLASSIFIED
3-7

NATO UNCLASSIFIED
IBA-A(2019)0104
28 August 2019
To:

Secretary General
(Attn: Director of the Private Office)

Cc:

Assistant Secretary General, Executive Management Division
Financial Controller, International Staff
Chairman, Resource Policy & Planning Board
Branch Head, Secretariat and Finance Branch, NATO Office of Resources
Private Office Registry

Subject: International Board of Auditors for NATO (IBAN) Auditor’s Report on the
audit of the NATO Provident Fund’s Financial Statements for the year ended
31 December 2018 – IBA-AR(2019)0023
IBAN herewith submits its approved Auditor’s Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex 1).
IBAN’s report sets out an unqualified opinion on the NATO Provident Fund’s
Financial Statements and an unqualified opinion on compliance for financial year 2018.

Yours sincerely,

Dr. Hans Leijtens
Chairman

Attachments: As stated above.
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Summary Note for Council
by the International Board of Auditors for NATO (IBAN)
on the audit of the Financial Statements of the NATO Provident Fund
for the year ended 31 December 2018
IBAN audited the NATO Provident Fund which provides retirement benefits to civilian
staff who joined NATO before 1 July 1974, and who are not members of the NATO
Pension Scheme. There was no value of the Fund’s net assets available for benefits at
31 December 2018. As at that date, there was no more member contributing to the Fund.
The last member of the fund left in April 2018. Therefore, the Provident fund is closed
and will not continue operating for the future.
IBAN issued an unqualified opinion on the NATO Provident Fund’s Financial Statements
and an unqualified opinion on compliance for the year ended 31 December 2018.
During the audit, IBAN made no observations.
IBAN followed up on the status of observations from the previous year’s audit and noted
that all outstanding recommendations were closed.
The Auditor’s Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the International Staff, who replied that they had no factual or
formal comments.
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF
THE NATO PROVIDENT FUND
FOR THE YEAR ENDED 31 DECEMBER 2018
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INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL
Report on the Audit of the Financial Statements
Opinion on the Financial Statements
The International Board of Auditors for NATO (IBAN) has audited the Financial Statements
of the NATO Provident Fund for the 12 month period ended 31 December 2018, issued
and submitted to IBAN on 31 march 2019. These Financial Statements comprise the
Statement of Net Assets Available for Benefits as at 31 December 2018, the Statement of
Changes in Net Assets Available for Benefits and the Explanatory Notes, including a
summary of significant accounting policies.
In our opinion, the Financial Statements give a true and fair view of the statement of Net
Assets Available for Benefits of the NATO Provident Fund as at 31 December 2018, and
of its statement of Changes in Net Assets Available for Benefits ended 31 December 2018,
in accordance with accounting requirements and reporting standards consistent with the
NATO Accounting Framework and International Accounting Standard (IAS) 26,
Accounting and Reporting by Retirement Benefit Plans.
Emphasis of matter
We draw your attention to Note 2 of the Financial Statements “The Provident Fund is no
longer a going concern due to the departure of its last member in 2018. Its financial
statements have been prepared taking into account the closure of the Provident Fund
which will not continue operating for the future”. Our opinion is not modified in respect to
this matter.
Basis for Opinion on the Financial Statements
In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.
We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAIs 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.
We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
NATO UNCLASSIFIED
2-2

NATO UNCLASSIFIED
ANNEX 2
IBA-AR(2019)0023
responsibilities of the members of IBAN are more extensively described in the section
«Auditor’s Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
Management’s Responsibility for the Financial Statements
Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of NATO Provident Fund are drawn up in accordance with
accounting requirements and reporting standards consistent with the NATO Accounting
Framework as approved by the Council and International Accounting Standard (IAS) 26,
Accounting and Reporting by Retirement Benefit Plans. The Financial Controller is
responsible for submitting the Financial Statements for audit to IBAN not later than 31st
March following the end of the financial year.
The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.
This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.
Auditor’s Responsibilities for the Audit of the Financial Statements
The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIs will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.
As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
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This involves taking into account Considerations Specific to Public Sector Entities. We
also:
 Identify and assess the risks of material misstatement of the financial statements,
whether due to fraud or error, design and perform audit procedures responsive to
those risks, and obtain audit evidence that is sufficient and appropriate to provide
a basis for our opinion. The risk of not detecting a material misstatement resulting
from fraud is higher than for one resulting from error, as fraud may involve collusion,
forgery, intentional omissions, misrepresentations, or the override of internal control.
 Obtain an understanding of internal control relevant to the audit in order to design
audit procedures that are appropriate in the circumstances, but not for the purpose
of expressing an opinion on the effectiveness of the entity’s internal control.
 Evaluate the appropriateness of accounting policies used and the reasonableness of
accounting estimates and related disclosures made by management.
 Conclude on the appropriateness of the use of the going concern basis of accounting
and, based on the audit evidence obtained, whether a material uncertainty exists
related to events or conditions that may cast significant doubt on the entity’s ability to
continue as a going concern. If we conclude that a material uncertainty exists, we are
required to draw attention in our auditor’s report to the related disclosures in the
financial statements or, if such disclosures are inadequate, to modify our opinion. Our
conclusions are based on the audit evidence obtained up to the date of our auditor’s
report.
 Evaluate the overall presentation, structure and content of the financial statements,
including the disclosures, and whether the financial statements represent the
underlying transactions and events in a manner that achieves fair presentation.
We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.
Our Independent External Auditor’s Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.
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Report on Compliance
Opinion on Compliance
Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.
Basis for Opinion
We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
Management’s Responsibility for Compliance
All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.
The Secretary General is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.
Auditor’s Responsibilities for Compliance
In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.
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This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.
Brussels, 28 August 2019

Dr. Hans Leijtens
Chairman
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE NATO PROVIDENT FUND
FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction
The International Board of Auditors for NATO (IBAN) audited the NATO Provident Fund
Financial Statements for the year ended 31 December 2018, and issued an unqualified
opinion on the financial statements and on compliance.
Observations and Recommendations
During the audit, IBAN had no observations and there were also no observations from
previous years’ audits to follow up on.
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28 August 2019
To:

Secretary General
(Attn: Director of the Private Office)

Cc:

Assistant Secretary General, Executive Management Division
Financial Controller, International Staff
Acting Moral & Welfare Manager, NATO Staff Centre
Chairman, Resource Policy & Planning Board
Branch Head, Secretariat and Finance Branch, NATO Office of Resources
Private Office Registry

Subject:

International Board of Auditors for NATO (IBAN) Auditor’s Report and
Letter of Observations and Recommendations on the audit of the
Financial Statements of the NATO Staff Centre for the year ended
31 December 2018 – IBA-AR(2019)0015

IBAN submits herewith its approved Auditor’s Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to
the Council (Annex 1).
IBAN’s report sets out an unqualified opinion on the Financial Statements of the
NATO Staff Centre and on compliance for financial year 2018.
Yours sincerely,

Dr. Hans Leijtens
Chairman

Attachments: As stated above.
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Summary Note for Council
by the International Board of Auditors for NATO (IBAN)
on the audit of the Financial Statements of the
NATO Staff Centre
for the year ended 31 December 2018
The Staff Centre was established by Council in 1970. It is composed of the Sports
Centre, the Restaurant, and the Shops and Medical Centre. It provides a service for the
sporting and cultural activities of NATO Military and Civil International Staff and their
families, the personnel of Delegations and Military Representations, Partner Nations and
NATO retirees. The Staff Centre operations and activities are funded from membership
fees, sports and social subscriptions, from trading and commercial activities, and from
indirect support from the Civil Budget. The revenue of the Staff Centre for 2018 was
about EUR 1 million.
In 2015, NATO member nations agreed to transition the Staff Centre from its current
structure towards a new structure, as summarised in the NATO HQ commercial
operations Business Plan (C-M(2015)0069). The current Staff Centre closed in
September 2018 and a new restructured Staff Centre opened in the new NATO HQ.
IBAN issued an unqualified opinion on the Financial Statements and on compliance for
the year ended 31 December 2018.
IBAN included an Emphasis of matter paragraph in the Report on the Audit of the
Financial Statements.
IBAN also followed up on the status of observations from its previous years’ audit and
noted that they were all closed.
The Auditor’s Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the International Staff who replied that they had no comments.
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF
THE NATO STAFF CENTRE
FOR THE YEAR ENDED 31 DECEMBER 2018
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INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL
Report on the Audit of the Financial Statements
Unqualified Opinion on the Financial Statements
The International Board of Auditors for NATO (IBAN) has audited the Financial
Statements of Staff Centre for the 12 month period ended 31 December 2018, issued
and submitted to IBAN on 31 march 2019. These Financial Statements comprise the
Statement of Financial Position as at 31 December 2018, the Statement of Financial
Performance, the Statement of Changes in Net Assets/Equity and the Statement of Cash
Flow, for the 12 month period ended 31 December 2018, including a summary of
significant accounting policies and other explanatory notes.
In our opinion, the Financial Statements give a true and fair view of the financial position
of the Staff Centre as at 31 December 2018, and of its financial performance, its cash
flows for the 12 month period ended 31 December 2018, in accordance with accounting
requirements and reporting standards consistent with the NATO Accounting Framework.
Emphasis of matter
We draw your attention to Note 2 of the Financial Statements “liquidation of the Staff
Centre” where it is described that NATO member nations agreed, in September 2015, to
transition the Staff Centre from its current structure towards a new structure, as
summarised in the NATO HQ commercial operations Business Plan. As agreed, the Staff
Centre closed in September 2018. The final financial closure date was established as
31 December 2018. All assets and liabilities were transferred to the NATO International
Staff accounts as of 1 January 2019. The main cost items related to the closure and the
settlement of any net outstanding liabilities will be funded from the NATO Civil Budget
through the use of lapsed prior year appropriations. Currently, these liabilities are
estimated to be approximately EUR 2.1 million (BC-D(2018)0067-FINAL). Our opinion is
not modified in respect to this matter.
Basis for Unqualified Opinion on the Financial Statements
In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.
We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAIs 1000-1810) developed by the International Organisation of
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Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.
We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor’s Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

Management’s Responsibility for the Financial Statements
Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of Staff Centre are drawn up in accordance with accounting
requirements and reporting standards consistent with the NATO Accounting Framework
as approved by the Council. The Financial Controller is responsible for submitting the
Financial Statements for audit to IBAN not later than 31st March following the end of the
financial year.
The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.
This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.

Auditor’s Responsibilities for the Audit of the Financial Statements
The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIs will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
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or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.
As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:
 Identify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.
 Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.
 Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.
 Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report. Please refer to the
emphasis of matter which states that the 31 December 2018 is the final financial
closure of the Staff Centre.
 Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.
We are required to communicate with the bodies charged with governance, among other
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matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.
Our Independent External Auditor’s Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.
Report on Compliance
Unqualified Opinion on Compliance
Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.
Basis for Unqualified Opinion
We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
Management’s Responsibility for Compliance
All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.
The Secretary General is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.
Auditor’s Responsibilities for Compliance
In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
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Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.
This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.
Brussels, 28 August 2019

Dr. Hans Leijtens
Chairman
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28 August 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE NATO STAFF CENTRE
FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction
The International Board of Auditors for NATO (IBAN) audited the NATO Staff Centre’s
Financial Statements for the year ended 31 December 2018, and issued an unqualified
opinion on the financial statements and an unqualified opinion on compliance.
Observations and Recommendations
During the audit, IBAN had no observations. We followed up on the status of observations
from previous years’ audits and noted that all observations were closed.
IBAN also issued a Management Letter (IBA-AML(2019)0010) to the Chairman of the
Staff Centre Executive Board with advice based on lessons learnt from the audit of the
Staff Centre and with the follow-up of prior years’ observations.
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FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS
IBAN followed up on the status of observations from the previous years’ audit. The
observations, actions taken by the auditee as reviewed by IBAN, and their status are
summarised in the table below.
OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

(1) STAFF CENTRE FY 2017
IBA-AR(2018)0016, paragraph 2
INACCURACIES
AND
MATERIAL
ERRORS IDENTIFIED IN THE FINANCIAL
STATEMENTS
Board’s Recommendation
The Board recommends the IS to establish
robust verification procedures of the figures
and other information disclosed in the
financial statements before its final issuance
in order to comply with the NATO Accounting
Framework.

Observation Closed.

The preparation of the financial
statements has been improved for
the year 2018. IBAN did not find
material errors and inaccuracies in
information disclosed
in the
financial statements.

(2) STAFF CENTRE FY 2015
IBA-AR(2016)16, paragraph 3
PROPER CLOSURE OF CURRENT STAFF
CENTRE BUSINESS NEEDS TO BE
ENSURED
Board’s Recommendation
The Board recommends the IS to ensure
sufficient resources are allocated to the
closure of the current Staff Centre. The IS
should ensure that necessary actions are
taken to ensure proper closure of the
accounts of the current Staff Centre, proper
hand over of supplier equipment and proper
procedures for write of and disposal of
equipment. Furthermore, the IS should
ensure that all contracts are terminated on
time and in accordance with contract terms
and conditions.

Observation Closed.

The Staff Centre is closed since
September 2018. IBAN did not find
material issues related to the
closure of accounts, termination of
staff contracts and concession
contracts and write-off and
disposal of asset during the audit of
the 2018 Staff Centre Financial
Statements.
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OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

(3) STAFF CENTRE FY 2011
IBA-AR(2013)05, paragraph 5.2.6
DIFFERENCES BETWEEN FINANCIAL
STATEMENTS AND DETAILED DATA –
UNDERSTATEMENT OF PROPERTY,
PLANT & EQUIPMENT (PP&E) AND
REVENUE IN PRIOR YEARS
Board’s Recommendation
The Board recommends the Staff Centre to
make proper corrections ensuring that the
values of PP&E are correct. Also, the Board
recommends the Staff Centre to regularly (at
least annually) ensure the reconciliation of
sub-ledgers and general ledgers to identify
errors in PP&E.

Observation Closed.

IBAN noted that the differences
have been cleared by the IS OFC
as part of the closure of the
accounts of the Staff Centre in
2018.

The Open status is used for recommendations that are open and for which no notable
progress has been achieved to date. The In-progress status is used for open
recommendations when the NATO Body has started to implement the recommendation or
when some (but not all) sub-recommendations are closed. The Closed status is used for
recommendations that are closed because they have been implemented, are superseded,
or have lapsed.
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29 November 2019

To:

Secretary General
(Attn: Director of the Private Office)

Cc:

Financial Controller, International Staff
Secretary, RMCF Supervisory Committee
Chairman, Resource Policy & Planning Board
Branch Head, Secretariat and Finance Branch, NATO Office of Resources (NOR)
Private Office Registry

Subject:

International Board of Auditors for NATO (IBAN) Auditor’s Report and
Letter of Observations and Recommendations on the audit of the
Retirees Medical Claims Fund (RMCF) Financial Statements for the year
ended 31 December 2018 – IBA-AR(2019)0026

IBAN submits herewith its approved Auditor’s Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex 1).
The IBAN report sets out an unqualified opinion on the Financial Statements of the
RMCF and an unqualified opinion on compliance for financial year 2018.
Yours sincerely,

Daniela Morgante
Chairman

Attachments: As stated above.
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Summary Note for Council
by the International Board of Auditors for NATO (IBAN)
on the audit of the Financial Statements of the
NATO Retirees Medical Claims Fund (RMCF)
for the year ended 31 December 2018
The NATO Retirees Medical Claims Fund (RMCF) was set up with effect from 1 January
2001 pursuant to Council approval of PO(2000)123. The purpose was to establish a
reserve to ensure that sufficient funds are available for the years to come to enable NATO
to meet its obligations to pay the medical expenses of eligible retired staff members and
their recognised dependants.
The fund has a Supervisory Committee established to oversee the management of the
fund. The Committee meets at least twice a year.
In 2018, contributions from NATO bodies and staff were EUR 25.0 million (in 2017, EUR
23.9 million). Insurance premiums paid out of these receipts were EUR 23.5 million in
2018 (EUR 21.2 million in 2017). At the end of 2018, the fund manager held EUR 314.6
million on behalf of NATO (at the end of 2017, EUR 323.2 million). The actuarial present
value of the long term post-employment medical care obligation at the end of year 2018
was EUR 3.0 billion (at the end of 2017, EUR 2.1 billion).
IBAN issued an unqualified opinion on the financial statements and an unqualified opinion
on compliance for the year ended 31 December 2018.
During the audit, IBAN made one observation which do not impact the audit opinion.
1. Need for NATO as a whole to disclose Post-Employment Liabilities to comply with
the NATO Accounting Framework (IPSAS 39 Employee Benefits).
IBAN also followed up on the status of observations from previous years’ audit reports
and found that one observation were closed and one observation was in progress.
The Auditor’s Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the International Staff whose comments have been included,
with the IBAN’s position on those comments where necessary, see the Appendix to
Annex 3.
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29 November 2019

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF
THE NATO RETIREES MEDICAL CLAIMS FUND
(RMCF)
FOR THE YEAR ENDED 31 DECEMBER 2018
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INDEPENDENT AUDITOR’S REPORT
TO THE NORTH ATLANTIC COUNCIL
Report on the Audit of the Financial Statements
Opinion on the Financial Statements
The International Board of Auditors for NATO (IBAN) has audited the Financial Statements
of the NATO Retirees Medical Claims Fund (RMCF) for the 12 month period ended
31 December 2018, issued and submitted to IBAN on 31 march 2019. These Financial
Statements comprise the Statement of Net Assets Available for Benefits as at
31 December 2018, the Statement of Changes in Net Assets Available for Benefits and
the Explanatory Notes, including a summary of significant accounting policies.
In our opinion, the Financial Statements give a true and fair view of the statement of Net
Assets Available for Benefits of the NATO Retirees Medical Claims Fund as at
31 December 2018, and of its statement of Changes in Net Assets Available for Benefits
ended 31 December 2018, in accordance with accounting requirements and reporting
standards consistent with the NATO Accounting Framework and International Accounting
Standard (IAS) 26, Accounting and Reporting by Retirement Benefit Plans.
Emphasis of matter
We draw your attention to Note 14 of the Financial Statements, which states that “There
are no material contingent liabilities arising from legal actions and claims that are likely to
result in significant liability to the RMCF. A series of claims were introduced in relation to
the deletion of the Civil Personnel Regulation provision concerning staff obtaining free
medical coverage after 25 years of contributions. These cases have not yet been
addressed by the NATO Administrative Tribunal. The related risk is not considered as
having a material impact on these financial statements”. Our opinion is not modified in
respect to this matter.
Basis for Opinion on the Financial Statements
In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO
bodies pursuant to the North Atlantic Treaty shall be performed by IBAN.
We have conducted our audit in accordance with the International Standards of Supreme
Audit Institutions (ISSAIs 1000-1810) developed by the International Organisation of
Supreme Audit Institutions (INTOSAI) and in accordance with the additional terms of
reference defined in our Charter.
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We are independent in accordance with the INTOSAI Code of Ethics and we have fulfilled
our other ethical responsibilities in accordance with these requirements. The
responsibilities of the members of IBAN are more extensively described in the section
«Auditor’s Responsibilities for the Audit of the Financial Statements» and in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
Management’s Responsibility for the Financial Statements
Management’s responsibility for the financial statements is laid down in the NFRs. The
Financial Statements of NATO Retirees Medical Claims Fund are drawn up in accordance
with accounting requirements and reporting standards consistent with the NATO
Accounting Framework as approved by the Council and International Accounting Standard
(IAS) 26, Accounting and Reporting by Retirement Benefit Plans. The Financial Controller
is responsible for submitting the Financial Statements for audit to IBAN not later than 31st
March following the end of the financial year.
The Financial Statements are signed by the Head of the NATO body and the Financial
Controller. In signing the Financial Statements, the Head of NATO body and the Financial
Control confirm the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources.
This confirmation covers the design, implementation and maintenance of internal controls
relevant to the preparation and presentation of financial statements that are auditable and
free from material misstatement, whether due to fraud or error. This also covers reporting
on the entity’s ability to continue as a going concern, disclosing, as applicable, matters
related to going concern and using the going concern basis of accounting unless there are
plans to liquidate the entity or to cease its operations, or there is no realistic alternative but
to do so.
Auditor’s Responsibilities for the Audit of the Financial Statements
The objectives of the audit are to obtain reasonable assurance about whether the
financial statements as a whole are free from material misstatement, whether due to
fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable
assurance is a high level of assurance, but is not a guarantee that an audit conducted
in accordance with ISSAIs will always detect a material misstatement when it exists.
Misstatements can arise from fraud or error and are considered material if, individually
or in the aggregate, they could reasonably be expected to influence the economic
decisions of users taken on the basis of these financial statements.
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As part of an audit in accordance with ISSAIs, we exercise professional judgement and
maintain professional scepticism throughout the planning and performance of the audit.
This involves taking into account Considerations Specific to Public Sector Entities. We
also:
 Identify and assess the risks of material misstatement of the financial
statements, whether due to fraud or error, design and perform audit procedures
responsive to those risks, and obtain audit evidence that is sufficient and
appropriate to provide a basis for our opinion. The risk of not detecting a
material misstatement resulting from fraud is higher than for one resulting from
error, as fraud may involve collusion, forgery, intentional omissions,
misrepresentations, or the override of internal control.
 Obtain an understanding of internal control relevant to the audit in order to
design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of the entity’s internal
control.
 Evaluate the appropriateness of accounting policies used and the
reasonableness of accounting estimates and related disclosures made by
management.
 Conclude on the appropriateness of the use of the going concern basis of
accounting and, based on the audit evidence obtained, whether a material
uncertainty exists related to events or conditions that may cast significant doubt
on the entity’s ability to continue as a going concern. If we conclude that a material
uncertainty exists, we are required to draw attention in our auditor’s report to the
related disclosures in the financial statements or, if such disclosures are
inadequate, to modify our opinion. Our conclusions are based on the audit
evidence obtained up to the date of our auditor’s report.
 Evaluate the overall presentation, structure and content of the financial
statements, including the disclosures, and whether the financial statements
represent the underlying transactions and events in a manner that achieves fair
presentation.
We are required to communicate with the bodies charged with governance, among other
matters, the planned scope and timing of the audit and significant audit findings, including
any significant deficiencies in internal control that we identify during our audit.
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Our Independent External Auditor’s Report is prepared to assist North Atlantic Council in
carrying out its role. We are therefore responsible solely to the North Atlantic Council for
our work and the opinion we have formed.
Report on Compliance
Opinion on Compliance
Based on the procedures we performed, nothing has come to our attention, as part of our
audit of the Financial Statements that causes us to believe that funds have not been
properly used for the settlement of authorised expenditure or are not in compliance with
the NATO Financial Regulations and the NATO Civilian Personnel Regulations.
Basis for Opinion on Compliance
We have conducted our compliance audit in accordance with the International
Standards of Supreme Audit Institutions (ISSAI 4000) developed by the International
Organisation of Supreme Audit Institutions (INTOSAI) and in accordance with the
additional terms of reference defined in our Charter.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
Management’s Responsibility for Compliance
All NATO staff, military and civilian, are obligated to comply with the NATO Financial
Regulations, associated Financial Rules and Procedures and internal implementing
directives. These include the NATO Civilian Personnel Regulations.
The Secretary General is responsible and accountable for sound financial management.
The financial administration of NATO bodies must incorporate the principles of propriety,
sound governance, accountability, transparency, risk management and internal control,
internal audit, external audit, and fraud prevention and detection.
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Auditor’s Responsibilities for Compliance
In addition to the responsibility to provide reasonable assurance about whether the
financial statements as a whole are free from material misstatement, the IBAN Charter
requires IBAN to provide independent assurance and report annually to the North Atlantic
Council about whether funds have been properly used for the settlement of authorised
expenditure (propriety) and are in compliance with the regulations in force (regularity).
Propriety relates to the observance of the general principles governing sound financial
management and the conduct of public officials. Regularity concerns the adherence to
formal criteria such as relevant regulations, rules and procedures.
This responsibility includes performing procedures to obtain independent assurance about
whether funds have been properly used for the settlement of authorized expenditure and
whether they have been used in compliance with the regulations in force. Such procedures
include consideration of the risks of material non-compliance.
Brussels, 29 November 2019

Daniela Morgante
Chairman
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INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE NATO RETIREES MEDICAL CLAIMS FUND
FOR THE YEAR ENDED 31 DECEMBER 2018
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Introduction
The International Board of Auditors for NATO (IBAN) audited the NATO Retirees Medical
Claims Fund Financial Statements for the year ended 31 December 2018, and issued an
unqualified opinion on the financial statements and an unqualified opinion on compliance.
Observations and Recommendations
During the audit, IBAN made one observation that does not impact the audit opinion.
1. Need for NATO as a whole to disclose Post-Employment Liabilities to comply
with the NATO Accounting Framework (IPSAS 39 Employee Benefits).
IBAN followed up on the status of the observations from previous years’ audits and found
that one recommendation is closed and one recommendation is in progress.
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OBSERVATION, CONCLUSION AND RECOMMENDATION
1.

NEED FOR NATO AS A WHOLE TO DISCLOSE POST-EMPLOYMENT
LIABILITIES TO COMPLY WITH THE NATO ACCOUNTING FRAMEWORK
(IPSAS 39 EMPLOYEE BENEFITS)

Reasoning
1.1
The NATO Retirees Medical Claims Fund (RMCF) was set up with effect from
1 January 2001 pursuant to Council approval of PO(2000)123. The purpose of the RMCF
was to establish a reserve to ensure that sufficient funds are available for NATO to pay
the medical expenses of eligible retired staff members and their recognised dependents.
Financial services, including preparing the financial statements, are provided by the
NATO International Staff (IS) Office of Financial Control (OFC).
1.2
As the NATO Accounting Framework (NAF) does not include a specific standard
for accounting and reporting for pension and medical funds, the IS OFC applied the
International Accounting Standard (IAS) 26 “Accounting and Reporting by Retirement
Benefit Plans” for the accounting and presentation of the financial statements of the
RMCF. The Financial Statements of the RMCF are therefore prepared in accordance with
the NAF and with IAS 26. As the RMCF does not have any employees itself, International
Public Sector Accounting Standards (IPSAS) 39 Employee Benefits does not apply to the
financial statements.
1.3
According to IPSAS 39 Employee Benefits, “an entity shall recognize a liability
when an employee has provided service in exchange for employee benefits to be paid in
the future”. Employee benefits are defined as future benefits granted by the employer to
actual or former employees in exchange of their past service rendered. Post-employment
benefits include benefits such as pensions and lump sum payments on retirement, postemployment life insurance and post-employment medical care.
1.4
The post-employment benefit liability disclosed in the notes to the financial
statements is based on an actuarial valuation produced on an annual basis by the
International Service for Remuneration and Pensions (ISRP). The ISRP is a common
service platform for six Co-ordinated Organisations, including NATO, providing services
for their pension schemes and remuneration policies. The actuarial valuation is based on
comprehensive data provided by NATO of the affiliated population at the end of each
year.
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Observation
1.5
The NAF requires NATO Bodies with employees contributing to the RMCF to
comply with IPSAS 39 Employee Benefits and recognise a post-employment benefit
liability in their financial statements. Therefore, all NATO Bodies with employees
contributing to the RMCF need in principle to recognise their share of the approximately
EUR 3 billion post-employment pension liability. Not doing so would normally require an
adaptation to the NAF.
1.6
Note 3 to the RMCF Financial Statements discloses the post-employment benefit
liability for all NATO Bodies and other relevant information extracted from the annual
actuarial report submitted by ISRP. The IS OFC did not recognise a liability for the postemployment benefits related to the RMCF in its own Financial Statements, which is
correct given that the Fund itself does not have any employees.
1.7
Although this does not impact the financial statements of the RMCF, IBAN found
that the liability for the post-employment benefits and associated disclosures related to
the RMCF are not included in any of the financial statements of NATO Bodies or Scheme.
Recommendation
1.8
IBAN recommends that the IS OFC, being the Financial Controller of the RMCF,
define the recognition criteria for the post-employment liability, ensuring that this liability
is recognised in accordance with the NATO Accounting Framework (IPSAS 39 Employee
Benefits).
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FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS
IBAN followed up on the status of observations from the previous years’ audit. The
observations, actions taken by the auditee as reviewed by IBAN, and their status are
summarised in the table below.
OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

(1) RMCF FY 2016
IBA-AR(2017)25, paragraph 1
DISCLOSURE OF RESULTS OF THE
ACTUARIAL VALUATION USING 2016
DATA
Board’s Recommendation
The Board recommends aligning the
reporting timelines for the financial
statements and the ISRP actuarial
valuation of RMCF obligation for postemployment medical care in order to
ensure that the financial statements
include the data on actuarial valuation for
the respective year.
(2) RMCF FY 2012
IBA-AR(2013)25, paragraph 5.1

Observation
Closed.

IBAN has noted the progress and
improvements to make the actuarial
valuation for the year ended 31 December
2018 available for the issuance of the
financial statements.

Observation
In-progress.

RETIREES MEDICAL CLAIMS FUND
(RMCF) NET ASSETS INADEQUATE
TO FUND PROMISED FUTURE
EXPECTED BENEFITS
Board’s Recommendations
The Board draws the attention of the
Council that there are currently not
sufficient funds available to enable NATO
to meet its promised future obligations as
was the intention of the plan, and
recommends that, as was proposed in
SG(2009)0302, on the basis of the
results of the asset and liability study
presented in the December 2012
Supervisory Committee and the related
final report issued dated 30 April 2013,
that the IS provides an estimate of the
minimum financial injection necessary to
make the RMCF sustainable.
The Board recommends also that the IS
provides all necessary information and
any remedial actions undertaken to limit

An update on the financial status of the
RMCF made by the IS Financial Controller,
and approved by the Supervisory
Committee, has been presented to the
Chairman of the Budget Committee (BC) in
December 2017.
The report presents initiatives to increase
the long term viability of the fund through
managing
the
investments,
the
introduction of a profit-sharing mechanism,
increasing the number of retirees who
contribute,
adjusting
contributions,
containing medical costs and injection of
additional funds.
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OBSERVATION / RECOMMENDATION

ACTION TAKEN

the level of obligations. This should be
presented to the nations as soon as
possible in order to allow for appropriate
remedial actions, where still feasible, to
be made.

Also ISRP carried out the estimations of
expenses to allow for the evaluation of
whether the fund assets will be sufficient to
meet obligations. Several scenarios for the
return on assets have been explored.
In conclusion, the report stated that the
Supervisory Committee of the RMCF will
continue to monitor the evolution of the
Fund and to investigate possible additional
measures to improve its sustainability in
the long term.

STATUS

During his last meeting held on
16 November
2018,
the
RMCF
Supervisory Committee, noted that the BC
had asked about measures existing in
other Coordinated Organisations for
pensioners and how to address the issue
of the long term liabilities.
The
Confederation of NATO civilian Staff
Committees (CNCSC) made some
proposals as for example, increasing the
eligibility threshold for the RMCF from 10
to 15 years for new staff.
The Supervisory Committee still needs to
make decisions on remedial actions and
strategic approaches for long term
sustainability of the fund.

The Open status is used for recommendations that are open and for which no notable
progress has been achieved to date. The In-progress status is used for open
recommendations when the NATO Body has started to implement the recommendation
or when some (but not all) sub-recommendations are closed. The Closed status is used
for recommendations that are closed because they have been implemented, are
superseded, or have lapsed.
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INTERNATIONAL STAFF (IS) FORMAL COMMENTS ON THE
LETTER OF OBSERVATIONS AND RECOMMENDATIONS AND THE
INTERNATIONAL BOARD OF AUDITORS (IBAN) POSITIONS
OBSERVATION 1:
NEED FOR NATO AS A WHOLE TO DISCLOSE POST-EMPLOYMENT LIABILITIES
TO COMPLY WITH IPSAS 39 EMPLOYEE BENEFITS
International Staff’s formal comments
A. The point raised by IBAN does not concern the accounting treatment of the
Retirees Medical Claims Fund (RMCF) but that of all NATO bodies who submit
separate financial statements.
The RCMF is a post-employment benefit plans. There are no IPSAS standards
for accounting and reporting by post-employment benefit plans. The NATO
Accounting Framework does not have any specific provisions for postemployment benefit plans. As a consequence, the IS Office of Financial Control
has applied International Accounting Standard 26 "Accounting and Reporting by
Retirement Benefit Plans" for the related financial statements. We note that this
observation and recommendation has no impact on the opinion on the accounts,
neither on compliance, of the RMCF.
B. Before 2006, in trying to get ready for IPSAS compliance, when analysing the
implications of the then IPSAS 25 (now IPSAS 39), it was considered that no
NATO body would disclose any proportion of the RMCF or of NATO Coordinated
Pension Scheme liability. The practical reasons, were:
-

-

It would be difficult and costly to identify an objective set of criteria to break
down the liability among the NATO bodies (e.g. some staff move from one
NATO body to another; some NATO bodies are closed and no longer exist
without transfer of liability to another NATO body);
Any breakdown would require fixing a number of arbitrary parameters that
could be challengeable or considered irrelevant;
Breaking down the information into a number of tittle pieces (by NATO body)
would blur the overall information;
Having each NATO body disclose a proportion of the liability would give the
impression that each NATO body is individually liable, which is not the case.

More generally, the IS OFC believes that whilst each NATO body is responsible
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for paying the RMCF contributions related to its own staff, as provided by the
NATO Civilian Personnel Regulations, its financial responsibility as an individual
NATO body stops there. None of the NATO bodies to which IBAN refers and who
issue their own financial statements has an obligation to pay future related
benefits such as retirees' medical claims, be it for its former staff or any proportion
of former NATO staff. In this respect, the IS OFC believes that each individual
NATO body cannot be considered individually liable. We are not aware of any
NATO regulations (NFR, CPR or other) that would have such provisions. We
therefore believe that the idea (see paragraph 1.6 of the observation) according
to which the individual NATO bodies would carry a share of the overall RMCF
liability, and that therefore it should be disclosed, is not properly justified.
In consideration of the above, in order to avoid any confusion, we consider that
a clarification at the level of the NATO Accounting Framework is preferable and
should be sought.
IBAN’s Position
IBAN acknowledges that the liability amounting to EUR 3 billion related to the
RMCF is in practice borne centrally by NATO as a whole. This is because Nations
have agreed that contributions for the RMCF are called up and paid centrally on
behalf of all NATO Bodies. However, applying the reasoning described by the OFC
has led to the current situation, whereby this significant liability is not recognised
in any of the financial statements of NATO, which in overall terms cannot be
compliant with IPSAS 39 and therefore with the NATO Accounting Framework.
IBAN therefore has amended the observation and recommendation to reflect this
point.
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