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IBAN AUDIT ON THE 2017 FINANCIAL STATEMENTS OF THE NATO STAFF CENTRE 
 

Note by the Secretary General 
 
1. I attach the International Board of Auditors for NATO (IBAN) report on the audit of the 
2017 financial statements of the NATO Staff Centre. The IBAN audit produced an 
unqualified opinion on the financial statements and a qualified opinion on compliance for the 
NATO Staff Centre.   
 
2. The IBAN report has been reviewed by the Resource Policy and Planning Board 
(RPPB) (see Annex 1). 
 
3. I do not believe this issue requires further discussion.  Therefore, unless I hear to 
the contrary by 15:30 hours on Friday, 21 December 2018, I shall assume the Council 
noted the IBAN report on the 2017 financial statements of the NATO Staff Centre, endorsed 
the RPPB report, and agreed to the public disclosure of this report, the IBAN audit report 
and associated 2017 financial statements of the NSC.  
 
 
 
 
 

(Signed)  Jens Stoltenberg 
 
 
 
 
 
 
 
 

  
  
  
  
1 Annex  
1 Enclosure    Original: English 
1 Appendix  
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IBAN AUDIT ON THE 2017 FINANCIAL STATEMENTS OF NATO STAFF CENTRE 
(NSC) 

 
Report by the Resource Policy and Planning Board (RPPB) 

 
References: 
A. IBA-A(2018)0123 IBAN Audit on the 2017 Financial Statements of NSC 

B. BC-D(2018)0067-FINAL Commercial Activities Governance And Morale, Welfare  

  and Recreation Activities Mandate in the New NATO Headquarters and 
Estimated Close Out Costs of the Current NATO Staff Centre 

C. PO(2015)0052  Wales Summit tasker on transparency and accountability  
   
BACKGROUND 
 
1. This report addresses the IBAN audits of the 2017 financial statements and 
compliance of NSC.  The IBAN audits set out an unqualified opinion on the financial 
statements and a qualified opinion on compliance (reference A).   
 
DISCUSSION 
 
2. The IBAN found the information reflected in the financial statements is accurate.  
However, the IBAN issued a qualified audit opinion on compliance due to one observation: 
material weaknesses in the internal controls and segregation of duties in key areas in the 
NATO Staff Centre such as cash management, revenue collection and inventory 
management as well as a lack of control over the recruitment of temporary staff.  
Additionally, the IBAN issued an observation due to inaccuracies and material errors 
identified in the financial statements which did not impact the audit opinion.  The Financial 
Controller (FC) noted the transition to the Enterprise Resource Planning (ERP) system on 1 
January 2018 will introduce a higher level of internal controls and segregation of duties that 
will reduce the risks of errors and inaccuracies in the financial statements.  Additionally, the 
new governance model coupled with the ERP and new procedures at the new NSC will 
reduce or eliminate concerns over internal controls and segregation of duties raised by the 
IBAN.  The FC considers both observations settled.  Refer to the Action Plan at Appendix I 
for more information. 
 
3. The IBAN followed up on the status of observations from the previous years’ and 
found four were settled, two were superseded, and two remained outstanding. The 
outstanding observations related to proper closure of the old staff centre (handover of 
supplier equipment, disposal of equipment, etc.) and proper closure of its financial accounts.  
The observation remained in 2017 due to the delay of the new NATO headquarters move.  
The FC considers both observations settled.  Refer to the Action Plan at Appendix I for more 
information. 
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4. The IBAN noted as an Emphasis of Matter1 in its audit opinion that Nations agreed 
in September 2015 to transition the Staff Centre to a new structure. As agreed, the prior 
structure of the Staff Centre closed at the end of August 2018. The main cost items related 
to the closure and settlement of net outstanding liabilities and will be funded from the NATO 
Civil Budget through the use of lapsed prior year appropriations. Currently, these liabilities 
are estimated to be approximately €2.1 million (reference B).    
 
CONCLUSION 
 
5. The IBAN have issued an unqualified opinion on the financial statements and a 
qualified opinion on compliance for financial year 2017.  The RPPB is pleased to note the 
Financial Controller expects all observations to be remediated by the issuance of the 2018 
financial statements, but notes that active participation by Executive Management may be 
necessary to fully settle some observations.     
 
RECOMMENDATIONS 
 
6. The RPPB recommends the Council: 
 
6.1. note the IBAN reports (reference A); 
 
6.2. endorse the conclusion at paragraph 5 and 
 
6.3. approve the public disclosure of this report, the IBAN audit report and the associated 
2017 financial statements of the NSC.

                                            
1  Emphasis of Matter – A paragraph included in the auditor’s report that refers to a matter appropriately 

presented or disclosed in the financial statements that, in the auditor’s judgment, is of such importance that 
it is fundamental to users’ understanding of the financial statements.   
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Action Plan to Remediate Outstanding Observations 
 
1. The action plan provides details of the status of the outstanding observations reflected in the IBAN audit report (reference A).  
Management has assessed each observation as Open, In progress or Closed based on the following definitions: 
 
1.1. Open – Management is reviewing how best to address the observation or will address the observation at a later date. 
 
1.2. In progress – Management is actively working to resolve the observation and has made progress in resolving the issue. 
 
1.3. Settled – Management considers the observation satisfactorily closed or considers it is unable to take further corrective action. 
 

IBAN Opinion Impact & 
Observation 

Action Plan 
Current  

Assessment 
Resolution 

Timeline  

Compliance Impact 
Weaknesses in the internal 
controls of the Staff Centre 

The Office of Financial Control brought the financial transactions 
related to the Staff Centre into the ERP beginning 1 January 2018. 
This will introduce a higher level of internal controls including the area 
of segregation of duties. The new governance model for the 
commercial activities and morale, welfare and recreation is 
significantly different and some of the risks mentioned in the IBAN 
report will no longer exist. Proper contract management procedures 
for outsourced activities are in place for the new NATO HQ Staff 
Centre. 
 
 
 

Settled NA - The 
observation is 

considered 
Settled 
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IBAN Opinion Impact & 
Observation 

Action Plan 
Current  

Assessment 
Resolution 

Timeline  

No impact on opinion 
Inaccuracies and material 
errors identified in the financial 
statements 

Similar to the New NATO Headquarters and International Staff audits, 
the fact that all transactions related to the new and previous staff 
Centres are now centralised in the OFC and managed in the ERP 
should contribute to a reduction of the risks of errors and inaccuracies 
in the financial statements. 

Settled NA - The 
observation is 

considered 
Settled 

No impact on opinion 
Proper closure of current Staff 
Centre business needs to be 
ensured 

The closure of accounts, termination of staff contracts and concession 
contracts and write off and disposal of assets already occurred or are 
addressed in the context of the more general closure of the Previous 
NATO HQ. 

Open Upon 
issuance of 

the 2018 
financial 

statements 

No impact on opinion 
Differences between financial 
statements and detailed data - 
understatement of property, 
plant & equipment (PP&E) and 
revenue in prior years 

The differences concerned the accounting system used by the Staff 
Centre.  Since beginning 2018 all transactions are recorded in the IS 
ERP. 

Settled NA - The 
observation is 

considered 
Settled 
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IBA-A(2018)0123 
29 October 2018 

 
 
To: Secretary General 
 (Attn: Director of the Private Office) 
 
Cc: Assistant Secretary General, Executive Management Division 
 Financial Controller, International Staff 
 Acting Moral & Welfare Manager, NATO Staff Centre 
 Chairman, Resource Policy & Planning Board (RPPB) 
 Branch Head, Plans and Policy Branch, NATO Office of Resources (NOR) 
 Private Office Registry 
  
 
Subject: International Board of Auditors for NATO (Board) Auditor’s Report and 

Letter of Observations and Recommendations on the audit of the 
Restated Financial Statements of the NATO Staff Centre for the year 
ended 31 December 2017 – IBA-AR(2018)0016 

 
 
 The Board submits herewith its approved Auditor’s Report (Annex 2) and Letter 
of Observations and Recommendations (Annex 3) with a Summary Note for distribution 
to the Council (Annex 1). 
 
 The Board’s report sets out an unqualified opinion on the Financial Statements 
of the NATO Staff Centre and a qualified opinion on compliance for financial year 2017. 
 

Yours sincerely, 
 
 
 
 
 
Hervé-Adrien Metzger 
Chairman 
 

 
 
 
 
 
 
Attachments: As stated above. 

isgsak
Typewritten Text
Enclosure to 
C-M(2018)0069
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Summary Note for Council 

by the International Board of Auditors for NATO (Board) 
on the audit of the Financial Statements of the  

NATO Staff Centre 
for the year ended 31 December 2017 

 
The Staff Centre was established by Council in 1970.  It is composed of the Sports Centre, 
the Restaurant, and the Shops and Medical Centre.  It provides a service for the sporting 
and cultural activities of NATO Military and Civil International Staff and their families, the 
personnel of Delegations and Military Representations, Partner Nations and NATO 
retirees.  The Staff Centre operations and activities are funded from membership fees, 
sports and social subscriptions, from trading and commercial activities, and from indirect 
support from the Civil Budget.  The revenue of the Staff Centre for 2017 was about EUR 
2 million. 
 
In 2015, NATO member nations agreed to transition the Staff Centre from its current 
structure towards a new structure, as summarised in the NATO HQ commercial 
operations Business Plan (C-M(2015)0069). The current Staff Centre closed at the end 
of August 2018 and a new restructured Staff Centre opened in the new NATO HQ on 3 
September 2018. 
 
The Board issued an unqualified opinion on the Financial Statements for the year ended 
31 December 2017. 
 
The Board issued a qualified opinion on compliance for the year ended 31 December 
2017 due to material weaknesses in the internal controls and segregation of duties in key 
areas in the Staff Centre such as cash management, revenue collection and inventory 
management as well as a lack of control over the recruitment of temporary staff.  
 
The findings are summarised in the Letter of Observations and Recommendations 
(Annex 3). 
 
The Auditor’s Report and the Letter of Observations and Recommendations were issued 
to the International Staff whose comments have been included, see Appendix (Annex 3).   
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26 October 2018 
 
 
 
 
 

INTERNATIONAL BOARD OF AUDITORS FOR NATO 
 
 
 

AUDITOR’S REPORT ON THE RESTATED FINANCIAL STATEMENTS OF 
 

THE NATO STAFF CENTRE 
 

FOR THE YEAR ENDED 31 DECEMBER 2017 
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REPORT OF THE INTERNATIONAL BOARD OF AUDITORS 
FOR NATO TO THE NORTH ATLANTIC COUNCIL 

 
 
Report on the Financial Statements 
 
The International Board of Auditors for NATO (Board) audited the accompanying 
Restated Financial Statements of the NATO Staff Centre, which comprised the Statement 
of Financial Position as at 31 December 2017, the Statement of Financial Performance, 
Statement of Changes in Net Assets and Cash Flow Statement for the year then ended, 
and a summary of significant accounting policies and other explanatory notes.     
 
Management’s Responsibility for the Financial Statements 
 
Management is responsible for the preparation and fair presentation of these financial 
statements in accordance with the NATO Accounting Framework and the requirements 
of the NATO Financial Regulations as authorized by the North Atlantic Council.  This 
responsibility includes the design, implementation and maintenance of internal control 
relevant to the preparation and presentation of financial statements that are free from 
material misstatement, whether due to fraud or error. 
 
Auditor’s Responsibility  
 
Our responsibility is to express an opinion on these financial statements based on our 
audit, which is conducted in accordance with our Charter and international standards on 
auditing. Those standards require that we comply with ethical requirements and plan and 
perform the audit to obtain reasonable assurance about whether the financial statements 
are free from material misstatement. 
 
An audit involves performing procedures to obtain audit evidence about the amounts and 
disclosures in the Financial Statements. The procedures selected depend on the auditor's 
judgment, including the assessment of the risks of material misstatement of the Financial 
Statements, due to error or fraud.  In making those risk assessments, internal control 
relevant to the entity's preparation and  presentation of the Financial Statements is 
considered in order to design audit procedures that are appropriate in the circumstances, 
but not for the purpose of expressing an opinion on the effectiveness of the entity’s 
internal control.  An audit also includes evaluating the appropriateness of accounting 
policies used, the reasonableness of accounting estimates made by management, as 
well as evaluating the overall presentation of the Financial Statements.  
 
We believe that the audit evidence we have obtained is sufficient and appropriate to 
provide a basis for our audit opinion. 
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Opinion on Restated Financial Statements 
 
In our opinion, the Restated Financial Statements present fairly, in all material respects, 
the financial position of the NATO Staff Centre as at 31 December 2017, and of its 
financial performance and its cash flows for the year then ended in accordance with the 
NATO Accounting Framework.  
 
Emphasis of matter  
 
We draw your attention to Note 1 of the Restated Financial Statements where it is 
described that NATO member nations agreed, in September 2015, to transition the Staff 
Centre from its current structure towards a new structure, as summarised in the NATO 
HQ commercial operations Business Plan. As agreed, the current Staff Centre closed at 
the end of August 2018. The main cost items related to the closure and the settlement of 
any net outstanding liabilities will be funded from the NATO Civil Budget through the use 
of lapsed prior year appropriations. Currently, these liabilities are estimated to be 
approximately EUR 2.1 million (BC-D(2018)0067-FINAL). Our opinion is not modified in 
respect to this matter. 
 
Report on Compliance  
 
Management’s Responsibility for Compliance 
 
In addition to the responsibility for the preparation and presentation of the financial 
statements described above, management is also responsible for ensuring that the 
financial transactions and information reflected in the financial statements are in 
compliance with the NATO Financial Regulations and the NATO Civilian Personnel 
Regulations as authorised by the North Atlantic Council.     
 
Auditor’s Responsibility 
 
In addition to the responsibility to express an opinion on the financial statements 
described above, our responsibility includes expressing an opinion on whether the 
financial transactions and information reflected in the financial statements are, in all 
material respects, in compliance with the NATO Financial Regulations and the NATO 
Civilian Personnel Regulations. This responsibility includes performing procedures to 
obtain reasonable assurance about whether the funds have been used for the settlement 
of authorised expenditure and whether their operations have been carried out in 
compliance with the financial and personnel regulations in force.  Such procedures 
include the assessment of the risks of material non-compliance. 
 
We believe that the audit evidence we have obtained is sufficient and appropriate to 
provide a basis for our qualified opinion.   
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Basis for Qualified Opinion on Compliance 
 
The Board found material weaknesses in the internal controls and segregation of duties 
in key areas in the Staff Centre such as cash management, revenue collection and 
inventory management as well as a lack of control over the recruitment of temporary staff. 
Weaknesses in the internal controls was confirmed in NATO Staff Centre’s Statement of 
Internal Control. 
 
Qualified Opinion on Compliance 
 
In our opinion, except for the effects and possible effects of the matters described in the 
section Basis for Qualified Opinion on Compliance, the financial transactions and 
information reflected in the financial statements are in compliance with the NATO 
Financial Regulations and the NATO Civilian Personnel Regulations.  
 

Brussels, 26 October 2018 
 
 
 
 
 

Hervé-Adrien Metzger 
Chairman 
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26 October 2018 
 
 
 
 
 

INTERNATIONAL BOARD OF AUDITORS FOR NATO 
 

 
 

LETTER OF OBSERVATIONS AND RECOMMENDATIONS 
 

FOR THE NATO STAFF CENTRE 
  

FOR THE YEAR ENDED 31 DECEMBER 2017 
 
  



NATO UNCLASSIFIED 
 

ANNEX 3 
IBA-AR(2018)0016 

 

NATO UNCLASSIFIED 
3-2 

Introduction 
 
The International Board of Auditors for NATO (Board) audited the NATO Staff Centre’s 
Restated Financial Statements for the year ended 31 December 2017, and issued an 
unqualified opinion on the financial statements and a qualified opinion on compliance.   
 
Observations and Recommendations 
 
During the audit, the Board made two observations.  
 
One observation impacts the audit opinion on compliance: 
 

1. Weaknesses in the internal controls of the Staff Centre, 
 

The remaining observation does not impact the audit opinion:  
 

2. Inaccuracies and material errors identified in the financial statements  
 
The Board also followed up on the status of observations from previous years’ audits and 
noted that three were settled, two were superseded by current year observations, two are 
still outstanding and one observation lapsed.  
 
The Board also issued a Management Letter (IBA-AML(2018)0011) to the International 
Staff Financial Controller with the follow-up of prior years’ observations. 
 
This Letter of Observations and Recommendations was formally cleared with the 
International Staff and the formal comments are included in the Appendix (Annex 3). 
 
 
 
 
  



NATO UNCLASSIFIED 
 

ANNEX 3 
IBA-AR(2018)0016 

 

NATO UNCLASSIFIED 
3-3 

OBSERVATIONS, CONCLUSIONS AND RECOMMENDATIONS 
 
1. WEAKNESSES IN THE INTERNAL CONTROLS OF THE STAFF CENTRE 
 
Reasoning 
 
1.1 Article 12 of the NATO Financial Regulations (NFRs) states that the Heads of 
NATO bodies shall ensure the necessary internal management functions are in place to 
support effective internal control. Internal control activities shall include, but be not limited 
to; segregation of duties, avoidance of conflicts of interests, procedures for monitoring of 
performance and for follow-up of identified internal control weaknesses.  
 
1.2 According to the NATO Staff Centre mandate, the day-to-day management of 
Staff Centre activities and operations is the responsibility of a Director or the Deputy 
Director in his or her absence. The Staff Centre Director reports to the Assistant Secretary 
General for Executive Management. The Staff Centre Executive Board, chaired by the 
Assistant Secretary General for Executive Management, is responsible for the oversight 
and guidance of the Staff Centre. The Executive Board is also responsible for advising 
the Director in the management of the Staff Centre and its operations. The Director of the 
Staff Centre left NATO in 2015 and the post was deleted based on Council decision (C-
M(2015)0069).  Instead, the Deputy Director assumed the role and responsibilities of the 
Director’s post. As of 1 January 2016, the Deputy Director post was converted to the post 
of Morale, Welfare and Recreational (MWR) Manager. 

 

1.3 The Staff Centre located at the previous NATO HQ closed in August 2018 and a 
new restructured Staff Centre opened in the new NATO HQ 3 September 2018.  Following 
the restructuring of the new Staff Centre, the majority of its operations have been 
outsourced to contractors.  

 

1.4 In 2018, the Staff Centre is expected to issue financial statements relating to the 
previous NATO HQ, for the period 01 January to 31 August.  Thereafter, financial 
reporting on the new Staff Centre’s operations will be included in the consolidated 
financial statements of the International Staff (IS).  
 
Observations  
 
1.5 The MWR Manager, was absent over most of 2017. The Executive Management 
did not appoint an acting MWR for the Staff Centre in 2017 to ensure key management 
functions were addressed, in accordance with the mandate. The Staff Centre Accountant 
acted as a manager during several months of 2017, in addition to his normal 
responsibilities, making decisions regarding the operations of the Staff Centre. Therefore, 
no segregation of duties could be applied based on the MWR’s role and responsibilities.  
 
1.6 Weaknesses in internal controls including segregation of duties were found in the 
following areas: 
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 Inventory management. With the outsourcing of the restaurant to a contractor as 
of 1 May 2017, the standing inventory of food, beverages and alcohol (value of 
EUR 30,186) was sold to the contractor. The accountant performed a stock take 
of the inventory and issued an invoice to the contractor based on the inventory 
value of inventory. No segregation of duties was therefore applied over the sale 
of inventory to the Contractor, which increases the risk of error or fraud. 

 

 Management of cash. Three internal control weaknesses were noted related to 
the management of cash. Firstly, no segregation of duties was applied over the 
cash management process. Secondly, there were delays of up to eight months, 
in depositing cash at the bank, after the cash had been earned at the restaurant. 
Finally, no cash count was made at year end. All three weaknesses noted 
increase the risk of error or fraud.  

 

 Management of temporary staff. Requests for temporary staff were directly 
submitted by the Staff Centre’s subcontractor to the manpower agency. 
Associated temporary staff costs were then re-invoiced to the Staff Centre. The 
Staff Centre management did not perform controls over this process to ensure 
that requests for temporary staff were made in its best interest. This potential 
conflict of interest increases the risk of error or fraud and could lead to an 
unnecessary rise of personnel costs. 

 

 Revenue collection: In two instances, revenue owed by concessionaires was not 
properly identified, invoiced and recorded in the Staff Centre Financial 
Statements according to contract terms and conditions. Therefore, revenue 
disclosed in the financial statements of the Staff Centre for the year 2017 was 
understated.   

 
1.7 The lack of a full time manager ensuring appropriate segregation of duties 
resulted in a weak internal control environment in 2017. In prior years’ audits of the Staff 
Centre (since the audit of the 2011 Financial Statements), we reported on material 
weaknesses in internal controls. We found that internal controls were still deficient in 
2017, despite some measures taken by the IS Office of Financial Control (OFC) to ensure 
segregation of duties and internal controls in some areas. The weaknesses in internal 
controls worsened during 2017 due to the reduction of the number of staff and the MWR 
Manager being absent during almost all of 2017. IS officials informed us that the 
Administrative Officer for Executive Management (EM) was assigned as acting MWR 
manager in December 2017, following a decision of the Assistant Secretary General for 
EM. 
 
Conclusion 
 
1.8 Given the fact that the current Staff Centre closed its operations at the end of 
August 2018 and a new governance model for the commercial activities and Morale, 
Welfare and Recreation activities in the new Headquarters has been implemented, the 
Board does not provide any recommendations. However, we encourage the Executive 
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Management to ensure that proper contract management procedures are put in place for 
the management of outsourced activities in the new Headquarters.  
 
 
2. INACCURACIES AND MATERIAL ERRORS IDENTIFIED IN THE FINANCIAL 

STATEMENTS  

Reasoning 
 
2.1 According to International Public Sector Accounting Standards (IPSAS) 1, the 
financial statements should present fairly the financial position, financial performance, 
and cash flows of an entity. Fair presentation requires the faithful representation of the 
effects of transactions, other events, and conditions in accordance with the definitions 
and recognition criteria for assets, liabilities, revenue, and expenses set out in IPSAS.  
 
2.2 Financial Statements should be free of misstatements, mathematical errors, non-
reconciling items, or any other errors or omissions caused by lack of control during 
preparation. Entities should have proper internal controls, including reviews and 
reconciliations in place to ensure the consistency and the accuracy of information 
presented in the Financial Statements. 
 
Observations 
 
2.3 The IS FC issued 2017 Financial Statements for the NATO Staff Centre on 29 
March 2018 (reference FC(2018)0043). We found material errors in these financial 
statements and the disclosure notes did not in all cases comply with requirements in the 
NATO Accounting Framework.   
 
2.4 We found two main errors in the financial statements, which in our view are 
material.  The first related to the incorrect estimation of provisions for losses in the 
restaurant and thus underestimation of expenses by EUR 84,000.  The second was the 
incorrect accounting of the sale of inventory in the restaurant to the contractor which 
resulted in an underestimation of revenue and expenses by EUR 30,186.  These errors 
were corrected by the IS OFC by the issuance of restated 2017 Financial Statements on 
04 July 2018 (reference FC(2018)0043-REV1). 
 
Recommendation 
 
2.5 The Board recommends the IS to establish robust verification procedures of the 
figures and other information disclosed in the financial statements before its final issuance 
in order to comply with the NATO Accounting Framework.  
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FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS 
 
The Board reviewed the status of observations and recommendations arising from 
previous years’ audits.  The observations and action taken are summarised in the table 
below.  
 

OBSERVATION / 
RECOMMENDATION 

ACTION TAKEN STATUS 

(1) STAFF CENTRE FY 2016 
IBA-AR(2017)11, paragraph 5 
 
WEAKNESSES IN THE INTERNAL 
CONTROLS IN THE STAFF CENTRE  
 
Board’s Recommendation 
The Board recommends the IS financial 
controller, in coordination with the Staff 
Centre Executive Board, to ensure that a 
minimum set of internal controls and 
segregation of duties in key areas are in 
place in 2017 for example by implementing 
compensatory controls by Office of Financial 
Control and by strengthening the review and 
monitoring of controls by the IS Financial 
Controller. 
 

 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
Observation 
Superseded by 
current year 
observation 1. 
 

(2) STAFF CENTRE FY 2016 
IBA-AR(2017)11, paragraph 8 and 10 
 
WEAKNESSES IN CONTRACT 
MANAGEMENT OF THE SERVICE 
CONTRACT FOR THE RESTAURANT  
 
Board’s Recommendation 
The Board recommends the IS and Staff 
Centre to ensure procedures are in place to 
monitor contractors. Since the majority of 
Morale and Welfare Activities will be fully 
outsourced in the New NATO HQ, monitoring 
of contractors performance will be critical. 
Further, the Board recommends the IS 
Financial Controller to ensure that, when 
necessary, service contracts include proper 
performance indicators and incentives for the 
contractor to perform in the best interest of 
NATO.  

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
As from 2 May 2017, the restaurant 
was outsourced to a contractor. A 
concession contract was signed 
whereby the Staff Centre will 
compensate the contractor up to a 
maximum of EUR 12,000 per month 
for losses. In case of profit, it will be 
shared at a 50% rate.  
 
With the closing of the current Staff 
Centre, this contract was terminated 
in 2018. 
 

 
 
 
 
 
 
 
 
Observation 
Settled. 
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OBSERVATION / 
RECOMMENDATION 

ACTION TAKEN STATUS 

(3) STAFF CENTRE FY 2016 
IBA-AR(2017)11, paragraph 3  
 
LATE ISSUANCE OF THE FINANCIAL 
STATEMENTS  
 
Board’s Recommendation 
The Board recommends that future financial 
statements be submitted by 31 March, in 
accordance with the deadline in the NFRs.   
 

 
 
 
 
 
 
 
The financial statements for 2017 
was submitted on 31 March 2018, 
in accordance with the deadline in 
the NFRs. 
 

 
 
 
 
 
 
 
Observation 
Settled.  
 

(4) STAFF CENTRE FY 2016 
IBA-AR(2017)11, paragraph 4  
 
WEAKNESSES IN THE PREPARATION OF 
THE FINANCIAL STATEMENTS 
RESULTED IN NON COMPLIANCE WITH 
THE NATO ACCOUNTING FRAMEWORK 
AND OTHER ERRORS 
 
Board’s Recommendation 
The Board recommends the IS to establish 
robust verification procedures of the figures 
and other information in the financial 
statements before its final issuance in order 
to comply with NATO Accounting 
Framework.  
 
Also, the Board recommends keeping all 
accounting transactions and records in the 
main accounting software. 
 

 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
Observation 
Superseded by 
current year 
Observation 2. 
 

(5) STAFF CENTRE FY 2016 
IBA-AR(2017)11 (FY 2016) paragraph 3  
 
LIQUIDITY PROBLEMS IN THE STAFF 
CENTRE INCREASE THE RISKS FOR THE 
NEED FOR COMMON FUNDS  
 
Board’s Recommendation 
The Board recommends that a plan should 
be developed to ensure the re-payment of all 
Staff Centre’s obligations.  
 
The Board also refers to the Board’s 
performance audit on the need to revise 
NATO-wide Framework on Morale and 
Welfare Activities (reference IBA-
AR(2017)01) where it recommended 
strategies be in place to assure the 
implementation of the principle of self-
sustainability of MWA operations. 

 
 
 
 
 
 
 
 
According to BC-D(2018)0067-
Final and BC-D(2018)0076, an 
estimate of the close-out costs of 
the NATO Staff Centre has been 
prepared and approved by the 
Budget Committee. The Council 
agreed to cover these close out 
costs through the use of special 
carry forward of lapsable 
appropriations from the 2016 Civil 
budget. The closure of the current 
Staff Centre took place 31 August 

 
 
 
 
 
 
 
 
Observation 
Settled. 
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2018. The liabilities are currently 
estimated at EUR 1.9 million but 
could increase to EUR 2.1 million. 
 
A new mandate governing the 
commercial activities and Morale, 
Welfare and Recreation activities 
in the new Headquarters was 
approved by the Budget 
Committee on 25 June 2018 and is 
awaiting Council approval. The 
new governance model is based 
on the principle of self-
sustainability. 
 

(6) STAFF CENTRE FY 2015 
IBA-AR(2016)16, paragraph 3 
 
PROPER CLOSURE OF CURRENT STAFF 
CENTRE BUSINESS NEEDS TO BE 
ENSURED 
 
Board’s Recommendation 
The Board recommends the IS to ensure 
sufficient resources are allocated to the 
closure of the current Staff Centre.  The IS 
should ensure that necessary actions are 
taken to ensure proper closure of the 
accounts of the current Staff Centre, proper 
hand over of supplier equipment and proper 
procedures for write of and disposal of 
equipment.  Furthermore, the IS should 
ensure that all contracts are terminated on 
time and in accordance with contract terms 
and conditions.   
 

 
 
 
 
 
 
 
 
The move of the Staff Centre to the 
New HQ was delayed until August 
2018.  
 
We will follow up on the closure of 
accounts, termination of staff 
contracts and concession 
contracts and write off and disposal 
of asset during the audit of the 
2018 Staff Centre Financial 
Statements.  

 
 
 
 
 
 
 
 
Observation 
Outstanding. 

(7) STAFF CENTRE FY 2014 
IBA-AR(2015)32, paragraph 2 
 
CONCESSION AGREEMENTS SIGNED IN 
THE MEDICAL CENTRE NEEDS TO BE 
REVIEWED AND RE-NEGOTIATED 
 
Board’s Recommendation 
Before the move to the new NATO 
Headquarter, the Board recommends the IS 
to review the operation of the Medical Centre 
and the agreements in place in the Medical 
Centre. The Board recommends the IS to 
ensure that rental fees charged to the 
concessionaires in the Medical Centre are 
fixed based on clear principles ensuring all 

 
 
 
 
 
 
 
 
The operation of the Medical 
Centre and the agreements in 
place in the Medical Centre was 
not reviewed by the IS in 2017.  
 
The IS stated that this was due to 
resource constraints and the fact 
that higher priority was given by the 
IS to prepare the restructuring of 

 
 
 
 
 
 
 
 
Observation 
Lapsed. 
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costs of the facilities are covered including 
utilities and management administration. 
 
These concession agreements should be 
reviewed and re-negotiated by IS 
Procurement Service and properly approved 
by the IS Financial Controller.  

the Staff Centre and the new 
operating model for the New HQ. 
 
In the New HQ, the Medical Centre 
(as part of retail services) is fully 
outsourced and new contracts 
were put in place in 2018.  
 

(8) STAFF CENTRE FY 2011 
IBA-AR(2013)05 (FY 2011) paragraph 5.2.6 
 
DIFFERENCES BETWEEN FINANCIAL 
STATEMENTS AND DETAILED DATA - 
UNDERSTATEMENT OF PROPERTY, 
PLANT & EQUIPMENT (PP&E) AND 
REVENUE IN PRIOR YEARS 
 
Board’s Recommendation 
The Board recommends the Staff Centre to 
make proper corrections ensuring that the 
values of PP&E are correct.  Also, the Board 
recommends the Staff Centre to regularly (at 
least annually) ensure the reconciliation of 
sub-ledgers and general ledgers to identify 
errors in PP&E. 

 
 
 
 
 
 
 
 
 
 
The Board noted that there were 
still differences between sub-
ledgers and general ledgers 
related to PP&E that had not yet 
been corrected. The differences 
are in the sports (CP) segment. 
 
These differences should be 
cleared by the IS OFC as part of 
the closure of the accounts of the 
Staff Centre in 2018. 
 

 
 
 
 
 
 
 
 
 
 
Observation 
Outstanding. 
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INTERNATIONAL STAFF (IS) 

FORMAL COMMENTS ON THE  
LETTER OF OBSERVATIONS AND RECOMMENDATIONS 

 
OBSERVATION 1:  
WEAKNESSES IN THE INTERNAL CONTROLS IN THE STAFF CENTRE 
 
IS Formal Comments 
 

The Office of Financial Control has brought the financial transactions related to 
the Staff Centre into the ERP as from 1 January 2018. This will introduce a higher 
level of internal controls including the area of segregation of duties. The new 
governance model for the commercial activities and morale, welfare and 
recreation is significantly different and some of the risks mentioned in the IBAN 
report will no longer exist. Proper contract management procedures for 
outsourced activities are in place for the new NATO HQ Staff Centre. 

 
 
OBSERVATION 2:  
INACCURACIES AND MATERIAL ERRORS IDENTIFIED IN THE FINANCIAL 
STATEMENTS  
 
IS Formal Comments 
 

The recommendation is agreed. The fact that all transactions related to the new 
and previous staff Centres are now centralised in the OFC and managed in the 
ERP should contribute to a reduction of the risks of errors and inaccuracies in 
the financial statements. 
 

 
















































