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IBAN REPORT ON THE 2017 FINANCIAL SATEMENTS OF ALLIED COMMAND

TRANSFORMATION

ACTION SHEET

On 23 November 2018, under the silence procedure, the Council noted the
IBAN report on the 2017 financial statements of ACT attached to C-M(2018)0056,
endorsed the related RPPB report, and agreed to the public disclosure of the report, the
IBAN audit and associated 2017 financial statements of ACT.

(Signed) Jens Stoltenberg
Secretary General

NOTE: This Action Sheet is part of, and shall be attached to C-M(2018)0056
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C-M(2018)0056

Silence Procedure ends:

23 Nov 2018 15:30

IBAN REPORT ON THE 2017 FINANCIAL SATEMENTS OF ALLIED COMMAND
TRANSFORMATION

Note by the Secretary General

1. | attach the International Board of Auditors for NATO (IBAN) report on the audit of
the 2017 financial statements of Allied Command Transformation (ACT). The IBAN audits
produced unqualified opinions on both the financial statements and compliance for ACT.

2. The IBAN reports have been reviewed by the Resource Policy and Planning Board
(RPPB) (see Annex 1).

3. | do not believe this issue requires further discussion. Therefore, unless | hear to
the contrary by 15:30 hours on Friday, 23 November 2018, | shall assume the Council
noted the IBAN report on the 2017 financial statements of ACT, endorsed the related RPPB
report, and agreed to the public disclosure of this report, the IBAN audit and associated 2017
financial statements of ACT.

(Signed) Jens Stoltenberg

1 Annex
1 Enclosure Original: English
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ANNEX TO
C-M(2018)056

IBAN AUDIT ON THE 2017 FINANCIAL STATEMENTS OF ALLIED COMMAND
TRANSFORMATION

Report by the Resource Policy and Planning Board (RPPB)

References:

A. IBA-A(2018)0007 IBAN Audit on the 2017 Financial Statements of ACT

B. BC-D(2017)0199-FINAL  NFR/FRP Lessons Learned Review

C. PO(2015)0052 Wales Summit tasker on transparency and accountability
BACKGROUND

1. This report by the RPPB addresses the IBAN audits of the 2017 financial statements

and compliance of ACT. The IBAN audits set out unqualified opinions on the financial
statements and on compliance of ACT in 2017 (reference A).

DISCUSSION

2. The IBAN issued five observations and recommendations in 2017, three of the five
were repeat observations and superseded those identified in 2016. All three indicate further
progress is needed implementing the NFRs relating to risk management, internal control,
and internal audit. The other two observations relate to a deviation from the standard
procurement method that was not fully justified and not capitalising inventories above the
capitalisation threshold. The IBAN also followed up on the status of observations from
previous years’ audits and noted that three were partially settled, one remained outstanding,
and two were superseded into three current year observations. In general, ACT concurred
with the IBANSs observations and recommendations.

3. The RPPB notes the progress made by ACT over risk management and internal
controls during 2017. ACT drafted a risk management directive, developed some (but not
all) risk registers, and created a tool to serve as its comprehensive strategic risk register.
ACT also drafted its internal control framework directive and a directive providing procedures
and clear roles and responsibilities over property management. The RPPB recognises ACT,
like other NATO bodies, is still in the process of dealing with the implementation of the
complex and wide ranging requirements of the NFRs. The RPPB is aware that the
challenges in this regard have featured prominently in the lessons learned exercise
completed by the Budget Committee (BC) in April 2018 (reference B).

4. The IBAN found ACT’s Internal Audit performed “external” audits of the NATO
School Oberammergau and four NATO Centres of Excellence rather than internal audits of
ACT. ACT responded by asserting its use of ACT's Command Auditor helps ensure that
financial governance is maintained in the wider NATO. “External” audits may be significantly
reduced or eliminated as ACT plans for the role of internal audit at ACT to increase as risk
assessments mature; risk assessments will identify additional areas for the ACT Internal
Auditor to assess. The RPPB notes both IBAN's finding and ACT’s planned approach.
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5. The IBAN identified one instance where a procurement method deviation was
authorised appropriately for a sole source procurement, but the justification provided was
deemed insufficient by the IBAN and therefore International Competitive Bidding (ICB)
should have been employed. The procurement was for a bus valued at approximately
€295,000. ACT concurred with the observation and requirement and stated that ACT’s goal
is to ensure that competitive bidding processes are followed as much as possible.

CONCLUSION

6. The IBAN issued an unqualified audit opinions on the 2017 financial statements and
on compliance of ACT. The RPPB notes that many observations were repeated from the
prior year, but highlights that progress is being made by ACT. The RPPB underscores the
importance of following the NATO Financial Regulations and procurement regulation for all
procurement actions.

RECOMMENDATIONS

7. The RPPB recommends that the Council:

7.1. note the IBAN report at reference A;

7.2. endorse the conclusion at paragraph 6; and,

7.3. agree to the public disclosure of this report, the IBAN audit and the associated 2017
financial statements of ACT in line with the agreed policy in reference C.
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Enclosure to

C-M(2018)0056
NORTH ATLANTIC TREATY ORGANIZATION
ORGANISATION DU TRAITE DE L'ATLANTIQUE NORD

INTERNATIONAL BOARD OF AUDITORS
COLLEGE INTERNATIONAL DES COMMISSAIRES AUX COMPTES

NATO UNCLASSIFIED

OTAN |BA-A(2018)OOES%

2 July 2018

To: Secretary General
(Attn: Director of the Private Office)

Cc: Supreme Allied Commander Transformation (SACT)
Financial Controller, Allied Command Transformation (ACT)
Chairman, Resource Policy & Planning Board (RPPB)
Branch Head, Plans and Policy Branch, NATO Office of Resources (NOR)
Private Office Registry

Subject: International Board of Auditors for NATO (Board) Auditor’s Report and
Letter of Observations and Recommendations on the audit of the Allied
Command Transformation (ACT) Consolidated Financial Statements for
the year ended 31 December 2017 — IBA-AR(2018)0007

The Board submits herewith its approved Auditor's Report (Annex 2) and Letter of
Observations and Recommendations (Annex 3) with a Summary Note for distribution to the
Council (Annex 1).

The Board’s report sets out an unqualified opinion on the consolidated financial
statements of ACT and on compliance for financial year 2017.

Yours sincerely,

-~

Hervé-Adrien Metzger
Chairman

Attachments: As stated above.

Boulevard Léopold 111 - B-1110 Bruxelles - Belgique
Tel.: +32(0)2 707 41 11
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Summary Note for Council
by the International Board of Auditors for NATO (Board)
on the audit of the Consolidated Financial Statements of the
Allied Command Transformation (ACT)
for the year ended 31 December 2017

The International Board of Auditors for NATO (Board) audited the the Allied Command
Transformation (ACT) Consolidated Financial Statements for the year ended 31
December 2017, which consists of four main entities: ACT HQ, Joint Warfare Centre
(JWC), Joint Force Training Centre (JFTC) and Joint Analysis and Lessons Learned
Centre (JALLC). ACT is responsible to the NATO Military Committee for overall
recommendations on NATO transformation. ACT explores concepts, promotes doctrine
development, and conducts research experiments. It also supports Allied Command
Operations (ACO) in developing and conducting exercises to train Allied and Partner
forces in NATO combined and joint operations.

The total expenditure of ACT in 2017 amounted to approximately EUR 136.8 million.

The Board issued an unqualified opinion on the ACT Consolidated Financial Statements
and on compliance for the year ended 31 December 2017.

During the audit, the Board identified 5 observations and the related recommendations
(Annex 3). These observations and recommendations do not impact the audit opinion.

The main findings were:

1. Improvement to Internal Controls over Property Management in ACT HQ is
needed.

Inventories above capitalisation threshold not capitalised.

Improvements required in the area of risk management and internal control.

The Internal Audit Function in ACT.

Deviation from normal method of procurement procedures not fully justified.

abrwn

The Board also followed up on the status of observations from previous years’ audits and
noted that three observations were partially settled, two were superseded by current year
observations and one continued to be outstanding.

The Auditor's Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to the Supreme Allied Commander Transformation (SACT) whose
comments have been included (Appendix to Annex 3).
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29 June 2018

INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE CONSOLIDATED FINANCIAL STATEMENTS OF THE

ALLIED COMMAND TRANSFORMATION

(ACT)

FOR THE YEAR ENDED 31 DECEMBER 2017
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REPORT OF THE INTERNATIONAL BOARD OF AUDITORS
FOR NATO TO THE NORTH ATLANTIC COUNCIL

Report on the Financial Statements

The International Board of Auditors for NATO (Board) audited the accompanying
consolidated financial statements of the Allied Command Transformation (ACT), which
comprised the Statement of Financial Position as at 31 December 2017, and the
Statement of Financial Performance, Statement of Net Assets/Equity and Cashflow
Statement for the year then ended, and Notes to the Financial Statements, including a
Statement of Accounting Policies. The Board also audited the Budget Execution
Statements for the year ended 31 December 2017.

Management’s Responsibility for the Financial Statements

Management is responsible for the preparation and fair presentation of these financial
statements in accordance with the NATO Accounting Framework and the requirements
of the NATO Financial Regulations as authorized by the North Atlantic Council (NAC).
This responsibility includes the design, implementation and maintenance of internal
control relevant to the preparation and presentation of financial statements that are free
from material misstatement, whether due to fraud or error.

Auditor’s Responsibility

Our responsibility is to express an opinion on these financial statements based on our
audit, which is conducted in accordance with our Charter and international standards on
auditing. Those standards require that we comply with ethical requirements and plan and
perform the audit to obtain reasonable assurance about whether the financial statements
are free from material misstatement.

An audit involves performing procedures to obtain evidence about the amounts and
disclosures in the financial statements. The procedures selected depend on the auditor's
judgment, including the assessment of the risks of material misstatement of the financial
statements, due to fraud or error. In making those risk assessments, internal control
relevant to the entity's preparation and presentation of financial statements is considered
in order to design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of internal control. An audit
also includes evaluating the appropriateness of accounting policies used, the
reasonableness of accounting estimates made by management, as well as evaluating the
overall presentation of the financial statements.

We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

NATO UNCLASSIFIED
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Opinion on Financial Statements

In our opinion, the financial statements present fairly, in all material respects, the financial
position of ACT as of 31 December 2017, and of its financial performance and its cash
flows for the year then ended in accordance with the NATO Accounting Framework.

Report on Compliance
Management’s Responsibility for Compliance

In addition to the responsibility for the preparation and presentation of the financial
statements described above, management is also responsible for ensuring that the
financial transactions and information reflected in the financial statements are in
compliance with the NATO Financial Regulations and the NATO Civilian Personnel
Regulations as authorised by the North Atlantic Council (NAC).

Auditor’s Responsibility

In addition to the responsibility to express an opinion on the financial statements
described above, our responsibility includes expressing an opinion on whether the
financial transactions and information reflected in the financial statements are, in all
material respects, in compliance with the NATO Financial Regulations and the NATO
Civilian Personnel Regulations. This responsibility includes performing procedures to
obtain reasonable assurance about whether the funds have been used for the settlement
of authorised expenditure and whether their operations have been carried out in
compliance with the financial and personnel regulations in force. Such procedures
include the assessment of the risks of material non-compliance.

We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.

Opinion on Compliance
In our opinion, in all material respects the financial transactions and information reflected
in the financial statements are in compliance with the NATO Financial Regulations and

the NATO Civilian Personnel Regulations.

29 June 2018

-

Hervé-Adrien Metzger
Chairman
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29 June 2018

INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE ALLIED COMMAND TRANSFORMATION

(ACT)

FOR THE YEAR ENDED 31 DECEMBER 2017
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Introduction

The International Board of Auditors for NATO (Board) audited the ACT Consolidated
Financial Statements for the year ended 31 December 2017, and issued an unqualified
opinion on the financial statements of ACT and on compliance for the financial year 2017.

Observations and Recommendations

During the audit, the Board identified 5 observations and provided 5 recommendations.
These observations and recommendations do not impact the audit opinion. They are
summarised herein:

1. Improvement to Internal Controls over Property Management in ACT HQ is
needed.

Inventories above capitalisation threshold not capitalised.

Improvements required in the area of risk management and internal control.

The Internal Audit Function in ACT.

Deviation from normal method of procurement procedures not fully justified.

abrown

The Board also followed up on the status of observations from previous years’ audits and
noted that three observations were partially settled, two were superseded by current year
observations and one continued to be outstanding.

The Board also issued a Management Letter (reference IBA-AML(2018)0005) to the
Supreme Allied Commander Transformation (SACT) with observations for management’s
attention.

This letter of Observations and Recommendations was formally cleared with ACT and
the formal comments are included, with the Board’s position on those comments where
necessary (Appendix, Annex 3).

NATO UNCLASSIFIED
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OBSERVATIONS AND RECOMMENDATIONS

1. IMPROVEMENT TO INTERNAL CONTROLS OVER PROPERTY
MANAGEMENT IN ACT HQ IS NEEDED

Reasoning

1.1 Article 12.1 of the NATO Financial Regulations stipulates that one of the
objectives of a NATO Body is to safeguard assets and verify the accuracy and reliability
of accounting data and records. According to Article 12.2 of the NFRs, the Financial
Controller shall establish and maintain comprehensive accounting records of all assets
and liabilities.

1.2 According to the FRPs, the Financial Controller shall ensure that integrated
accounting systems are established and maintained for all funds and property. Also,
Property Accounting Officer(s) are responsible for receiving and maintaining physical
custody of all international property.

1.3 According to the ACT Financial Policy Directive 60-1, suitable records will be
maintained for non-expendable property and items of expendable property considered
attractive for personal use. The PAO shall ensure that a complete physical inventory of
all property is taken at least every two years.

1.4 ACT HQ approved a new HQ SACT property accounting and control directive on
27 March 2018.

Observation

15 The Board was provided with the ACT HQ property register. This continues to be
incomplete as it only includes property acquired as from 2017. Therefore, ACT HQ
continues to lack a complete and holistic asset register. Some individual sections maintain
their own property databases, but there are no consistent controls on the assets and
registers and no central asset register exists. This observation has been outstanding
since 2013.

1.6 Furthermore, a physical inventory of all property, as required by the ACT
Financial Policy Directive 60-1, has not been performed in the last two years.

Recommendations
1.7 The Board recommends that ACT HQ:
e Ensure, as soon as possible, the creation of a complete, accurate and

comprehensive property register for ACT HQ in accordance with the NFRs,
FRPs and local directives.

NATO UNCLASSIFIED
3-3



NATO UNCLASSIFIED

ANNEX 3
IBA-AR(2018)0007

e Ensure that physical inventory of property is performed on a regular basis at
ACT HQ and all ACT subcommands in order to keep the registers accurate
and reliable and to reduce the risk of error and fraud.

2. INVENTORIES ABOVE CAPITALISATION THRESHOLD NOT CAPITALISED
Reasoning

2.1 According to the NATO Accounting Framework, the capitalization threshold for
inventories (Consumables, Spare parts, Ammunition, Strategic stocks) is EUR 50,000 per
location / warehouse.

Observation

2.2 Joint Warfare Centre (JWC) provided the Board with a listing of inventories as at
31 December 2017. According to this report, the value of consumables was Norwegian
Kroner (NOK) 3.8 million and Spare parts was NOK 1.2 million. Both types of inventories
in EUR equivalent exceed the capitalization threshold but was not capitalised as inventory
in the ACT Consolidated Financial Statements.

2.3 We further found that a number of items of PP&E was incorrectly classified and
recorded as inventory.

Recommendations

2.4 The Board recommends ACT to capitalize inventories (if any) above the threshold
of EUR 50,000. Furthermore, we recommend ACT to verify the accuracy, completeness
and valuation of items in the accounting system in JWC, JFTC and JALLC in order to
ensure that inventories above the threshold are properly accounted for.

3. IMPROVEMENTS REQUIRED IN THE AREA OF RISK MANAGEMENT AND
INTERNAL CONTROL

Reasoning

3.1 According to the NATO Financial Regulations (NFRs) Article 11, the Heads of
NATO bodies shall ensure effective, efficient and economical risk management
procedures are in place to support the achievement of objectives as set by the Nations.
Risks to the achievement of these objectives shall be identified, assessed and mitigated.

3.2 Article XI of the NATO Financial Rules and Procedures (FRPs) states that the
Financial Controller will be responsible for financial risk management including the
establishment of financial risk management standards and an appropriate Internal Control
framework to be reviewed by the Internal Control Officer.

NATO UNCLASSIFIED
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3.3 The NFRs Article 12 requires that the Heads of NATO bodies shall ensure the
necessary internal management functions are in place to support effective internal control
and internal control activities shall include periodic assessment and review of the risk and
the sound functioning of the internal control system. In order to meet the desired internal
control standards the Financial Controller shall establish a system of internal financial and
budgetary control, embracing all aspects of financial management.

Observation
Risk Management

3.4 The Board acknowledges the overall ACT progress in the development of the
Risk Management Framework. The Audit Advisory Panel created in 2016 appears to be
an effective instrument in the facilitation of the implementation of risk management and
internal controls ACT-wide.

3.5 The Board was provided with the ACT Risk Management Directive (ACT Dir 20-
3.2), approved by the Chief of Staff on 22 January 2018.

3.6 ACT is developing a tool called “Athena”, designed to contribute to the practical
implementation of risk management at ACT. The tool will link ACT strategic objectives
with related activities and risks and will help to generate a comprehensive risk register at
the strategic level. Due to the ongoing work on “Athena”, the complete and
comprehensive risk register has not yet been compiled at the level of Supreme Allied
Command Transformation (SACT). Nevertheless, a number of significant strategic risks
are regularly presented to the Management Board meetings.

3.7 Also, we noted that a risk appetite had not clearly been set and defined.

3.8 The Budget and Finance divisions of JWC, JALLC and JFTC have developed
their risks registers, deriving from their objectives. At the same time, a risk register has
not yet been developed for the ACT HQ Budget and Finance. Further, development of
risk registers by other ACT functions is an ongoing process, however no formal risk
registers have been developed yet.

Internal controls

3.9 Significant progress was made in the area of implementation of internal control
activities at ACT. The “ACT Internal Control Framework Directive 6-2” was approved on
29 January 2018.

3.10 A system of internal financial and budgetary control is operating through policies,
procedures and standing instructions at ACT. At the same time, no formal mapping of
critical processes, associated risks and existing internal controls are performed. The
absence of the abovementioned mapping increases the likelihood of not identifying
potential vulnerabilities and does not allow to evaluate the nature and extent of risks, as

NATO UNCLASSIFIED
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well as manage them efficiently, effectively and economically. Documentation of specific
internal controls and risk management is essential in order to ensure and to clearly
demonstrate to others that a complete system of internal control and risk management is
in place.

Recommendations
3.11 The Board recommends that ACT:

e Continue the on-going work of establishing comprehensive and robust risk
registers at both the strategic and operational levels and ensure the risk
registers are capturing significant risks across all functions of the organization,
ensuring the “completeness” of risks. This includes ensuring that ACT fully
embeds its entity-wide risk management policy throughout the organisation.

e Clearly define and set a “risk appetite” (both at SACT and Financial Controller
level).

e Document the internal controls and associated risks in place for main
processes within ACT operations and assess the compliance with the
framework chosen.

4. THE INTERNAL AUDIT FUNCTION IN ACT
Reasoning

4.1 According to the paragraph 13.1 of the NATO Financial Regulations, all NATO
bodies shall undertake internal audit activities in order to evaluate risk exposures and the
effectiveness of internal controls in managing risk within the organisation’s governance,
operations and information systems.

4.2 According to FRP Xl and FRP XIllI, the Internal Audit shall monitor and evaluate
the effectiveness of the organization's risk management processes. The internal audit
plan should be developed based on the prioritization of the audit universe using a risk-
based methodology.

Observation

4.3 The Board noted that no internal audit engagements on risk management was
undertaken in 2017 due to the fact that no documented internal control and risk
management procedures were available and the above-mentioned processes were
considered immature. According to the SACT Strategic Audit Planning Memorandum for
the period ending 31 December 2018, internal audit is going to undertake “Risk
Management - review of maturity” engagement in 2018.

NATO UNCLASSIFIED
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4.4 Further, the development of the internal audit plan for 2018 was not fully “risk-
based” and not fully based on the analysis of the complete audit universe although
internal audit topics selected for 2018 relate to “elevated risk” areas (such as budgetary
control, custody and control of assets). The reason for that was the lack of risk registers
from ACT functions and description of critical ACT processes and associated risks and
internal controls.

4.5 ACT Internal Audit continued to perform ‘external’ audits of a number of non-ACT
entities (the NATO School Oberammergau, four NATO Centres of Excellence) in 2017.
At the same time, some planned audit topics for 2017 (Procurement at ACT, procurement
at ACT subcommands) were not executed but rolled-forward to the next year. The Board’s
opinion is that ACT’s Internal Audit should not use common funded resources to audit
non-ACT entities while delaying planned ACT internal audits.

Recommendations
4.6 The Board recommends that:

e ACT Internal Audit fully evaluate the system of internal control and risk
management throughout ACT, and that this work be clearly documented so as
to be able to conclude on the effectiveness of ACT’s risk management and
internal controls.

e ACT Internal Audit uses inputs from risk registers of all ACT functions (when
available) in planning internal audit engagements. This will help ensuring a
structured, formally justified, risk-based approach to the selection of audit
topics.

e ACT does not audit non-ACT entities while not having sufficient capacity for
audit engagements directly related to ACT and its subcommands. The internal
audits limited capacity should be focussed on audit engagements directly
related to ACT.

5. DEVIATION FROM NORMAL METHOD OF PROCUREMENT NOT FULLY
JUSTIFIED
Reasoning

5.1 According to Article 32 of the NATO Financial Regulations (NFR) timely
acquisition of goods and services is to be achieved wherever possible through a
competitive bidding process, using approved procurement procedures to achieve the
most effective, efficient and economical solution. Goods and services will be procured, in
a transparent and fair manner built upon the principle of non-discrimination and fairness
in which eligible suppliers are given the same opportunity and treated in the same fair
manner.

NATO UNCLASSIFIED
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5.2 Further for all procurement actions exceeding Level D of the EFL (€160,000),
formal procurement consisting of International Competitive Bidding and Proposals must
be organized. Departures may only be authorized by the Financial Controller in the
interests of security, urgency, standardization of equipment, or in exceptional
circumstances.

Observation

5.3 On 14 December 2017, JWC requested an authorization to depart from the
normal method of procurement for the purchase of a bus (blue fleet vehicle) the in amount
of NOK 2,9 million (approx. EUR 295 thousand). The deviation was approved by the ACT
HQ Financial Controller. As per the deviation, the requirement was for a standard bus
providing personnel transportation for which the normal method of procurement would
have been international competitive bidding (ICB).

5.4 In accordance with the Memorandum of Agreement with the Host Nation, the
latter provides transportation services and drivers free of charge, as well as manages
their shared vehicle pool. The departure from International Competitive Bidding was
requested for a sole source procurement in the interest of standardization of equipment.
The standardization should ensure compatibility, interoperability and safety according to
the deviation. As the Host Nation purchased a new bus for the shared vehicle pool from
a specific supplier, JWC identified another bus with the same specifications which was
available for immediate delivery from the same supplier.

5.5 When reviewing the statement of requirement for the bus, the Board found that
the JWC specifications (type of engine, transmission, number of seats, cargo, air-
conditioning, locking of doors, colour and tires) could be considered as standard
specifications.

5.6 Taking into consideration the JWC requirements for the bus, the Board is of the
opinion that these do not provide sufficient adequate justification for departing from full
and open competition as required by the NFRs and FRPs.

5.7 Moreover, the Board found that JWC only obtained an estimated cost for a similar
bus with delivery in 2018, but from the same supplier (Quotation of NOK 3,345,000).
Thus, deviation to sole source procurement implied that there was no access of other
eligible suppliers to participate in a competitive bidding. This might have prevented JWC
from achieving the most effective, efficient and economical solution.

Recommendation
5.8 The Board recommends that JWC follow the NFRs and procurement

regulations in place and ensures that deviations are fully supported and based on valid
justifications supported by the NFRs.
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FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS

The Board reviewed the status of the observations and recommendations arising from its
previous audits. The observations and their status are summarised in the table below.

OBSERVATION/RECOMMENDATION

ACTION TAKEN

STATUS

(1) ACT FY 2016
IBA-AR(2017)06, paragraph 1.7

COMPLIANCE WITH THE NATO FINANCIAL
REGULATIONS, PARTICULARLY THOSE
ARTICLES ON INTERNAL CONTROL, RISK
MANAGEMENT AND INTERNAL AUDIT

Board’s recommendations

a) The Board recommends that ACT perform a
systematic and detailed assessment and
documentation of its internal control and risk
management procedures to support compliance
with its recently approved internal control
framework, COSO. This includes ensuring that it
fully embeds its entity-wide risk management policy
throughout the organisation and that risk registers
are developed and employed throughout all ACT
departments and operations.

b) The Board recommends that ACT Internal Audit
fully evaluate internal control and risk management
throughout ACT, and that this work be clearly
documented so as to be able to conclude as to
ACT’s compliance against COSO.

¢) The Board recommends that ACT Internal Audit
fully focus its limited resources on the internal
auditing of ACT and not on performing ‘external’
audits of the NATO School Oberammergau and
non-NATO bodies such as the Centres of
Excellence.

d) The Board recommends that Council ensure that
the NFRs and FRPs are aligned in respect to the
level of flexibility allowed when carrying forward
current year budget credits for goods and services
that are expected to be rendered during the following
financial year, not the current financial year. This
should be taken into account during the revised
NFRs lessons learned exercise expected to be
completed in 2017.

d) ACT in all material
aspects was following the
requirements of the NFRs

regarding the carrying
forward of current year
budget credits. No

significant travel expenses
in the beginning of next
financial year.

Observation
Superseded by
current year
Observation 3.

Observation
Superseded by
current year
Observation 4.

Observation
Superseded by
current year
Observation 4.

Observation
Settled.
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(2) ACT FY 2016
IBA-AR(2017)06, paragraph 2.4

INSTANCES OF NON-COMPLIANCE IN
RESPECT TO REPRESENTATION
ALLOWANCES

Board’s recommendation

The Board recommends that ACT:

- Ensure that there are adequate controls in place in
order to prevent incurring expenses which exceed
the annual budget.

- Provide representation allowance funds to
participants only on a reimbursable basis after
Financial Controller approval. As a result, ACT
credit cards should not be used for representation
allowance expenditures.

The Board found one
representation allowance
expense where the amount
paid for a breakfast event

(EUR 58 per person)
exceeded the 2017
indicative reimbursement
ceilings of EUR 21 per
person. Further, the
reimbursement  included
EUR 48 for “extra
personnel” without any

additional documentation.

ACT continued to use
credit cards for some
representation allowance
expenditures and thus
representation allowance
was in these cases not paid
on a reimbursable basis.

Observation
Outstanding

(3) ACT FY 2016
IBA-AR(2017)06, paragraph 3.3

INTERNAL CONTROL OVER PROPERTY
SAFEGUARDING AND ACCOUNTING NEEDS
IMPROVEMENT

Board’s recommendation

The Board recommends that ACT implement, as
soon as possible, standard property accounting
operating procedures throughout ACT. It should
also finalise, as soon as possible, a centralised
property register at ACT HQ as well as property
registers at each of the subcommands (JWC, JFTC
and JALLC). These registers need to be properly
controlled at the appropriate level and regular
property counts should be performed to keep the
registers accurate and reliable, and to reduce the
risk of error or fraud.

Observation
Superseded by
current year
Observation 1.
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(4) ACT FY 2014
IBA-AR(2016)15, paragraph 2

TIMING OF FUNDING PROVIDED TO THE
CENTRE FOR MARITIME RESEARCH AND
EXPERIMENTATION DOES NOT REFLECT THE
PROGRESS OF SERVICES BEING RECEIVED

Board’s recommendation

The Board recommends that for 2015 CMRE
funding, consideration should be given by ACT to
adjusting the payment profile to more accurately
reflect the progress of the services being received.

The front-loading of
funding to CMRE started to
reduce, however the timing
of funding provided to
CMRE still does not fully
reflect the progress of
services being received.

Observation
Partially Settled.

(5) ACT FY 2014
IBA-AR(2016)15, paragraph 3

INTERNAL CONTROL WEAKNESSES
IDENTIFIED IN FINANCIAL ACCOUNTING AND
REPORTING PROCEDURES

Board’s recommendation

As in the prior year, the Board again recommends
ACT to improve its verification procedures of the
figures and other information in the financial
statements. This should include identifying a person
independent of the financial statement preparation
process who can perform a review of the financial
statements.

Although improvements
was noted in the quality of
the ACT Consolidated
Financial Statements, we
continued to identify areas
of improvements. These
have been reported in the
Management Letter.

Observation
Partially settled.

(6) ACT FY 2013
IBA-AR(2014)16, section 5

CONFIRMATION OF YEAR-END ASSETS AND
LIABILITIES OUTSTANDING BETWEEN NATO
ENTITIES

Board’s recommendation

The Board recommends ACT, as from 2014, to
confirm the outstanding asset and liability balances
it has with other NATO bodies as part of the
preparation of the financial statements.

ACT continues to adopt
unofficial channels and
processes in place to
ensure balances with ACO
and NCIA at ACT HQ are
agreed. However, this was
not fully done at JWC,
JFTC and JALLC. ACT HQ
and all subcommands
should formally confirm
their asset and liability
balances with other NATO
bodies at year-end.

Observation
Partially Settled.

NATO UNCLASSIFIED
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SUPREME ALLIED COMMANDER TRANSFORMATION (SACT)
FORMAL COMMENTS
ON THE LETTER OF OBSERVATIONS AND RECOMMENDATIONS
AND THE INTERNATIONAL BOARD OF AUDITORS (BOARD) POSITIONS

OBSERVATION 1:
IMPROVEMENT TO INTERNAL CONTROLS OVER PROPERTY MANAGEMENT IN
ACT HQ IS NEEDED

PARA. 1.7:
Comment of the Supreme Allied Commander Transformation (SACT)

Concur with the recommendation. During 2017, HQ SACT focused its resources
to ensure that there is a process in place to capture new items of property
acquired by the command. Additionally, work commenced on a new directive that
not only provided the procedures but clearly identified roles and responsibilities.
The staff worked to the draft directive during the year, and the directive was
formally signed in early 2018. In recent months, HQ SACT staff have been
populating the property register with a comprehensive list of items and we trust
that IBAN will see the results of this work during their next audit.

OBSERVATION 2:
INVENTORIES ABOVE CAPITALISATION THRESHOLD NOT CAPITALISED

PARA. 2.4:
Comment of the Supreme Allied Commander Transformation (SACT)

Partially-concur with the recommendation.

The NOK3.8M in consumables consisted of approximately 1,050 different lines in the
inventory system. The items identified by the IBAN during the audit visit actually consist
of a wide variety of low-value items, including pens, rubber bands, tape measures, body
armor and mosquito nets. The most expensive item in the JWC inventory system was
one non-consumable item with an original purchase price of NOK39K (or €4K), which
is below the ACT capitalization threshold of €50k.

The NOK1.2M in spare parts also identified by the IBAN during the audit visit include a
range of items such as table cloths, a fax machine, flag poles, whiteboards, an outdated
laptop from 2008, a 17-seater minibus (prior to 2013) and a refrigerator. Even when
grouping together similar items from these listings, the only items of significance were
flags, in different sizes, acquired over several years. These amount to approximately
NOK150K (or €15K), which again is below the €50K threshold.

ACT does, however, accept the IBAN recommendation that there is a need to verify
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the accuracy, completeness and valuation of all items recorded in the inventory systems
at all entities. The above review at JWC has shown that the quality of information
needs to be improved.

OBSERVATION 3:
IMPROVEMENTS REQUIRED IN THE AREA OF RISK MANAGEMENT AND
INTERNAL CONTROL

PARA. 3.10:
Comment of the Supreme Allied Commander Transformation (SACT)

Concur with the recommendation. ACT is pleased to note that IBAN recognizes the
progress made in the development of the Risk Management Framework and that the
implementation of the “ATHENA” tool will help generate a comprehensive risk register
at the strategic level. HQ SACT accepts that this work is on-going and will continue to
focus management attention on this important issue throughout 2018.

OBSERVATION 4:
THE INTERNAL AUDIT FUNCTION IN ACT

PARA. 4.6:

Comment of the Supreme Allied Commander Transformation (SACT)
Partially concur with the recommendation.

On the first point, ACT agrees with the recommendation to fully evaluate the system of
internal control and risk management throughout ACT. The implementation of this
process is being led by the HQ SACT’s Strategic Management Branch (STRATMAN).

On the second point, ACT also agrees with the recommendation that ACT Internal Audit
uses inputs from risk registers of all ACT functions (when available) in planning internal
audit engagements.

On the third point, ACT’s decision to employ the ACT Command Auditor to undertake
“external audits” has been taken by the Command’s senior management and approved
in the ACT Audit Advisory Panel (AAP). In doing so, ACT recognizes that the external
audit role, carried out by the ACT Command Auditor (who is, by background, an
experienced external auditor), is not a role for a Command Auditor.

However, ACT considers the use of the ACT Command Auditor in this role as an integral
part of the command’s duty to ensure, in the absence of any other available audit
resources, that, as much as possible, financial governance is maintained in
organizations that are important to ACT and the wider NATO.

In this respect, the Command sees these external bodies as an essential and integral
part of NATO’s wider framework and, as such, are key contributors to the
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transformation of the alliance.

ACT did recognize, particularly in light of the new requirements and responsibilities
placed on internal audit, that the current audit resources and work allocation were due
for review and evaluation. As part of the NATO Command Structure-Adaptation, ACT
has proposed the creation of a three-person Command Audit cell to address projected
audits required in the future for areas identified as high risk. Based on the results of the
Risk Management work, the ability for ACT Command Auditors to perform “external”
audits may be significantly reduced or eliminated.

Board’s Position

The Board maintain its position that internal audit, considering its limited resources,
should firstly focus on effectively auditing ACT.

OBSERVATION 5:
DEVIATION FROM NORMAL METHOD OF PROCUREMENT NOT FULLY JUSTIFIED

PARA. 5.8:
Comment of the Supreme Allied Commander Transformation (SACT)

Concur with the recommendation. It is ACT’s goal to ensure that competitive bidding
processes are followed as much as possible.

FOLLOW-UP OF THE PREVIOUS YEAR’S OBSERVATIONS
Comment of the Supreme Allied Commander Transformation (SACT)

ACT management is pleased to note that several of the prior year’s observations were
settled. In relation to those that remain outstanding, action has been taken as follows:

Instances of non-compliance in respect of representation allowances: The case
identified by IBAN was an exceptional occurrence. HQ SACT continues to monitor all
Representation Allowance expenditure and the Internal Review Officer conducts a 100%
review of expenses. ACT does not anticipate any issues for 2018.

Timing of funding provided to the CMRE: ACT is pleased to see that the IBAN recognizes
this issue has been partially settled but will continue to critically address the milestone
payments for the Programme of Work in future years.

Internal control weaknesses identified in Financial Accounting and Reporting procedures:
ACT management continues to address ways of improving the financial statement
process and has initiated a plan to address the specific issues raised in the Management
Letter.

Confirmation of year end assets and liabilities outstanding between NATO entities: ACT
formalized the approach with ACO to confirm balances for the 2016 financial statements
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and with NCIA for the 2017 statements. ACT’s position is that JALLC and JFTC have
very few, if any, end of year assets and liabilities with external NATO entities but will
nevertheless seek a formal statement from them. HQ SACT staff will also formalize a
process whereby JWC assets and liabilities are included in the NCIA verification, as is
already the case with the ACO process.
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NORTH ATLANTIC TREATY ORGANISATION
ORGANISATION DU TRAITE DE L’ATLANTIQUE NORD
HEADQUARTERS, SUPREME ALLIED COMMANDER TRANSFORMATION
7857 BLANDY ROAD, SUITE 100
NORFOLK, VIRGINIA, 23551-2490

7000 GSB MBX 0010/FC-25-18/Ser NU0222

TO: Mr Hervé-Adrien Metzger, Chairman, International Board of
Auditors for NATO

SUBJECT: 2017 Annual Financial Statements for the ACT Group of
Budgets
DATE: 29 March 2018
REFERENCE: A. NATO Financial Regulations, Article 3
1. In accordance with Reference A, | herewith forward the Annual Financial

Statements for the Allied Command Transformation Group of Budgets for the Financial
Year 2017.

8 | consider that the financial information contained in the Statements agrees with
the Allied Command Transformation financial records, and shows the position at the
end of the financial year in respect of each of the items listed in Article 34 of the NATO
Financial Regulations (NFRs).

8. For these 2017 Financial Statements, ACT has again met the timeline set outin
the new NFRs. This states that Financial Statements are to be produced by 31 March.
ACT have also worked closely with the International Board of Auditors for NATO (IBAN)
on ensuring they could conclude their audit of all ACT sites by this date.

===t

Peter E. Dahl Denis Mercier

Financial Controller General, French Air Force

Allied Command Transformation Supreme Allied Commander Transformation
ENCLOSURE

1. 2017 ACT Financial Statements
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