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IBAN AUDIT ON THE 2016 FINANCIAL STATEMENTS OF THE NATO HELICOPTER
FOR THE 1990s (NH90) DESIGN AND DEVELOPMENT, PRODUCTION AND
LOGISTICS MANAGEMENT ORGANISATION (NAHEMO)
1.
I attach the International Board of Auditors for NATO (IBAN) report on the audit of the
2016 financial statements of NAHEMO.
2.
The IBAN report sets out a qualified opinion on the financial statements and a
qualified opinion on compliance for 2016. The IBAN report has been reviewed by the
Resource Policy and Planning Board (RPPB) (see Annex).
3.
I do not believe that this matter requires discussion in the Council. Consequently,
unless I hear to the contrary by 17:30 hrs on Monday 08 January 2018, I shall assume
that the Council has noted the IBAN report on the 2016 financial statements of NAHEMO
and the conclusions of the RPPB and approved the public disclosure of the redacted
financial statements and the associated audit report.

(Signed) Jens Stoltenberg

Original: English
1 Annex
2 Enclosures
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IBAN AUDIT ON THE 2016 FINANCIAL STATEMENTS OF THE NATO HELICOPTER
for the 1990s (NH90) DESIGN AND DEVELOPMENT, PRODUCTION AND LOGISTICS
MANAGEMENT ORGANISATION (NAHEMO)
Report by the Resource Policy and Planning Board
References:
A. IAB-AR(2017)29
B. C-M(2015)0025

-

IBAN audit report
NATO Financial Regulations (NFRs)

INTRODUCTION
1.

This report covers the audit of the 2016 financial statements of NAHEMO.

DISCUSSION
2.
The IBAN have issued a qualified opinion on the financial statements of NAHEMO
and on compliance for 2016. The IBAN identified five observations with recommendations.
Incorrect presentation of the budget execution statement for the operational budget
impacted the audit opinion on the financial statements and on compliance. The other four
observations did not impact the audit opinion.
3.
The Board acknowledges that the issues highlighted in the IBAN audit report will
be/have already been dealt with by the participating Nations represented on the appropriate
governing bodies of NAMEHO. That said, the RPPB is still mandated under Article 15 of
the NFRs (reference B) to examine the audit report and to provide comments and
recommendations as required.
4.
Observation 1 – presentation of budget execution statement: The IBAN found that
even though the figures disclosed were correct, the budget execution statement for the
operational budget was not presented in a clear manner. The IBAN recommendations to
improve the presentation of the operational budget have been agreed by NAHEMO and
consequently this observation is expected to be resolved by the time of the audit of the 2017
financial statements.
5.
Observation 2 – weaknesses in capitalising assets and updating registers: The
IBAN found evidence of a lack of reliable and coordinated processes for the capitalisation
of assets and the updating of asset registers and the need for improvements has been
accepted by NAHEMO.
6.
Observation 3 – inadequate segregation of duties: The IBAN found some of the
financial processes carried out in NAHEMA did not fully comply with the principles of
segregation of duties especially for accounting and disbursing functions. NAHEMO will take
into consideration the IBAN recommendation to ensure adequate segregation of duties.
7.
Observation 4 – procedural weaknesses in allocation of allowances: The IBAN
found evidence that child allowance payments for children above 18 were not fully supported
by the requisite educational enrolment certificates. NAHEMA believe that they are adhering
NATO UNCLASSIFIED
1-1

NATO UNCLASSIFIED
ANNEX to
C-M(2017)0081
to the correct internal procedures and the RPPB underlines the need to ensure that
NAHEMA properly adhered to the Civilian Personnel Regulations in this regard.
8.
Observation 5 – implementation of the NFRs: The IBAN found that NAHEMA
continues to make some progress towards implementation of the NFRs, particularly those
articles relating to internal control, risk management and internal audit. The RPPB takes
special note that in some instances NAHEMA does not comply with generally accepted
standards for internal auditing and that some audit team members lacked the requisite
professional competences and experience. The RPPB acknowledges that NAHEMA has
sought assistance in forming ad hoc audit teams for member Nations and in addition to such
outsourcing, supports the IBAN recommendation to share internal audit functions with other
NATO entities.
9.
Status of prior year observations: The IBAN reviewed the status of observations
and recommendations from previous audits and found that three were settled, two were
outstanding and one had been superseded. The first outstanding observation concerns
material weaknesses in internal control over financial reporting where the IBAN had found
some improvement but further progress is needed which NAHEMA recognise and are
working on. The second outstanding observation relates to the high level of cash which had
increased by 55% from 2015 to 2016. The IBAN found that NAHEMA has consistently
overestimated the annual budget resulting in higher calls for contributions from member
Nations. The RPPB notes that other NATO multinational procurement agencies had
addressed similar audit observations by requesting a deviation in their financial regulations
which Council had agreed to1.
CONCLUSIONS
10.
The IBAN have issued a qualified opinion on the NAHEMO financial statements and
on compliance. The RPPB welcomes the changes made by NAHEMA in response to the
adverse audit opinion on compliance on the 2015 financial statements and also the
improvements which mean the current financial statements can be publicly disclosed with
the need for redactions kept to a minimum. The RPPB notes the positive response by
NAHEMA to the current audit observations and expects that these can be resolved by the
time of the audit on the 2017 financial statements.
RECOMMENDATIONS
11.

1

The RPPB recommends that the Council:
a)

note the IBAN report (reference A);

b)

note the conclusions in paragraph 10; and,

c)

approve the public disclosure of this report, the IBAN report and the associated
redacted 2016 financial statements.

See the financial regulations of the NATO AEW&C Programme Management Organisation (NAPMO) – ref.
PO(2015)0751 and the financial regulations of the NATO Alliance Ground Surveillance Management
Organisation (NAGSMO) – ref. CM(2017)0011.
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Summary Note for Council
by the International Board of Auditors for NATO (Board)
on the audit of the Financial Statements of the
NATO Helicopter Management Organisation (NAHEMO)
for the year ended 31 December 2016
The NATO Helicopter for the 1990s Design and Development, Production and Logistics
Management Organisation (NAHEMO) is a NATO subsidiary body established with a
view to meet the NH90 Helicopters requirements of France, Germany, Italy, The
Netherlands and Belgium. NAHEMO consists of a Steering Committee (SC) composed
of representatives of the Participants with the responsibility of the overall management of
the programme and of the Agency called NAHEMA. The agency is located in Aix-enProvence (France). For 2016, the NAHEMO operational and administrative budgets'
expenses were EUR 693 million and EUR 10.8 millions, respectively.
During the audit, the Board identified five observations, and issued a qualified opinion on
the NAHEMO Financial Statements and a qualified opinion on compliance for the year
ended 31 December 2016 due to the following reasons:
Observation 1 impacts both the audit opinion on financial statements and the audit opinion
on compliance:
1. Incorrect presentation of the Budget Execution Statement for the Operational
Budget.
The other observations do not impact the audit opinion:
2. Lack of reliable and coordinated processes for capitalising assets and updating
asset registers.
3. Inadequate segregation of duties in finance processes.
4. Insufficient justification for child allowances for children above 18 years old.
5. Some progress being made to achieve compliance with the NATO Financial
Regulations, particularly those articles on internal control, risk management and
internal audit.
These observations are summarised in the Letter of Observations and Recommendations
(Annex 3). The Board also followed up on the status of observations from its previous
years' audits and noted that three were settled, two were outstanding, and one was
superseded by current year's observation number 5.
The Auditor's Report (Annex 2) and the Letter of Observations and Recommendations
(Annex 3) were issued to NAHEMO, whose comments have been included.
The Board issued a Management Letter (reference IBA-AML(2017)16) to the NAHEMA
General Manager with three observations for management's attention.
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INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR'S REPORT ON THE FINANCIAL STATEMENTS OF

THE NATO HELICOPTER MANAGEMENT ORGANISATION
(NAHEMO)

FOR THE YEAR ENDED 31 DECEMBER 2016
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REPORT OF THE INTERNATIONAL BOARD OF AUDITORS
FOR NATO TO THE NORTH ATLANTIC COUNCIL

Report on the Financial Statements
The International Board of Auditors for NATO (Board) audited the accompanying
Financial Statements of NAHEMO, which comprised the Statement of Financial Position
as at 31 December 2016, and the Statement of Financial Performance, Statement of
Changes in Equity and Cash Flow Statement for the year then ended, and a summary of
significant accounting policies and other explanatory notes. The Board also audited the
Statement of Budget Execution for the year ended 31 December 2016.
Management's Responsibility for the Financial Statements
Management is responsible for the preparation and fair presentation of these financial
statements in accordance with the NATO Accounting Framework and the requirements
of the NATO Financial Regulations as authorized by the North Atlantic Council. This
responsibility includes the design, implementation and maintenance of internal control
relevant to the preparation and presentation of financial statements that are free from
material misstatement, whether due to fraud or error.
Auditor's Responsibility
Our responsibility is to express an opinion on these financial statements based on our
audit, which is conducted in accordance with our Charter and international standards on
auditing. Those standards require that we comply with ethical requirements and plan and
perform the audit to obtain reasonable assurance about whether the financial statements
are free from material misstatement.
An audit involves performing procedures to obtain evidence about the amounts and
disclosures in the financial statements. The procedures selected depend on the auditor's
judgment, including the assessment of the risks of material misstatement of the financial
statements, due to fraud or error. In making those risk assessments, internal control
relevant to the entity's preparation and presentation of financial statements is considered
in order to design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of internal control. An audit
also includes evaluating the appropriateness of accounting policies used, the
reasonableness of accounting estimates made by management, as well as evaluating the
overall presentation of the financial statements.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
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Basis for Qualified Opinion on the Financial Statements
The Board found that the Budget Execution Statement for the Operational Budget
presents budget figures that do not correspond to the descriptions given in the
Statement's column headings. As a result, the Budget Execution Statement for the
Operational Budget does not fairly and accurately present the budgetary activities of
NAHEMO in an understandable way, thereby not meeting the objectives of general
purpose financial statements.
Qualified Opinion on Financial Statements
In our opinion, except for the effects of the matters described in the Basis for Qualified
Opinion on the Financial Statements, the financial statements present fairly, in all material
respects, the financial position of NAHEMA as of 31 December 2016, and of its financial
performance and its cash flows for the year then ended are in accordance with the NATO
Accounting Framework.

Report on Compliance
Management's Responsibility for Compliance
In addition to the responsibility for the preparation and presentation of the financial
statements described above, management is also responsible for ensuring that the
financial transactions and information reflected in the financial statements are in
compliance with the NATO Financial Regulations and the NATO Civilian Personnel
Regulations as authorized by the North Atlantic Council.
Auditor's Responsibility
In addition to the responsibility to express an opinion on the restated financial statements
described above, our responsibility includes expressing an opinion on whether the
financial transactions and information reflected in the financial statements are, in all
material respects, in compliance with the NATO Financial Regulations and the NATO
Civilian Personnel Regulations. This responsibility includes performing procedures to
obtain reasonable assurance about whether the funds have been used for the settlement
of authorized expenditure and whether their operations have been carried out in
compliance with the financial and personnel regulations in force. Such procedures
include the assessment of the risks of material non-compliance.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our opinion.
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Basis for Qualified Opinion on Compliance
The NATO Financial Regulations require the establishment of a system of internal control.
The Board found material weaknesses in internal control over financial reporting that led
to the Budget Execution Statement not fairly and accurately presenting the budgetary
activities of NAHEMO and other errors as stated in the Basis for Qualified Opinion on the
Financial Statements. These were not prevented or detected by the existing internal
controls over financial reporting, including management reviews.
Opinion on Compliance
In our opinion, except for the effects of the matters described above in the Basis for
Qualified Opinion on Compliance paragraph, the financial transactions and information
reflected in the Financial Statements are in compliance with the NATO Financial
Regulations and the NATO Civilian Personnel Regulations.
Brussels, 22 August 2017

Herve-Adrien Metzger
Chairman
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INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE NATO HELICOPTER MANAGEMENT ORGANISATION
(NAHEMO)

FOR THE YEAR ENDED 31 DECEMBER 2016
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Introduction
The International Board of Auditors for NATO (Board) audited the NATO Helicopter
Management Organization Financial Statements for the year ended 31 December 2016,
and issued a qualified opinion on the financial statements and a qualified opinion on
compliance.
Observations and Recommendations
During the audit, the Board identified the following five observations and provided
recommendations:

1. Incorrect presentation of the Budget Execution Statement for the Operational
Budget.
2. Lack of reliable and coordinated processes for capitalising assets and updating
asset registers.
3. Inadequate segregation of duties in finance processes.
4. Insufficient justification for child allowances for children above 18 years old.
5. Some progress being made to achieve compliance with the NATO Financial
Regulations, particularly those articles on internal control, risk management and
internal audit.
The first observation impacts both the audit opinion on Financial Statements and the
audit opinion on compliance. The other observations do not impact the audit opinion.
The Board followed up on the status of observations from its previous years' audits and
found that three were settled, two were outstanding, and one was superseded by current
year's observation number 5.
The Board also issued a Management Letter (reference IBA-AML(2017)16) to the
NAHEMA General Manager.
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OBSERVATIONS AND RECOMMENDATIONS
1.

INCORRECT PRESENTATION OF THE BUDGET EXECUTION STATEMENT
FOR THE OPERATIONAL BUDGET

Reasoning
The objective of financial reporting by public sector entities is to provide
1.1
information about the entity that is useful to users for accountability purposes and for
decision-making purposes. In addition to the governing body of each NATO entity, users
of the Financial Statements are all NATO Nations.
A Budget Execution Statement shall present a clear comparison of the budget
1.2
authorized, budget amendments, funds committed, actual expenses and lapses. IPSAS
24 states that "the comparison of budget and actual amounts shall present separately:
(a) The original and final budget amounts; (b) The actual amounts on a comparable basis
(...). In addition, budgets may focus on, or include information about, commitments to
expend funds in the future and changes in those commitments".
Observations
The NAHEMO Budget Execution Statement is cash based, both for the
1.3
Operational and the Administrative budget. NAHEMA presents the Budget Execution
Statement according to the layout recommended by the NATO Accounting Working
Group.
However, the Board found that information of the Budget Execution Statement
1.4
for the Operational budget is not presented in a clear manner. Even though the figures
disclosed are correct, they do not correspond to the descriptions given in each of the
Statement's columns. Specifically, the Budget Execution Statement should clearly
disclose the seven following concepts:
a) Initial budget should show the first budget approved (in 2016, the provisional
budget used for the first half of the year). Instead, the amount presented is the
mid-year authorized budget.
b) Budget adjustments should show the changes made during the year in the
budget authorizations, i.e., the difference between initial budget and final
budget. Instead, the amount shows the sum of the commitments cancelled
and funds lapsed.
c) Final budget should show the budget authorized at mid-review by the Steering
Committee. Instead, it discloses the budget used, i.e. payments.
d) Commitments should present the total amount of funds entered into
commitments for goods and services to be rendered during the financial year,
as stated in Article 25.1 of NATO Financial Regulations. However, the amount
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shown as commitments are only the commitments used, not including the total
funds committed but cancelled at year-end.
e) Expenses correctly show the payments of the year, since the Budget execution
Statement is cash based.
f) Carry forwards is zero, as NAHEMA does not carry forward but cancel the
credits committed.
g) Lapses should show appropriations which have not been committed at the end
of the financial year. However, the amount shown is zero.
Recommendation
1.5
The Board recommends NAHEMA to improve the presentation of the Budget
Execution Statement and clearly disclose separately the original budget authorization,
budget amendments, final authorized budget, commitments for goods and services to be
rendered during the financial year, actual budget expended, credits carried forward or
cancelled, and funds lapsed.
1.6
The Board also recommends that internal controls over financial reporting,
including management reviews, be improved to ensure that financial statement
presentation weaknesses are prevented or detected before the issuance of the financial
statements.
NAHEMO's Formal Comments
Figures shown in the current Budget Execution Statement are correct, but
NAHEMA agrees to present the information according to IBAN
recommendations, even though the issue wasn't addressed in the past.
Internal control of the financial reporting through the NAHEMA Financial
Controller will be improved.

2. LACK OF RELIABLE AND COORDINATED PROCESSES FOR
CAPITALISING ASSETS AND UPDATING ASSET REGISTERS
Reasoning
2.1
Article 12.1 of the NATO Financial Regulations (NFRs) stipulates that one of the
objectives of a NATO Body is to safeguard assets and verify the accuracy and reliability
of accounting data and records. Article 12.2 requires NATO bodies to establish and
maintain comprehensive accounting records of all assets and liabilities.
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2.2
The NATO Accounting Framework requires that Property Plant and Equipment
(PP&E) controlled by the NATO body and purchased after 1 January 2013 should be
capitalized in the Statement of Financial Position as PP&E.
2.3
The process of capitalising PP&E should be linked to the process of updating the
asset registers in order to ensure the completeness and accuracy of the assets recorded.
Observations
2.4
The Board found cases where assets acquired by NAHEMA were not recorded
in the asset register even though they were capitalised as PP&E or as Intangible Assets
in the Statement of Financial Position. This shows that the process for asset capitalisation
is not linked to the process for updating the asset registers.
2.5
For example, intangible Communications and Information Systems (CIS) assets
acquired in 2016 for a total amount of EUR 219,894 were capitalized as Intangible Assets,
but were not included in the asset register. In addition, video surveillance equipment
valued at EUR 100,000 that was purchased in 2017 was capitalized as PP&E was also
not recorded in the asset register. In another case, 31 desktops computers and
workstations acquired at the end of 2015 and paid in 2016 for a total amount of EUR
41,000 were neither capitalized nor included in the asset register.
2.6
These cases evidence the lack of reliable and coordinated processes for the
capitalization of asset and the updating of asset registers. Such an absence results in:
a) Non-current assets are understated by EUR 33,300 (gross value of EUR
41,000 minus accumulated depreciation of EUR 8,000). Depreciation expense
is also understated by EUR 8,000.
b) A lack of evidence that comprehensive accounting records of all property
acquired by NAHEMO have been established and maintained as required by
Article 12 of the NATO Financial Regulations.
Recommendations
2.7
The Board recommends NAHEMA to update and maintain complete and
accurate asset registers, in line with Article 12 of the NFRs. These registers need to be
properly controlled at the appropriate level and regular property counts should be
performed to keep the registers accurate and reliable.
2.8
The Board also recommends NAHEMA to put in place reliable and coordinated
processes to ensure that new assets acquired are capitalized as PP&E or Intangible
Assets.
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NAHEMO's Formal Comments
NAHEMA acknowledges the observations and will comply with IBAN
recommendation 2.7.

3.

INADEQUATE SEGREGATION OF DUTIES IN FINANCE PROCESSES

Reasoning
3.1
According to Article 12.3 of the NFRs, internal control activities shall include,
among others, segregation of duties. Segregation of duties, where tasks for a specific
business process are disseminated among multiple users, is a fundamental concept of
internal control. The objective of segregation of duties is to minimize the risk of fraud and
error.
3.2
Granting access in the accounting system based on the principle of adequate
segregation of duties is a key preventive control against fraud and error.
Observations
3.3
The Board found that some of the financial processes carried out in NAHEMA do
not fully comply with the principle of segregation of duties, especially for accounting and
disbursing functions.
3.4
NAHEMA's accounting staff members are responsible for both accounting and
bank payments. This is not in accordance with the principle of segregation of duties, as it
is essential disbursing functions are fully separated from accounting functions.
3.5
Furthermore, the Board found that for the Administrative budget the same
accounting staff member creates the commitments, creates the accounting batches for
the expense and initiates the invoice payment through a payment order for the bank.
Recommendation
3.6
The Board recommends NAHEMA to ensure adequate segregation of duties
assigning the responsibilities of initiating payments to a staff member different from those
that have the accounting responsibilities.
NAHEMO's Formal Comments
NAHEMA will take into consideration the IBAN recommendation.
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4.

INSUFFICIENT JUSTIFICATION FOR CHILD ALLOWANCE FOR CHILDREN
ABOVE 18 YEARS OLD

Reasoning
4.1
According to Article 29.2.2 of the NATO Civilian Personnel Regulations, "Heads
of NATO bodies shall also grant child allowance in respect of children between 18 and
24 years of age who are receiving a school or university education and who are
dependent upon members of the staff or their household".
4.2
As per NAHEMA's procedures, a certificate of enrolment for full-time studies
issued by the educational establishment attended must be provided by the staff who
claims a child allowance.
Observation
4.3
The Board found that NAHEMA did not fully follow their internal procedure to
support the child allowance payments for children above 18 years old. The Board found
in 7 cases out of the entire population of 15 cases, that staff members did not provide a
certificate of enrolment for full-time studies issued by the educational establishment
attended. In the absence of such a certificate of enrolment, the payment of these child
allowances is to be considered an unsupported expenditure. Such an absence increases
the risk of fraud.
Recommendation
4.4
The Board recommends NAHEMA to strictly adhere to its own procedures in
ensuring that child allowance for children above 18 years old is fully supported by a
reliable school certificate of enrolment for full time studies issued by the educational
establishment.
NAHEMO's Formal Comments
NAHEMA is adhering to existing procedures and ensures that child allowances
for children between 18 and 24 years of age will only be granted to staff members
who present reliable proof of enrolment in a full-time study.
NAHEMA will continue to send all the entitlement for allowance declarations and
related justification documents to the NATO HQ for further control (up to now
declarations and justification have always been accepted by the NATO HQ HR).
Board's Position
The Board reiterates its position that NAHEMA did not adhere to existing
NAHEMA procedures and its recommendation to obtain reliable school
certificates of enrolment.
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5.

SOME PROGRESS BEING MADE TO ACHIEVE COMPLIANCE WITH THE
NATO FINANCIAL REGULATIONS, PARTICULARLY THOSE ARTICLES ON
INTERNAL CONTROL, RISK MANAGEMENT AND INTERNAL AUDIT

Reasoning
5.1
The North Atlantic Council (Council) approved revised NFRs effective as from 4
May 2015. This was the first time in more than 30 years that the NFRs have been revised.
While Article 36 of the revised NFRs states that the NFRs will take effect immediately
(i.e. 4 May 2015)", Council also agreed that full implementation was only expected by the
end of 2015. Furthermore, Article 4 of the revised NFRs states that "the finance
committee shall approve a set of Financial Rules and Procedures (FRPs) that provide
additional guidance to ensure the effective implementation of the revised NFRs."
5.2
The revised NFRs are more explicit than the previous version in the areas of Risk
Management (Article 11), Internal Control (Article 12), Internal Audit (Article 13) and the
establishment of an Audit Advisory Panel (Article 16). They require the establishment of
effective, efficient and economical risk management procedures, that there are necessary
management functions in place to support effective internal control, and that NATO
bodies have access to a permanent, adequately resourced, internal audit function that is
compliant with internationally accepted Internal Auditing Standards. They also require
the establishment of an Audit Advisory Panel. Furthermore, Article 25.1 requires that, on
approval of their annual and supplementary budget, the Heads of NATO Bodies, subject
to the concurrence of the Financial Controller, are authorized to enter into commitments
for goods and services to be rendered during the financial year.
5.3
The revised NFRs provide an opportunity for NATO bodies to solidify and codify
their overall internal control frameworks, including risk management. They also provide
internal audit functions with clear expectations that they must be in a position to fully
evaluate the effectiveness and efficiency of operations and internal controls, including
risk management. Importantly they also required a robust control environment in place
around the preparation of Financial Statements to ensure the quality and accuracy of the
financial information is of the highest standard as it is now publicly available.
Observations
5.4
The Board found that NAHEMA continues to make some progress towards
achieving full compliance with all of the revised NFRs, but that more steps are still needed.
This result, though, is not unexpected considering that the more detailed FRPs, which
were required by Article 4 of the revised NFRs, have still not yet been approved as of July
2017. Furthermore, these changes to the NFRs are significant, and the Board
understands that some time is needed to implement them properly. It is expected that
doing so will increase the likelihood that the benefits accruing to NAHEMA will be real,
rather than it just being an exercise to demonstrate compliance with the revised NFRs.
5.5
As a result, 2016 continues to be a transition year for NAHEMA. The Board
expects compliance to be achieved in 2017. The Board has again chosen to report on
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the progress against certain of these revised Articles of the NFRs, and to make
recommendations against that progress. The compliance audit opinion will not be
impacted in 2016 as a result of these observations.
5.6

The Board reports the status of the following areas:

Article 11 Risk Management and Article 12 Internal Control
5.6.1 The Board found that NAHEMA recently formally adopted the Committee of
Sponsoring Organizations of the Treadway Commission (COSO) Framework as their
Internal Control Framework. COSO includes a risk management element. A number of
other NATO bodies, including Allied Command Operations, NATO Communications and
Information Organisation and NATO EF 2000 and Tornado Development, Production and
Logistics Management Agency NETMA, have also adopted COSO. The adoption of a
specific and internationally recognised framework, one that is also being adopted by other
NATO bodies, is an important step forward.
5.6.2 Since COSO was only recently been adopted by NAHEMA, the important work
of assessing and documenting specific internal control procedures, including risk
management procedures, remains to be completed. The Board expects to see more
demonstrative progress on this in the coming year. Such documentation is essential in
order to ensure and to clearly demonstrate to others that a complete system of internal
control and risk management is in place. Until this assessment and documentation is
completed, the Board will not be in a position to state that there is a full system of internal
control, including risk management, in place that is in accordance with Articles 11 and 12
of the revised NFRs.
Article 13 Internal Audit
5.6.3 Despite the fact that NAHEMA recently developed an Internal Audit Management
Procedure, the Board found that NAHEMA does not comply with some of the fundamental
principles stated in that document, mainly independence. It also does not comply with
generally accepted standards for internal auditing. For example, since NAHEMA does
not have a specific dedicated position of Internal Auditor, the Deputy General Manager is
appointed as Head of the Internal Audit Function in addition to his normal responsibilities.
This creates a conflict of interest and compromises his independence, since he also holds
key responsibilities on the internal control system. Furthermore, some audits have been
conducted by audit teams composed by NAHEMA staff members (contracting officers,
security officer, and management staff senior manager) or by the Finance and
Administrative Committee (FAC) members, who do not possess the professional
competences and experience that comply with internal audit standards.
5.6.4 The Board also found that NAHEMA Internal Audit has not yet fully evaluated,
throughout the organisation, the risk exposures and the effectiveness of internal controls
in managing risk within the governance, operations and information systems as required
by Article 13. Part of the reason for this is that NAHEMA, as already stated earlier, has
not yet fully documented their internal control and risk management procedures.
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Article 16 Audit Advisory Panel
5.6.5 The Board found that NAHEMA is in the process of establishing an Audit Advisory
Panel as required by Article 16. According to the Terms of Reference, the permanent
members will be NAHEMO Nations representatives and at least one external member.
The first Audit Advisory Panel meeting is expected to take place by the end of 2017.
Recommendations
5.7

The Board recommends that:
a) NAHEMA perform a systematic and detailed assessment and documentation
of its internal control and risk management procedures to support compliance
with its approved internal control framework, COSO. This includes ensuring
that it fully embeds its entity-wide risk management policy throughout the
organisation and that risk registers are developed and employed throughout
all NAHEMA departments and operations.
b) NAHEMA fully evaluate internal control and risk management throughout the
agency and that this work be clearly documented so as to be able to conclude
as to NAHEMA's compliance against COSO.
c) NAHEMA seek alternative solutions for internal audit activity, such as
outsourcing or sharing internal audit function with other NATO entities,
ensuring independence and compliance with generally accepted professional
standards for internal audit.
d) NAHEMA ensures the completion of the establishment and functioning of the
Audit Advisory Panel, in line with its Terms of Reference.

NAHEMO's Formal Comments
In line with the IBAN recommendation, NAHEMA is in the process of
implementing its internal control framework. Part of this framework is the
establishment of a proper Risk Management process.
As for Internal Audit, NAHEMA confirms that according to NAHEMA Deputy
General Manager (DGM) job description as result of the Steering Committee
decision SC69/07, DGM is in charge of conducting Internal Audits and acts as
Head of the Internal Audit Function. On a case by case basis, he can also be
supported by some NAHEMA staff members proposed by him and nominated by
the General Manager (GM) always safeguarding the possible "conflicts"; in this
case the DGM acts as "Audit Team Lead". However, for activities in which the
DGM could be in a potential "conflict of interest" condition rising from the current
NAHEMA organizational posture and functionalities, it is the responsibility of the
GM to request qualified assistance to perform some specific internal audit
activities. Such assistance has already been provided by the NAHEMO Nations
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forming ad-hoc audit teams. The IBAN suggestion to share internal audit
functions with other NATO Entities will be taken in consideration on a case by
case basis.
Furthermore, NAHEMA has established an Audit Advisory Panel, which will start
to carry out its tasks in accordance with their Terms of Reference by the end of
2017.
Board's Position
The Board reiterates its position that the current Internal Audit structure does not
comply with internal audit standards required by the NFRs, including the
professional qualifications of internal auditors.
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FOLLOW-UP OF PREVIOUS YEARS' OBSERVATIONS
The Board reviewed the status of the observations and recommendations arising from
previous audits. The observations and their status are summarised in the table below.

OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

1. 2015 Financial Statements Audit Report
IBA-AR(2016)22
Contract Management Procedure does not
comply with revised NATO Financial
Regulations
Recommendation
The Board recommends that NAHEMA modify
the Contracting Management Process to ensure
the establishment of a sound internal financial
control by the Financial Controller, in line with
the NFRs. Invoices should be sent by suppliers
directly to the Financial Controller' office, to
ensure full visibility and full availability of data in
the financial system. The receipt and rejection of
invoices should be done under the supervision
of the Financial Controller, who is responsible for
the administration of financial and budgetary
controls, in a transparent manner that includes
traceability and appropriate documentation of
other parties' participation to the process
(Contract division and/or others).

NAHEMA
developed
and
approved in November 2016 a
new Contract Management
Procedure.
This
new
procedure
addressed
the
Board's
recommendation
raised in 2015 audit report.

Observation
Settled.

NAHEMA
addressed
the
Board's recommendation of
recording the invoices, as first
received by the entity, in a
central list in the financial
system before all the validation
processes done by different
entity Sections is completed. It
is at that moment that invoices
are now recorded as payables
to suppliers.

Observation
Settled.

2. 2015 Financial Statements Audit Report
IBA-AR(2016)22
Payables to Suppliers in the Statement of
Financial Position understated by at least
EUR 26.9 million.
Recommendation
The Board recommends that all invoices are
recorded, as first received by NAHEMA, in a
central list in the financial system before the
validation process done by different entity's
Sections. At that moment, invoices shall be
recorded as Payables to Suppliers, and at yearend all amounts of outstanding payables should
be reported in the financial statements. Only
invoices rejected for valid and documented
reasons should be deducted from the payable
balance.
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OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

3. 2015 Financial Statements Audit Report
IBA-AR(2016)22
Lack of review on the Financial Statements
revealed material weaknesses in internal
control over financial reporting
Recommendation
The Board recommends that NAHEMA
strengthen its system of internal control by
improving the preparation, review and reporting
process of the Financial Statements. The Board
highlights that management takes responsibility
for the preparation and presentation of the
entity's financial statements. The review
procedures are necessary to provide a
reasonable basis for obtaining assurance that
financial statements are in compliance with the
applicable financial reporting framework.

The Board found some
improvements in the reviewing
of the financial statements.
However, further progress is
required. This assessment is
based on the following findings:

Observation
Outstanding.

- A misstatement of payables of
EUR 75 million was found by
the Board during the interim
audit (it was corrected after the
Board's recommendation and
before issuance of the financial
statements)
- Weak process of review over
journal
postings
made
manually at year-end.
- New observations raised this
year in the Letter of
Observations and in the
Management Letter, especially
observation 1.

NAHEMO's Formal Comments
See comments related to Observation nr. 1 above.
4. 2015 Financial Statements Audit Report
IBA-AR(2016)22
Return of a National contribution already
received by NAHEMA does not comply with
NAHEMO Financial Rules and Regulations
Recommendation
The Board recommends the NAHEMO Nations
adhere to the regulations applicable and
approved by them. Otherwise, if NAHEMO
Nations consider that rules in force are not fit for
purpose of the objectives of the program, they
should assess and amend them accordingly.

The Board found in 2016 all
calls for contributions were
made in compliance with
applicable
rules
and
regulations.
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OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

The Board assessed the
progress made by NAHEMA on
full compliance with the
mentioned articles of NATO
Financial Regulations and
raised a new observation.

Observation
Superseded by
Observation 5 of
the 2016 Letter of
Observations and
Recommendations.

5. 2015 Financial Statements Audit Report
IBA-AR(2016)22
Further steps are required to achieve full
compliance with the revised NATO Financial
Regulations, particularly those articles on
internal control, risk management and
internal audit
Recommendations
The Board recommends that:
a) NAHEMA prepare an entity-wide risk
management policy and a risk
management plan, and that risk register
is further developed and employed
throughout all of the NAHEMA
departments and operations. In the
Board's opinion, this should be
coordinated to ensure consistent
treatment across NATO Bodies.
b) NAHEMA develop a specific,
internationally accepted standards
based Internal Control Framework, and
that there be a systematic and detailed
documentation of internal control
procedures supporting the framework.
In the Board's opinion, this should be
coordinated to ensure that a consistent
framework is chosen across NATO
Bodies.
c) NAHEMA, through outsourcing or
sharing with other NATO entities if
considered to be more cost effective,
ensure internal audit activities are
evaluating risk management and
internal control.
d) NAHEMA establish an Audit Advisory
Panel.
e) NAHEMA take the necessary steps to
strengthen internal control, as stated in
Observations 1 and 3.
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OBSERVATION / RECOMMENDATION
6. 2011 Restated
Audit Report
IBA-AR(2013)15

Financial

ACTION TAKEN

STATUS

Statements

Unnecessarily high holdings of cash
Recommendation
The Board recommends that NAHEMA only call
for funds when funding requirements cannot be
covered by existing cash holdings of respective
member nations as required by the NATO and
NAHEMO Financial Regulations.

The Board found that despite
following the new budgetary
approach based on expected
milestones to be achieved and
paid, the average level of cash
on NAHEMA bank accounts
has increased by 55% from
2015 to 2016.

Observation
Outstanding.

The Board found that in the
last three years NAHEMA has
consistently overestimated the
annual budget, resulting in a
higher level of budgetary
appropriations needed (calls
for contributions to the
Nations). In 2016, the budget
was overestimated by 40%; in
2015 by 16%, and in 2014 by
35%. As a result, cash level
exceeded the limits as per
Article 29.3 of the NATO
Financial Regulations.
The Board recommends
NAHEMA to prepare the
annual budget supported by a
robust estimation
methodology, in coordination
with industry. Further, the
Board recommends NAHEMA
to restrict total currency
holdings to the minimum
required to meet forecast
payments prior to receipt of
the following contribution
instalment.
NAHEMO's Formal Comments
NAHEMO Nations will take into account IBAN recommendation in accordance with their national
budget rules.
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