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IBAN AUDIT ON THE 2015 FINANCIAL STATEMENTS OF THE NATO DEFINED
CONTRIBUTION PENSION SCHEME
Note by Deputy Secretary General
1.
I attach the International Board of Auditors for NATO (IBAN) report on the audit of the
2015 financial statements of the NATO Defined Contribution Pension Scheme (DCPS). The
IBAN report sets out an unqualified opinion on the financial statements and a qualified
opinion on compliance.
2.
The IBAN report has been reviewed by the Resource Policy and Planning Board
(RPPB) (see Annex). I do not believe that this matter requires discussion in the Council.
Consequently, unless I hear to the contrary by 17:30 hours on Thursday, 20 July 2017,
I shall assume that the Council has noted the IBAN report on the 2015 financial statements
of the DCPS and agreed the RPPB recommendation regarding disclosure of the financial
statements and the associated audit report.

(Signed) Rose E. Gottemoeller

1 Annex
2 Enclosures

Original: English
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IBAN AUDIT ON THE 2015 FINANCIAL STATEMENTS OF THE NATO DEFINED
CONTRIBUTION PENSION SCHEME (DCPS)
Report by the Resource Policy and Planning Board (RPPB)
References:
A. IBA-AR(2016)28
B. M(2015)0025
C. PO(2016)0542

(IBAN report)
(NATO Financial Regulations)
(Late issuance of financial statements)

BACKGROUND
1.
This report covers the audit of the 2015 financial statements of the NATO Defined
Contribution Pension Scheme (DCPS). The IBAN have issued an unqualified opinion on the
financial statements of the DCPS and a qualified opinion on compliance for the year 2015
(reference A).
DISCUSSION
2.
The IBAN issued a qualified opinion on compliance based on the fact that the
financial statements were issued on 29 July 2016 which is later than the deadline of 31
March set out in the NATO Financial Regulations (NFRs) (reference B). Council is aware
of the background to the delays encountered by the Financial Controller (FC) of the
International Staff (IS) in issuing a number of financial statements (reference C). The audit
opinion was also influenced by the fact that the statement of internal control was not issued
on time.
3.
The other six observations did not impact the audit opinion and are related to
transactional and technical accounting errors and weaknesses. The majority of these
observations are connected with the variety of issues encountered by the IS in implementing
the new Enterprise Resource Planning (ERP) following its introduction in 2015.
4.
The FC is confident that these issues are being successfully addressed and a
number of improvements were implemented during 2016 in the area of ERP controls. While
it is too early to say if all of the weaknesses in transactional and accounting controls have
been resolved, the RPPB notes that the 2016 financial statements were submitted to the
IBAN on time. The audit report on the 2016 financial statements should be issued by the
end of August and the Board will pay close attention to its findings.
5.
The IBAN and the FC however have a difference of opinion on how and where to
account for €6 million which an insurance company has agreed to compensate NATO in
relation to excessive insurance premiums for DCPS participants. The FC decided to report
the amount in the DCPS financial statements for a variety of reasons including transparency
and the fact that no other single NATO entity was seen as providing a better alternative for
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dealing with the funds. The IS FC was faced with a difficult decision and a range of options
in dealing with this matter (which didn’t affect the audit opinion) and the Board welcomes
the fact that the IS FC used his judgement in recognising the importance of disclosing the
information.
6.
No payment has yet been received and the IBAN recommend that the situation be
reviewed in order to clarify which NATO reporting entities have the right to the compensation
and, when received, who the funds should ultimately be returned to. The solution to how to
deal with the compensation is being dealt with by IS Human Resources to enable a
consistent treatment. No action is required by the Board at this stage.
Public Disclosure
7.
The IS FC has confirmed that the 2015 financial statements can be publicly
disclosed.
CONCLUSIONS
8.
The IBAN issued an unqualified opinion on the financial statements of the DCPS
and a qualified opinion on compliance due to the late submission of the 2015 financial
statements for the DCPS and the statement of internal control. The majority of the audit
observations are connected with issues encountered by the IS in implementing the new ERP
following its introduction in 2015. While it is too early to say if all of the weaknesses in
transactional and accounting controls have been resolved, the Board notes that the 2016
financial statements for the IS were submitted to the IBAN on time. The audit report on the
2016 financial statements should be issued by the end of August and the Board will pay
close attention to its findings.
9.
With regards the issue of compensation for excessive insurance premiums for
DCPS participants (which didn’t affect the audit opinion), the FC effectively used his
judgement in recognising the importance of disclosing the information. Staff action is in
hand to deal with the matter and no further action is required at this stage by the Board.
RECOMMENDATIONS
10.

The RPPB recommends that the Council:
a. Note the IBAN report IBA-AR(2016)28;
b. Note the conclusions in paragraph 8 and 9; and,
c. Approve the public disclosure of this report, the IBAN audit and the associated
2015 financial statements of the DCPS.
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Summary Note for Council
by the International Board of Auditors for NATO
on the audit of the financial statements of the
NATO Defined Contribution Pension Scheme (DCPS)
for the year ended 31 December 2015
The International Board of Auditors for NATO (Board) audited the NATO Defined
Contribution Pension Scheme (DCPS), which is a money purchase pension scheme
which includes contributions from staff recruited on or after 1 July 2005 as well as
employer contributions from NATO. The value of the NATO DCPS’s assets at 31
December 2015 was EUR 296.3 million. The DCPS had 3,172 members by the end of
2015.
The Board issued an unqualified opinion on the 2015 financial statements and a qualified
opinion on compliance for the year ended 31 December 2015.
During the audit, the Board made eight observations with recommendations which are
summarised herein:
Two observations impact the audit opinion on compliance:
1. Late issuance of the financial statements.
2. No Statement of Internal Control was issued.
The remaining six observations do not impact the audit opinion:
3. Insufficient rights of the DCPS to a receivable recorded in the financial
statements.
4. Inability to obtain sufficient appropriate audit evidence in a timely manner.
5. Insufficient data transparency and availability in the accounting system.
6. Misstatements and unsupported balances in the financial statements.
7. Unclear foreign currency conversion policy.
8. No regular reconciliation of bank balances.
The Board followed up on the status of an observation from a previous years’ audit and
noted that it was only partially settled. This status is summarised in the Letter of
Observations and Recommendations (Annex 3).
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INTERNATIONAL BOARD OF AUDITORS FOR NATO

AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF

THE NATO DEFINED CONTRIBUTION PENSION SCHEME
(NATO DCPS)

FOR THE YEAR ENDED 31 DECEMBER 2015
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AUDITOR'S REPORT TO THE NORTH ATLANTIC COUNCIL AND
STAFF MEMBERS AFFILIATED TO THE
NATO DEFINED CONTRIBUTION PENSION SCHEME (NATO DCPS)
Report on the Financial Statements
The International Board of Auditors for NATO (Board) audited the attached financial
statements of the NATO Defined Contribution Scheme (NATO DCPS) for the year ended
31 December 2015, which comprised the Statement of Net Assets Available for Benefits,
the Statement of Changes in Net Assets Available for Benefits, the Statements on the
NATO-DCPS Retirement and Invalidity Pensions, the Schedule of Costs and Market
Values of Investments and the Explanatory Notes, including a summary of significant
accounting policies.
Management’s Responsibility for the Financial Statements
Management is responsible for the preparation and fair presentation of these financial
statements in accordance with International Accounting Standard (IAS) 26 Accounting
and Reporting by Retirement Benefit Plans1 and the requirements of the NATO Financial
Regulations as authorised by the North Atlantic Council (NAC). This responsibility
includes the design, implementation and maintenance of internal control relevant to the
preparation and presentation of financial statements that are free from material
misstatement, whether due to fraud or error.
Auditor’s Responsibility
Our responsibility is to express an opinion on these financial statements based on our
audit, which is conducted in accordance with our Charter and international standards on
auditing. Those standards require that we comply with ethical requirements and plan and
perform the audit to obtain reasonable assurance about whether the financial statements
are free from material misstatement.
An audit involves performing procedures to obtain evidence about the amounts and
disclosures in the financial statements. The procedures selected depend on the auditor's
judgment, including the assessment of the risks of material misstatement of the financial
statements, due to fraud or error. In making those risk assessments, internal control
relevant to the entity's preparation and presentation of financial statements is considered
in order to design audit procedures that are appropriate in the circumstances, but not for
the purpose of expressing an opinion on the effectiveness of internal control. An audit
also includes evaluating the appropriateness of accounting policies used, the
reasonableness of accounting estimates made by management, as well as evaluating the
overall presentation of the financial statements.

1

As the NATO Accounting Framework does not have a standard specific to accounting and reporting by
retirement plans, the NATO International Staff presents the DCPS Financial Statements in accordance
with IAS 26.
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We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our qualified audit opinion.
Opinion on Financial Statements
In our opinion the financial statements present fairly, in all material respects, the financial
position of the DCPS as at 31 December 2015, the changes in financial position thereof
for the year then ended in accordance with IAS 26.
Other Matters
The NATO International Staff implemented a new accounting software in January 2015.
This software, Enterprise Resource Planning (ERP), was planned to be used by the IS to
perform the 2015 accounting for the DCPS. The IS experienced some issues with the
ERP software and its implementation, and the software was not fully used for the 2015
accounting for the DCPS. However, due to the limited types of transactions related to
this retirement plan, the IS manually prepared, outside the new accounting system, the
DCPS Financial Statements using alternative information sources, although not in time to
meet the 31 March deadline. We were able to perform audit procedures using these
alternative sources of information. Our opinion is not qualified in respect to this matter.
Report on Compliance
Management’s Responsibility for Compliance
In addition to the responsibility for the preparation and presentation of the financial
statements described above, management is also responsible for ensuring that the
financial transactions and information reflected in the financial statements are in
compliance with the NATO Financial Regulations and the NATO Civilian Personnel
Regulations as authorised by the North Atlantic Council (NAC).
Auditor’s Responsibility
In addition to the responsibility to express an opinion on the financial statements
described above, our responsibility includes expressing an opinion on whether the
financial transactions and information reflected in the financial statements are, in all
material respects, in compliance with the NATO Financial Regulations and the NATO
Civilian Personnel Regulations. This responsibility includes performing procedures to
obtain reasonable assurance about whether the funds have been used for the settlement
of authorised expenditure and whether their operations have been carried out in
compliance with the financial and personnel regulations in force. Such procedures
include the assessment of the risks of material non-compliance.
We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our qualified audit opinion on compliance.
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INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE NATO DEFINED CONTRIBUTION PENSION SCHEME
(NATO DCPS)

FOR THE YEAR ENDED 31 DECEMBER 2015
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Introduction
The International Board of Auditors for NATO (Board) audited the NATO Defined
Contribution Pension Scheme (DCPS) Financial Statements for the year ended 31
December 2015, and issued an unqualified opinion on those financial statements and a
qualified opinion on compliance.
The Board also included an Other Matters paragraph in the Auditor’s Report (Annex 1) to
draw the reader’s attention to the fact that the International Staff (IS) manually prepared
the DCPS 2015 Financial Statements, outside the new accounting system, and also used
alternative information sources.
Observations and Recommendations
During the audit, the Board made eight observations with recommendations which are
summarised herein:
Two observations impact the audit opinion on compliance:
1. Late issuance of the financial statements.
2. No Statement of Internal Control was issued.
The remaining six observations do not impact the audit opinion:
3. Insufficient rights of the DCPS to a receivable recorded in the financial
statements.
4. Inability to obtain sufficient appropriate audit evidence in a timely manner.
5. Insufficient data transparency and availability in the accounting system.
6. Misstatements and unsupported balances in the financial statements.
7. Unclear foreign currency conversion policy.
8. No regular reconciliation of bank balances.
The Board followed up on the status of an observation from a previous years’ audit and
noted that it was only partially settled.
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OBSERVATIONS AND RECOMMENDATIONS
1.

LATE ISSUANCE OF THE FINANCIAL STATEMENTS

Reasoning
1.1
Article 35 of the NATO Financial Regulations (NFRs) states that: “An annual
financial statement for each NATO body, consolidated where applicable and appropriate,
shall be submitted for audit to the International Board of Auditors for NATO by the
Financial Controller not later than 31 March following the end of the financial year.”
Observation
1.2
The financial statements of the DCPS were received by the Board on 29 July
2016, thus not respecting the requirements of the NFRs. This represents a material
weakness in internal control over financial reporting. As a result, the Board was not able
to properly plan and carry out a financial statement audit and to report its results to the
Council on a timely basis. This limits, in part, the usefulness of the financial statements.
Recommendation
1.3
The Board recommends that future financial statements be submitted to the
Board by 31 March, respecting the deadline in the NFRs.
Comment of the International Staff
The recommendation is agreed. The issuance of the 2015 financial statements
was impacted by specific circumstances linked to difficulties encountered with the
implementation of the new ERP and more generally understaffing of the IS OFC.

2.

NO STATEMENT OF INTERNAL CONTROL WAS ISSUED

Reasoning
2.1
According to Article 3 of the NFRs, the Secretary General is responsible and
accountable for sound financial management and shall put in place the necessary
governance arrangements to ensure and maintain this. This shall include, but is not
limited to, the establishment and maintenance of financial governance, resource
management practices, internal controls and financial information systems to achieve the
efficient and effective use of resources. The adherence to this is confirmed annually by
the signature of the financial statements and the Statement of Internal Control. Both
documents should be signed by the Head of the NATO body and the Financial Controller.
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Observation
2.2
A Statement of Internal Control, to be signed by the Secretary General and the
Financial Controller, was not issued.
Recommendation
2.3
The Board recommends following the requirements of the NFRs to provide the
Board with the signed Statement of Internal Control along with the signed Financial
Statements, and in due time.
Comment of the International Staff
The recommendation is agreed. The Statement of Internal Control has in the
meantime been signed by the Secretary General and the Financial Controller and
has been issued.
Board’s position
The Board notes the receipt of the Statement of Internal Control on 9 December
2016, after the issuance of our report for factual and formal comments.

3.

INSUFFICIENT RIGHTS OF THE DCPS TO A RECEIVABLE RECORDED IN
THE FINANCIAL STATEMENTS

Reasoning
3.1
According to IAS 26, the objective of reporting by a defined contribution plan is
periodically to provide information about the plan and the performance of its investments.
Observations
3.2
Based on an analysis performed by the IS covering the last ten years of the
history of death in service and invalidity risks in relation to insurance premiums for DCPS
participants, it was identified that possible excessive payments for risk benefits had taken
place. After discussions on this subject, the insurance company committed in December
2015, to compensate NATO on the basis of a maximum amount of EUR 6 million. The
Board was informed by the IS that, in 2017, it intends to formally accept the offer from the
insurance company. No payments have yet been received.
3.3
As a result of the abovementioned transaction, a EUR 6 million receivable and a
EUR 6 million provision (liability) was recorded in the 2015 DCPS Financial Statements.
The provision was recorded to account for the fact that a decision on what to do with the
EUR 6 million, if and when received, was pending.
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3.4
However, the Board was unable to satisfy itself that the DCPS, as a separate
reporting entity, had sufficient rights to this EUR 6 million to meet the asset recognition
criteria from the accounting point of view. As a result, we were also unable to conclude
on the reasonableness of the EUR 6 million receivable and provision being recognised.
Recommendation
3.5
The Board recommends the Secretary General, responsible for the
administration and management of the DCPS, review this situation in order to clarify
which NATO reporting entities have the right to this EUR 6 million, and, when received,
who the funds should ultimately be returned to (e.g. nations, DCPS participants, etc.).
Comment of the International Staff
The IS OFC does not agree with IBAN's analysis for what concerns the points
about the reporting entity and the amount.
Concerning the reporting entity:
The decision to report, in the DCPS financial statements, the amount receivable
from the insurance company related to death in service and invalidity risk
premiums paid by staff members affiliated to the DCPS and their employing
NATO body, was taken by the IS FC for the following reasons:
- These death-in-service and invalidity premiums are a specific and exclusive
feature of the Defined Contribution Pension Scheme. NATO staff affiliated to
the other pension schemes (Provident Fund and Coordinated Pension
Scheme) are not concerned by these premiums. These premiums stem from
the benefits provided to DCPS members in accordance with Articles 13 and
14 of Annex VI of the Civilian Personnel Regulations “Regulations governing
the NATO Defined Contribution Pension Scheme”.
- The payment of the death-in-service (survivor pension) and invalidity benefits
that these premiums fund are reported in the DCPS financial statements.
- Since reporting year 2012, the DCPS financial statements disclose in the notes
(e.g. Note 20 for 2015) the existence of such benefits and the associated
NATO wide costs (premiums), paid from the NATO entities employing said
staff.
- It is not possible to assess, at this stage, with reasonable accuracy which
NATO staff is concerned by the premiums that are being taken into
consideration with this compensation. Therefore requiring each employing
NATO body, for instance, to report its share would have proven particularly
cumbersome to assess and put in place. The cost of providing this information
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would have exceeded the benefits derived from providing it (see IPSAS 1
Appendix A “balance between benefit and cost”).
- Requiring each employing NATO body to report its share would have blurred
the overall picture by having significantly smaller amounts scattered among
various financial statements. This could have been considered as not being
transparent with regard to the total amount involved.
- The solution of this question will be dealt at NATO wide level by IS Human
Resources, this enables a consistent treatment of all cases.
- No other single NATO entity was seen as providing a better alternative for
dealing with the funds.
Consequently, IS OFC believes that in doing so, the solution, although not ideal,
provided to the Nations, staff and any other reader, complete information as to
the global cost of the DCPS, and a complete picture of benefits and any related
issues. The IS OFC believes that this approach provides information that is easy
to understand and serves transparency much better than if this sum had been
broken down and reported in each of the numerous (at least fifteen) NATO
entities employing the staff concerned. The IS OFC believes it has been
consistent, specific and transparent. This is maybe a case where IBAN could
consider that substance should prevail over form.
We note that IBAN:
- Never challenged in the past the disclosure of the global amount of premiums
paid in the notes to the DCPS financial statements.
- Does not make any specific recommendation as to which reporting entity or
entities, in its view, would be better suited than DCPS to report these amounts.
Concerning the amount:
Effective payment of EUR 6 million to NATO will take into consideration cash
management issues.
Board’s position
As previously stated, the DCPS Financial Statements are to provide information
about the plan and the performance of its investments. The participants of the plan
are interested in the activities of the plan because they directly affect the level of
their future benefits.
The EUR 6 million payment from the insurance company, in our view, is not
expected to impact the level of participant investments or their future benefits.
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Rather, it is only a return of a portion of previously paid insurance premiums, the
payment of which were not recorded in the DCPS financial statements, but in those
of the NATO bodies employing the participants. This is why the Board does not
believe that the DCPS itself has sufficient rights to record the receivable in its
financial statements.
The Board understands, and even agrees, with the desire to disclose this
information in the DCPS Financial Statements. However, it believes the explanatory
notes provided the appropriate place to do so.
As to which NATO body should have reported the receivable, the Board’s view is
that the insurance company’s offer, which was made in December 2015, should
have been coordinated with the impacted NATO bodies at that time to allow for a
thorough analysis to be performed before the issuance of the 2015 financial
statements.
Since both a receivable and a provision (liability) were recorded for EUR 6 million,
there is no impact on the net assets available for plan benefits. As a result, this
observation does not impact the audit opinion.

4.

INABILITY TO OBTAIN SUFFICIENT APPROPRIATE AUDIT EVIDENCE IN A
TIMELY MANNER

Reasoning
4.1
Article 12 of the NFRs requires that the Secretary General ensures the necessary
internal management functions are in place in the NATO International Staff (IS) to support
effective internal control, designed to provide reasonable assurance that the NATO body
will achieve its objectives in various categories, including: verify the accuracy and
reliability of accounting data and records, establish and maintain comprehensive
accounting records of all assets and liabilities, and adequate audit trails and data
confidentiality, integrity and availability in information systems.
4.2
Furthermore, the Board’s Charter states that it shall undertake its audits in
accordance with the auditing standards of the International Organisation of Supreme
Audit Institutions. These auditing standards require the Board to obtain sufficient and
appropriate audit evidence to support its opinions.
4.3
In addition, a Letter of Understanding was signed whereby the IS acknowledged
and understood that they had responsibility to provide the Board with the following:
- access to all information of which the IS is aware that is relevant to the
preparation of the financial statements and compliance with financial rules and
regulations such as records, documentation and other matters;
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- additional information that the Board may request from the IS for the purpose
of the audit; and
- unrestricted access to persons within the entity from whom the Board
determines it necessary to obtain audit evidence.
Observation
4.4
The Board made multiple attempts to obtain all of the supporting documentation
from the IS that was necessary for the performance of audit procedures. However, this
documentation was not provided in a timely manner. It took nearly three months from the
date of issuance of the financial statements on 29 July 2016 to receive the requested
information to complete the audit. This was further complicated by the fact that the
documentation needed could not in many cases be produced directly from the new ERP
system itself (see also observation 5 below). This negatively impacted the ability of the
Board to complete and report upon its audit in a timely manner from the date it received
the financial statements.
Recommendation
4.5
The Board recommends that the IS provide the Board with the information that it
needs for its audits in a timely manner so as to not cause unnecessary delays in the
completion and reporting of its audits. This would be helped by ensuring adequate audit
trails and data availability in the accounting system.
Comment of the International Staff
The recommendation is agreed. This was linked to the implementation of the
ERP, the workload, understaffing of the IS OFC and the need to keep 2016
transactions ongoing.

5.

INSUFFICIENT DATA TRANSPARENCY AND AVAILABILITY IN THE
ACCOUNTING SYSTEM

Reasoning
5.1
According to Article 4.2 of the NFRs, transparency is one of the main principles
on which the financial administration of NATO bodies must be based on.
5.2
Article 12.1 part (b) of the NFRs states that the Secretary General shall ensure
the necessary internal management functions are in place to support effective internal
control, designed to provide reasonable assurance that the NATO body will achieve its
objectives in verifying the accuracy and reliability of accounting data and records.
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5.3
As set out in Article 12.2 part (c) of the NFRs, in order to meet the desired internal
control standards the Financial Controller shall establish and maintain comprehensive
accounting records of all assets and liabilities.
5.4
According to Article 12.3 part (c) of the NFRs, the internal control activities shall
include, but not be limited to adequate audit trails and data confidentiality, integrity
and availability in information systems.
Observations
5.5
The Board found that the financial statements do not directly reconcile to the
balances in the new Enterprise Resource Planning (ERP) accounting system. Moreover,
a significant amount of transactions which have occurred during the year had not been
captured within the ERP on a transaction-by-transaction basis. Rather, account
transactions have been aggregated outside of the system and subsequently manually
entered into the ERP.
5.6
Keeping accounting records outside the ERP system significantly deteriorated
the availability and transparency of the accounting data and underlying supporting
documentation, causing inefficiencies in the Board’s audit. This also significantly
increases the risk over the integrity of the accounting records and the financial
statements.
5.7
In addition, not following standard ERP workflows for individual routine
transactions increases the risk of insufficient segregation of duties and as a result, the
risk of errors and fraud.
Recommendations
5.8
The Board recommends improving the transparency and availability of the
accounting data by recording all individual accounting transactions in the ERP system
and using standard workflows for routine transactions. In situations when aggregated
data is entered in the accounting program, underlying supporting details (summaries,
listings, calculations, etc.) should be available within the ERP and should be subject to
proper verification and approval within the system.
5.9
The Board recommends using a trial balance, generated by the ERP, as a main
source for the preparation of financial statements. The preparer of the financial
statements should keep detailed supporting working papers in order to be able to support
any information disclosed in the financial statements.
Comment of the International Staff
The recommendation is agreed. The situation concerning 2015 was due to a
variety of issues encountered further to the implementation of the ERP. The use
of data held outside of the ERP enabled the issuance of the financial statements.
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Currently all transactions are recorded in batches in the ERP.
It is not possible to capture in the ERP all transactions at the individual employee
level given the high number of such transactions and the limited benefit this would
provide.
Board’s position
The way how transactions are accounted for remains under the discretion of the
DCPS. However, the Board emphasises the importance of transparency and
availability of the information. If the transactions are recorded in batches
(aggregated transactions), underlying supporting details (summaries, listings,
calculations, etc.) should be available within the ERP and should be subject to
proper verification and approval within the system. It is of outmost importance that
the recorded transactions have a full audit trace.

6.

MISSTATEMENTS IN THE FINANCIAL STATEMENTS

Reasoning
6.1
According to best practices, the process of preparation of the financial statements
involves a number of actors, performing multi-level review of the financial statements in
order to ensure their quality and reduce the risk of material errors.
Observations
6.2
The Board found several misstatements in the financial statements issued to the
Board on 29 July 2016. The number of these misstatements demonstrates weaknesses
in internal control over financial reporting.
6.3
First, the net assets presented in the Statement of Changes in Net Assets
Available for Benefits for 2015 did not agree with the net assets presented in the
Statement of Net Assets Available for Benefits as at 31 December 2015. The net assets
presented in these two statements should be the same. However, there was a difference
of approximately EUR 500,000 that is due to three liability balances (EUR 91,051.22,
EUR 41,606.13, and EUR 370,829.89) presented in the Statement of Net Assets
Available for Benefits that should not have been included. This misstatement was
corrected with revised financial statements received on 24 October 2016.
6.4
Second, the amount reported in the Statement of Changes in Net Assets
Available for Benefits for ‘Accounts Closed’ was EUR 1.1 million overstated.
Furthermore, the ‘Net Unrealised Gain in Market Value of Investments’ in the same
statement was also overstated by the same EUR 1.1 million. These misstatements were
corrected with revised financial statements received on 24 October 2016. This error
occurred because the Unrealised Gain balance was not presented based on detailed
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supporting documentation, but was a final plug in order to present net assets as equaling
each other in the two statements presented. The Unrealised Gain balance also included
realised gains and losses in market value of investments, as well as foreign exchange
gains and losses. However, since there was no supporting detail making up the total
balance, it is not known what amounts relate to realised gains and losses and foreign
exchange gains and losses. The Board does not believe this Unrealised Gain balance is
materially misstated, though.
6.5
Third, the Board found that several other financial statement captions presented
as assets and liabilities within the Statement of Net Assets Available for Benefits were
misstated. The misstatements are summarised below, and were corrected with revised
financial statements.
Captions
Contributions receivables from NATO
bodies
Deferred revenue
Payable to staff members/NATO bodies
Prior and current year surpluses
Total Net Differences

Originally
Presented
66,137

Corrected

Difference

85,841

19,703

496,365
165,010
(662,881)

1,268
(22,477)

(496,365)
(163,742)
640,404
-

6.6
Lastly, Annex 3 (Statement of Net Assets Available for Benefits for Retirement
and Invalidity Pensions), is not necessary because the balances are already reported as
a separate column in the overall Statement of Net Assets Available for Benefits at Annex
1. Also, the overall Statements of Changes in Net Assets Available for Benefits at Annex
2 did not separately present information for the Retirement and Invalidity Pensions, which
is not consistent with Annex 1.
Recommendation
6.7
The Board recommends implementing the multi-level financial statements review
process in order to ensure the mathematical accuracy and overall quality of the produced
financial statements and supporting documentation.
Comment of the International Staff
The recommendation is agreed. A revised version was submitted to IBAN so that
the information disclosed to the public is as accurate and as free of error as possible.
None of the errors had any impact on the value of the holdings of DCPS members,
neither did they have an impact on the budgets from which the contributions are
paid.
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7.

UNCLEAR FOREIGN CURRENCY CONVERSION POLICY

Reasoning
7.1
According to the NATO Accounting Framework, the entity translates foreign
currency items into its functional currency, and reports the effects of such translation.
Furthermore, it states that a foreign currency transaction shall be recorded, on initial
recognition in the functional currency, by applying to the foreign currency amount the spot
exchange rate between the functional currency and the foreign currency at the date of
the transactions.
7.2
According to best practices, entities with significant amount of operations in
foreign currencies should develop a policy, explaining the process of accounting for and
reporting transactions stated in foreign currencies.
Observation
7.3
Significant portions of DCPS incoming and outgoing payments were made in
currencies other than the DCPS functional currency, which is the EUR. The Board was
unable to obtain a policy or detailed explanations regarding conversion of transactions
stated in foreign currencies and accounting for the gain or loss from these transactions.
Recommendation
7.4
The Board recommends developing and implementing a comprehensive policy
on the accounting and reporting of transactions, stated in foreign currencies.
Comment of the International Staff
The recommendation is noted. DCPS transactions are presently recorded at the
EUR values when received or disbursed, as is the case for all NATO budgets
denominated in EUR. Moreover, there is no foreign exchange risk to the
organisation and all foreign exchange risk is borne by the individual DCPS
affiliates.
Board’s position
The Board highlights the necessity to develop and implement a comprehensive
policy on the accounting and reporting of transactions, stated in foreign currencies,
which would be applicable to all International Staff entities. The policy should also
foresee and describe situations, when exchange rates, different from NATO parity
rates, are applied.
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8.

NO REGULAR RECONCILIATION OF BANK BALANCES

Reasoning
8.1
According to paragraph VI 4) (c) of NATO Financial Rules and Procedures, the
Financial Controller shall ensure that all accounts are reconciled and verified on a regular
basis, and all activities with financial implications, including multinational and nonappropriated fund activities, controlled by periodic inspection.
Observation
8.2
The Board found that the IS did not perform monthly reconciliations of cash
balances between the accounting system and bank statements for 2015 and through the
date of this report for 2016. Monthly reconciliations can only be performed after all bank
transactions have been recorded and reconciled in the ERP. This did not happen
because there were a significant amount of unreconciled and unprocessed bank
transactions in the ERP in 2015.
Recommendation
8.3
The Board recommends performing and documenting regular monthly cash
reconciliations, which will help to identify misstatements (if any) on a timely basis. This
should include signatures of the preparer and the reviewer.
Comment of the International Staff
Agreed. The ERP automatically reconciles, on a daily basis, most cash
transactions and provides an up-to-date report of unreconciled cash movements
and their dates.
Board’s position
The ERP recurring reconciliation of most (not all) cash transactions is a
complimentary control. The Board recommends performing the control, covering all
cash transactions by comparing bank balances with ERP on a monthly basis.
The Board reminds that the ERP system was set-up as one company for many
financial reporting entities, and that cash receipts and payments intended for one
financial reporting were incorrectly being reported against those of an incorrect
financial reporting entity. Also, in 2015 and 2016, there have been many
unreconciled bank transactions in the ERP system that remained unreconciled for
many months. These are clear evidence of material weaknesses in internal controls
in respect to the reconciliation of bank transactions.
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FOLLOW-UP OF A PREVIOUS YEARS’ OBSERVATION
The Board reviewed the status of the observation and recommendation arising from a
previous years’ audit. The observation and its status are summarised in the table below.
STATUS OF PREVIOUS YEARS’ OBSERVATION
OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

Audit Report FY 2009
IBA-AR(2011)09, paragraph 5.1
Weaknesses in the preparation of pension
benefit payments
Observation
The Board observed that the IS was only
partially prepared for the pension benefit
payments due to:
 the lack of the use of any IT application for
benefit payments.
 the lack of a pension provider.
 the need to borrow money from the
Coordinated Pension Scheme due to
liquidity problems.

The Board noted the following actions:
 the still small number of benefit
payments allows sufficient control
over
the
payments
and
the
requirements of the future ERP
system contain this function.
 a procurement procedure of an
annuity provider was completed but
did not deliver the expected results.
This issue is being addressed in the
context of the on-going review study of
the DCPS.

Board’s recommendation
The Board recommends that the IS ensures
the proper preparation to deal with the  the DCPS paid back the amount
expected increase in numbers of pension
borrowed from the Coordinated
benefit payments of the DCPS, i.e., the
Pension Scheme and solved the
application of the IT system for the DCPS
liquidity problem with an internal
benefit payments, the selection of the pension
transfer of money in the DCPS.
provider(s), the timely collection of amounts
Advances are now made from the IS
needed for the benefit payments from the
accounts.
insurance company and the pension
provider(s), and to discontinue the borrowing
from the Coordinated Pension Scheme.
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Observation
Partially
Settled.
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