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IBAN AUDIT ON THE 2015 FINANCIAL STATEMENTS OF THE NATO HELICOPTER
FOR THE 1990s (NH90) DESIGN AND DEVELOPMENT, PRODUCTION AND
LOGISTICS MANAGEMENT ORGANIZATION (NAHEMO)
Note by the Deputy Secretary General
1.
I attach the International Board of Auditors for NATO (IBAN) report on the audit of the
2015 financial statements of NAHEMO.
2.
The IBAN report sets out a qualified opinion on the financial statements of NAHEMO
and on compliance for the year 2015. The issues highlighted by the IBAN are being dealt
with by the appropriate governing body of NAHEMO. The IBAN report has also been
reviewed by the Resource Policy and Planning Board (RPPB) (see Annexes) which has
provided its own report with conclusions and recommendations to Council. The Board
concluded that the nature of the issues highlighted by the IBAN are a concern and relate in
particular to compliance with the NATO Financial Regulations. NAHEMO have accepted
the recommendations made by the IBAN and it is therefore expected that the underlying
issues will not be a recurring theme in future audits of the financial statements of NAHEMO.
3.
I do not believe that this matter requires discussion in the Council. Consequently,
unless I hear to the contrary by 17:00 hours on Wednesday 21 December 2016, I shall
assume that the Council has noted the IBAN report on the 2015 financial statements of
NAHEMO and agreed the RPPB recommendation regarding public disclosure

(Signed) Rose E. Gottemoeller

Annexes
Original: English
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IBAN AUDIT ON THE 2015 FINANCIAL STATEMENTS OF THE NATO HELICOPTER
FOR THE 1990s (NH90) DESIGN AND DEVELOPMENT, PRODUCTION AND
LOGISTICS MANAGEMENT ORGANISATION (NAHEMO)
Report by the Resource Policy and Planning Board
References:
a) IBA-A(2016)88 – IBAN Report
b) C-M(2015)0025 – NATO Financial Regulations (NFRs)
c) NH/ADM/DLA/04822/2016 - Letter from General Manager of NAHEMA
d) C-M(2008)116 - Public Disclosure of NATO information
e) NH/MGT/DGM/06581/2016 – Letter from General Manager of NAHEMA

INTRODUCTION
1.
This report contains the RPPB’s observations and recommendations on the IBAN
audit of the 2015 financial statements of NAHEMO (reference (a)).
BACKGROUND
2.
The International Board of Auditors for NATO (IBAN) has issued a qualified opinion
on the financial statements of NAHEMO and an adverse opinion on compliance with the
NFRs (reference b) for the year 2015. The IBAN has issued five observations with
recommendations. Contract management procedures at NAHEMO were found to be not in
compliance with the NFRs and this had an impact on the audit opinion on compliance. An
understatement of payables to suppliers had an impact on the audit opinion on the financial
statements. Material weaknesses in internal control over financial reporting had an impact
on the audit opinion on both the financial statements and on compliance. Two other
observations did not impact the audit opinion.
3.
The Board acknowledges that the issues highlighted in the IBAN audit report will
be/have already been dealt with by the participating Nations represented on the appropriate
governing bodies of NAHEMO. That said, the RPPB is still mandated under Article 15 of
the NFRs (reference (b) to provide Council with comments and recommendations on the
audit opinion.
4.
The Board recalls its discussions on proposed changes to the NAHEMO Financial
Regulations in September 2016 and the request made to the Chairman of the NAHEMO
Steering Committee to re-examine certain elements of them to bring them into line with the
NFRs.
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Audit Opinion on Compliance
5.
Observation 1 – contract management procedures not in compliance with the NFRs:
Following a similar observation on contract management procedures in the audit opinion on
the 2014 financial statements of NAHEMO, the IBAN found that the new Contracting
Management Process instituted by the General Manager in November 2015 does not
comply with Article 12 (Internal Control) of the NFRs. This observation impacted the audit
opinion on compliance.
6.
In particular, the IBAN found that the sending of invoices directly to Senior
Management prevents the Financial Controller (FC) from exercising responsibility for
internal financial and budgetary control. To ensure the establishment of sound internal
control by the FC in compliance with the NFRs, the IBAN recommend that invoices should
be sent by suppliers directly to the office of the FC thus enhancing transparency and
traceability of invoices and full availability of data in the financial system. The receipt and
rejection of invoices should be done under the supervision of the FC not by the Agency’s
Senior Management. NAHEMA have stated that they will comply with the IBAN
recommendation.
Audit Opinion on the Financial Statements
7.
Observation 2 - understatement of payables to suppliers: Accounts payable are
amounts due to other parties arising from claims. Due to weaknesses in how invoices are
managed by the Agency which results in invoices being recorded in the register maintained
by NAHEMA outside of the financial system, the IBAN estimate the value of payables to
suppliers to be understated by at least EUR 27 million. This observation impacted the audit
opinion on the financial statements. Following on from the recommendation on observation
1 above (para 4), the IBAN recommend that invoices are recorded as first received by
NAHEMA in a central list in the financial system; only invoices rejected for valid and
documented reasons should be deducted from the payables balance. Since September
2015, NAHEMA is in the process of migrating to a new accounting system and NAHEMA
have agreed to follow the IBAN recommendation.
Audit Opinion on the Financial Statements and Compliance
8.
Observation 3 – material weaknesses in internal control: The IBAN found a number
of material weaknesses in internal control over financial reporting that resulted in
misstatements and incomplete disclosure of financial information by the Agency. This
observation impacted the audit opinion on both the financial statements and on compliance.
The IBAN recommended that NAHEMA strengthen its system of internal control by
improving the preparation, review and reporting processes, highlighting the need for
management to take responsibility and for review procedures to provide a reasonable basis
for obtaining assurance that financial statements are in compliance with the applicable
financial reporting framework. NAHEMA have acknowledged making a number of technical
errors in its financial statements and have undertaken to comply with the IBAN
recommendation.
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IBAN Observations
9.
Observation 4 – Problems with the handling of national contributions: This
observation did not impact the audit opinion. The IBAN found that the return of a national
contribution of EUR 20 million already received by NAHEMA was not in compliance with the
NAHEMO Financial Rules and Regulations. The IBAN recommended that NAHEMO
Nations should adhere to the regulations governing calls for contributions as approved by
them. The IBAN added that if NAHEMO Nations consider that the rules in force are not fit
for purpose they should assess and amend them accordingly. NAHEMO formally
commented that they will adhere to or amend their regulations accordingly.
10.
Observation 5 - further steps needed to ensure full compliance with the NFRs: The
RPPB notes the progress that the IBAN have observed towards complying with the articles
on internal control, risk management and internal audit contained in the NFRs (reference
b)). The Board understands 2015 to be a transition year and therefore expects NAHEMO
to make more progress in the near future. The Board notes that under the auspices of the
Head of Financial Reporting Policy, FCs of NATO entities (including NAHEMO) have already
met to share their experience in implementing these NFR articles and share best practice
across NATO entities in this area.
11.
The Board is however particularly concerned that the NAHEMO FC deliberately did
not sign the statement of Internal Control as per Article 3 (Responsibility and Accountability)
of the NFRs, because the Contract Management Process (see paras 5 and 6) overrode his
financial internal control responsibilities. While this is one way for the FC to express any
concerns, the Board takes this opportunity to remind the NAHEMA FC that under Article 7
(Recourse of the FC) of the NFRs, he also has the right, when required, to bring to the
Board, for resolution, any persistent doubt or disagreement of any proposed measure or
decision which he feels is not in compliance with the provisions of the NFRs.
Status of Prior Year Observations
12.
The IBAN also followed up on the status of observations from previous years’ audit
and found that two had been superseded, two had been settled and one remained
outstanding. The IBAN found that NAHEMA has made good progress towards reducing the
unnecessarily high holdings of cash, continued effort is needed to work with the NAHEMA
Nations to restrict total currency holdings to the minimum required to meet forecast
payments prior to receipt of the following contribution instalment.
Public Disclosure
13.
At reference c) the General Manager of NAHEMO put forward a request under
exemption categories 3 and 9 of the NATO Guidance on the Public disclosure of NATO
information1 (reference (d) for the non-disclosure of elements of the 2015 financial

1

NATO 3 – confidential commercial information
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statements. Specifically the letter requested the deletion of a portion of the text in page 18
on the notes to the financial statements covering receivables from Nations which names the
Nation that was subject to an IBAN observation (see paragraph 8). The Board accepts this
request.
14.
Additionally the General Manager of NAHEMO requested withholding public
disclosure of all annexes to the financial statements2. Following the Board’s request for
clarification of the rationale for not disclosing annex 1 (the statement of budget execution),
the General Manager has clarified (reference (e) that the Agency is now only seeking (under
exemption category 3 of reference d) to redact two tables from the annex and not the whole
annex as originally requested. The Board accepts that the two tables identified should be
redacted in the version of the audited financial statements to be publicly disclosed.
15.
The Board accepts the non-disclosure of annex 2 to the NAHEMO financial
statements on the grounds that it contains confidential commercial information.
16.
As for annex 3 of the NAHEMO financial statements, the Board notes that while
some NATO entities do include the statement of internal control as an integral part of their
financial statements there is no requirement under the NFRs to do so (the statement of
internal control was not part of the 2014 NAHEMO financial statements which were publicly
disclosed). On the other hand, the Board also notes that although not a basis for
qualification, the IBAN did make an observation about the fact that the NAHEMO Financial
Controller deliberately did not sign the statement of internal control (paragraph 11 above).
On balance the Board accepts the request to withhold annex 3 from public disclosure.
CONCLUSIONS
17.
The IBAN has issued a qualified opinion on the 2015 financial statements of
NAHEMO. The nature of the issues raised by the IBAN are a significant cause for concern.
Internal control, accountability and the roles and responsibilities of the Financial Controller
have all been significantly strengthened in the NFRs approved by Council in May 2015. The
NFRs direct the financial administration of all NATO bodies (including agencies such as
NAHEMO) and provide key policy guidance to ensure effective, economical budgetary and
financial administration. The Board understands 2015 to be a transition year. The Board
expects NAHEMO to make more progress towards full compliance with the NFRs
specifically on risk management policy and on development of an internal control framework
in the near future. The Board recognises that NAHEMO has accepted the recommendations
made by the IBAN to address the concerns and therefore expects that the underlying issues
will not be a recurring theme in future audits on the financial statements of NAHEMO.
NATO 9 – details about current internal or external NATO political discussions and sensitivities
2

Annex 1 – statement of budget execution; Annex 2 – details of contract amendment; annex 3 – statement of
internal control.
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RECOMMENDATIONS
18.

The Resource Policy and Planning Board recommends that the Council:
(a)

note the IBAN report IBA-A(2016)88;

(b)

endorse the conclusions in paragraph 17; and,

(c)

approve the public disclosure of this report, the IBAN audit (reference a)) and the
redacted version of the 2015 financial statements of NAHEMO (enclosure 1).
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Summary Note for Council
by the International Board of Auditors for NATO (Board)
on the audit of the Financial Statements of the
NATO Helicopter Management Organisation (NAHEMO)
for the year ended 31 December 2015
The NATO Helicopter for the 1990s Design and Development, Production and Logistics
Management Organisation (NAHEMO) is a NATO subsidiary body established with a view
to meet the NH90 Helicopters requirements of France, Germany, Italy, The Netherlands and
Belgium. NAHEMO consists of a Steering Committee (SC) composed of representatives of
the Participants with the responsibility of the overall management of the programme and of
the Agency called NAHEMA. The agency is located in Aix-en-Provence (France).
For 2015, the NAHEMO operational and administrative budgets’ expenses were EUR 904
million and EUR 11 million (including brought forward) respectively.
During the audit the Board identified five observations, and issued a qualified opinion on the
NAHEMO Financial Statements and an adverse opinion on compliance for the year ended
31 December 2015 due to the following reasons:
Observation 1 impacts the audit opinion on compliance:
1. Contract management procedure does not comply with NATO Financial
Regulations.
Observation 2 impacts the audit opinion on financial statements:
2. Payables to suppliers in the Statement of Financial Position understated for at least
EUR 26.9 million.
Observation 3 impacts both the audit opinion on financial statements and compliance:
3. Lack of review on the financial statements revealed material weaknesses in internal
control over financial reporting.
Observations 4 and 5 do not impact the audit opinion:
4. Return of a National contribution already received by NAHEMA does not comply
with NAHEMO Financial Rules and Regulations.
5. Further steps are required to achieve full compliance with the revised NATO
Financial Regulations, particularly those articles on internal control, risk
management and internal audit
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These observations are summarised in the Letter of Observations and Recommendations
(Annex 4).
The Board also followed up on the status of observations from its previous years’ audits and
noted that two were settled, one was outstanding, and two were superseded by
Observations 1 and 3 (Annex 4).
For NAHEMO’s Formal Comments see the Letter of Observations and Recommendations
(Annex 4).
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INTERNATIONAL BOARD OF AUDITORS FOR NATO
AUDITOR’S REPORT ON THE FINANCIAL STATEMENTS OF

THE NATO HELICOPTER MANAGEMENT ORGANISATION
(NAHEMO)

FOR THE YEAR ENDED 31 DECEMBER 2015
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REPORT OF THE INTERNATIONAL BOARD OF AUDITORS
FOR NATO TO THE NORTH ATLANTIC COUNCIL

Report on the Financial Statements
The International Board of Auditors for NATO (Board) audited the accompanying Financial
Statements of NAHEMO, which comprised the Statement of Financial Position as at 31
December 2015, and the Statement of Financial Performance, Statement of Changes in
Equity and Cash Flow Statement for the year then ended, and a summary of significant
accounting policies and other explanatory notes. The Board also audited the Statement of
Budget Execution for the year ended 31 December 2015.
Management’s Responsibility for the Financial Statements
Management is responsible for the preparation and fair presentation of these financial
statements in accordance with the NATO Accounting Framework and the requirements of
the NATO Financial Regulations as authorized by the North Atlantic Council (NAC). This
responsibility includes the design, implementation and maintenance of internal control
relevant to the preparation and presentation of financial statements that are free from
material misstatement, whether due to fraud or error.
Auditor’s Responsibility
Our responsibility is to express an opinion on these financial statements based on our audit,
which is conducted in accordance with our Charter and international standards on auditing.
Those standards require that we comply with ethical requirements and plan and perform the
audit to obtain reasonable assurance about whether the financial statements are free from
material misstatement.
An audit involves performing procedures to obtain evidence about the amounts and
disclosures in the financial statements. The procedures selected depend on the auditor's
judgment, including the assessment of the risks of material misstatement of the financial
statements, due to fraud or error. In making those risk assessments, internal control relevant
to the entity's preparation and presentation of financial statements is considered in order to
design audit procedures that are appropriate in the circumstances, but not for the purpose
of expressing an opinion on the effectiveness of internal control. An audit also includes
evaluating the appropriateness of accounting policies used, the reasonableness of
accounting estimates made by management, as well as evaluating the overall presentation
of the financial statements.
We believe that the audit evidence we have obtained is sufficient and appropriate to provide
a basis for our opinion.
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Basis for Qualified Opinion on the Financial Statements
The Board found that Payables to Suppliers were understated by at least EUR 26.9 million
in the Statement of Financial Position. This is because the process followed by the entity in
managing invoices received is done out of the financial system, and only after all validations
are completed the invoices are recognized as payables. This results in a systematic delay
in invoices being recognised as liabilities for the entity.
The Board also found material weaknesses in internal control over financial reporting,
including an insufficient review of the financial statements, which have led to material
misstatements in the financial statements. The details of these misstatements are reported
in Observation 3 of the Letter of Observations and Recommendations accompanying this
report.
Opinion on Financial Statements
In our opinion, except for the effects and possible effects of the matters described in the
Basis for Qualified Opinion on the Financial Statements, the financial statements present
fairly, in all material respects, the financial position of NAHEMA as of 31 December 2015,
and of its financial performance and its cash flows for the year then ended are in accordance
with the NATO Accounting Framework.
Report on Compliance
Management’s Responsibility for Compliance
In addition to the responsibility for the preparation and presentation of the financial
statements described above, management is also responsible for ensuring that the financial
transactions and information reflected in the financial statements are in compliance with the
NATO Financial Regulations and the NATO Civilian Personnel Regulations as authorized
by the North Atlantic Council (NAC).
Auditor’s Responsibility
In addition to the responsibility to express an opinion on the restated financial statements
described above, our responsibility includes expressing an opinion on whether the financial
transactions and information reflected in the financial statements are, in all material
respects, in compliance with the NATO Financial Regulations and the NATO Civilian
Personnel Regulations. This responsibility includes performing procedures to obtain
reasonable assurance about whether the funds have been used for the settlement of
authorized expenditure and whether their operations have been carried out in compliance
with the financial and personnel regulations in force. Such procedures include the
assessment of the risks of material non-compliance.
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We believe that the audit evidence we have obtained is sufficient and appropriate to provide
a basis for our opinion.
Basis for Adverse Opinion on Compliance
The NATO Financial Regulations requires the establishment of a system of internal control.
NAHEMA has implemented new contracting management procedures that do not comply
with the concept of internal control as described in the revised NATO Financial Regulations.
The details of these instances of non-compliance are reported in Observation 1 of the Letter
of Observations and Recommendations accompanying this report.
Furthermore, the Board found material weaknesses in internal control over financial
reporting.

Opinion on Compliance
In our opinion, because of the significance of the matters described in the Basis for Adverse
Opinion on Compliance, the financial transactions and information reflected in the financial
statements are not in compliance with the NATO Financial Regulations. The opinion in
respect to compliance with the NATO Civilian Personnel Regulations is not modified.
Brussels, 23 August 2016

Lyn Sachs
Chairman
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INTERNATIONAL BOARD OF AUDITORS FOR NATO

LETTER OF OBSERVATIONS AND RECOMMENDATIONS
FOR THE NATO HELICOPTER MANAGEMENT ORGANISATION
(NAHEMO)

FOR THE YEAR ENDED 31 DECEMBER 2015
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Introduction
The International Board of Auditors for NATO (Board) audited the NAHEMO Financial
Statements for the year ended 31 December 2015, and issued a qualified opinion on the
financial statements and an adverse opinion on compliance with the NATO Financial
Regulations. The opinion in respect to compliance with the NATO Civilian Personnel
Regulations is not modified.
Observations and Recommendations
During the audit, the Board identified five observations and provided recommendations.
Observation 1 impacts the audit opinion on compliance; Observation 2 impacts the audit
opinion on financial statements; Observation 3 impacts both the audit opinion on financial
statements and compliance; Observations 4 and 5 do not impact the audit opinion. The
observations are summarised below:
1. Contract management procedure does not comply with NATO Financial
Regulations.
2. Payables to suppliers in the Statement of Financial Position understated for at
least EUR 26.9 million.
3. Lack of review on the financial statements revealed material weaknesses in internal
control over financial reporting.
4. Return of a National contribution already received by NAHEMA does not comply
with NAHEMO Financial Rules and Regulations.
5. Further steps are required to achieve full compliance with the revised NATO
Financial Regulations, particularly those articles on internal control, risk
management and internal audit
The Board also followed up on the status of observations from its previous years’ audits and
noted that two were settled, one was outstanding, and two were superseded by
Observations 1 and 3.
This Letter of Observations and Recommendations was formally cleared with NAHEMO and
the formal comments are included.
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1.

CONTRACT MANAGEMENT PROCEDURE DOES NOT COMPLY WITH
REVISED NATO FINANCIAL REGULATIONS

Reasoning
1.1
Article 12 of the NATO Financial Regulations (NFRs) states that “Heads of NATO
bodies shall ensure the necessary internal management functions are in place to support
effective internal control.” In order to meet the desired internal control standards, the
Financial Controller shall establish a system of internal financial and budgetary control,
embracing all aspects of financial management.
1.2
Article 12.3 of NFRs states that “internal control activities shall include, but not be
limited to: segregation of duties, and (…) adequate audit trails and data confidentiality,
integrity and availability in information systems.”
1.3
Segregation of duties, where tasks for a specific business process are disseminated
among multiple users, is a fundamental concept of internal control. The objective of
segregation of duties is to minimize the risk of fraud and error.
1.4
An Internal Note on the contract management process, signed by the prior General
Manager on 16 April 2013, presents a detailed description of all phases of the contracting
cycle in NAHEMA. Phase 4 describes how the contract execution and follow-up is to be
performed. Specifically, it states “When a milestone is deemed as achieved, the contractor
sends directly the related invoices with the associated evidence to NAHEMA Administrative
Division (NAHEMA/ADM) for payment.”
Observations
1.5
The Board found that the General Manager formalized a new NAHEMA Contracting
Management Process, through NAHEMA Internal Note 60/2015, dated 09 November 2015.
This process contains a modification for the delivery of the invoices sent by NAHEMA
contractors. According to it, invoices shall now be sent directly to the NAHEMA Senior
Central Secretary, where they will be managed and checked preliminarily by the Agency’s
Senior Management in order to verify if invoices meet the initial requirements, after which
they will be sent to the Administration Division to initiate the payment process.
1.6
The Board found that this modification happened without the formalization of the
new procedure since April 2014, and recommended in the audit report to the 2014 Financial
Statements to finalize the documentation of the Internal Contracting Process Directive,
ensuring compliance with the NFRs.
1.7
The Board found that the new Contracting Management Process does not comply
with the concept and content of Internal Control as described in Article 12 of the NFRs.
Sending the invoices directly to Senior Management prevents the Financial Controller from
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exercising his responsibility on internal financial and budgetary control.
represents management’s override of internal control.

It therefore

1.8
In addition, the contract management process implies that invoices are not recorded
in the financial system until they have been received, dated by Senior Management,
validated by Contracting Section and sent to Finance. This process hinders the traceability
and transparency of invoices’ management and thus does not comply with Article 12.3 of
NFRs, which states that internal control shall include adequate audit trails and data
confidentiality, integrity and availability in information systems.
1.9
The Board also found that the new contract management procedure resulted in
invoices related to goods and services received in 2015 not being properly tracked or
recorded in the financial statements. Even though these invoices were supported by
certifications and letters of achievement, and invoices received by NAHEMA, the procedure
followed by NAHEMA prevents to report the correct value of invoices at year-end as
“Payables to Suppliers”. The financial impact of the misstatement is described below in
Observation 2.
Recommendation
1.10
The Board recommends that NAHEMA modify the Contracting Management
Process to ensure the establishment of a sound internal financial control by the Financial
Controller, in line with the NFRs. Invoices should be sent by suppliers directly to the
Financial Controller’ office, to ensure full visibility and full availability of data in the financial
system. The receipt and rejection of invoices should be done under the supervision of the
Financial Controller, who is responsible for the administration of financial and budgetary
controls, in a transparent manner that includes traceability and appropriate documentation
of other parties’ participation to the process (Contract division and/or others).
NAHEMO’s Formal Comment
NAHEMA will comply with the IBAN's recommendation.
The risk conditions (structural and technical) that called for the process review as
per the Financial Statements 2014 have been mitigated nowadays.
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2.

PAYABLES TO SUPPLIERS IN THE STATEMENT OF FINANCIAL POSITION
UNDERSTATED BY AT LEAST EUR 26.9 MILLION.

Reasoning
2.1
Accounts Payable are amounts due to other parties arising from claims to cash or
other assets and are recorded as liabilities when other entities establish claims against the
reporting entity either based upon legal provisions, such as due date or the date goods or
services were provided.
2.2
Payables shall be recognized when the outflow of resources embodying economic
benefits from the entity is probable, and the cost/value of the obligation can be measured
reliably.
Observations
2.3
The Board found that NAHEMA recognizes Payables to Suppliers only when most
of the activities related to management of invoices were completed, as explained in
Observation 1. The process followed by the agency means that actual management of
invoices is done out of the financial system, and only after all validation is completed are the
invoices recorded for payment in the financial system. This creates a systematic delay in
recognising invoices as liabilities for the entity.
2.4
The balance of Payables to Suppliers reported by the entity in the Financial
Statements only includes the value of invoices recorded in the system. Invoices received,
but still under “pre-check” and/or validation, are not included in the balance of payables. As
a result, the value of Payables to Suppliers at year-end is systematically understated. The
Board estimates that the understatement at 31 December 2015 is at least EUR 27 million.
Due to weaknesses in how invoices are recorded in the register maintained by NAHEMA
outside of the financial system, it is not possible to fully estimate the amount of
understatement.
Recommendation
2.5
The Board recommends that all invoices are recorded, as first received by
NAHEMA, in a central list in the financial system before the validation process done by
different entity’s Sections. At that moment, invoices shall be recorded as Payables to
Suppliers, and at year-end all amounts of outstanding payables should be reported in the
financial statements. Only invoices rejected for valid and documented reasons should be
deducted from the payable balance.
NAHEMO’s Formal Comment
NAHEMA is tracking and tracing invoices with an Excel spreadsheet in the so called
pre-check phase. This has been current procedure since a lot of years and was
created because it was, due to the accounting system and the lack of capacity,
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impossible to register all invoices directly in the accounting system. Especially due
to the high percentage of rejections in those days (40%) this would have caused a
tremendous additional workload compared with the potentiality of NAHEMA's
resources. Nowadays the percentage of rejections is decreasing. After the precheck phase invoices are ready for finance and registered in the accounting system.
As already stated during the Audit of the Financial Statement 2014, in September
2015 the migration to a new version of accounting system started and it is currently
on going.
NAHEMA will follow IBAN's recommendation and will continue to implement
additional functionalities in the new accounting system/suite to optimize the flow.

3.

LACK OF REVIEW ON THE FINANCIAL STATEMENTS REVEALED MATERIAL
WEAKNESSES IN INTERNAL CONTROL OVER FINANCIAL REPORTING

Reasoning
3.1
The NFRs include several aspect related to internal financial and budgetary control.
In this line, Article 6 states that Heads of NATO bodies shall have a Financial Controller who
exercises in their name responsibilities for the budgeting, accounting and reporting activities
of the NATO body.
3.2
Article 12.2 states that “in order to meet the desired internal control standards the
Financial Controller shall establish a system of internal financial and budgetary control,
embracing all aspects of financial management (…).”
3.3
According to Article 12.3, internal control activities shall include, among others,
segregation of duties. Segregation of duties where tasks for a specific business process are
disseminated among multiple users, is a fundamental concept of internal control. The
objective of segregation of duties is to minimize the risk of fraud and error. In the exercise
of those control functions, it is essential to have in place a process for the review of the
financial statements. This will help to ensure that they contain all the relevant information,
as well as ensure compliance with accounting principles and practices.
Observations
3.4
The Board found material weaknesses in internal control over financial reporting.
The Board found little evidence of management review of the financial statements, including
by the Financial Controller. This resulted in the following misstatements and incomplete
disclosure of information in the financial statements:
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Lack of disclosure of the value of milestones achieved and certified at year end
3.4.1 When NAHEMO is acting as agent on behalf of the nations, when milestones have
been achieved by industry and certified but invoices not yet received, disclosure of these
amounts should be made in a note to the financial statements, as recommended by the
Board over the last two years.
3.4.2 The Board found that at least EUR 26.44 million certified as milestones achieved
were not disclosed as required above. This figure corresponds only to the amounts certified
in November and December 2015, therefore, the total value of works received could exceed
this amount.
Classification of Revenue in the Statement of Financial Performance is incorrect
3.4.3 The Statement of Financial Performance discloses Financial Revenue as EUR
10,797,000. However, this balance actually corresponds to Revenue, while Financial
Revenue is actually zero. There is therefore an error in the classification of the accounts.
Incorrect balance of Payables to Nations in 2014 in Note 6
3.4.4 Note 6 discloses as balance of Payables to Nations in respect of the Operating
Budget for the year 2014 a balance of EUR 792,022,000. This figure is incorrect, as it
corresponds to the balance of the year 2013 instead of 2014. The correct figure should be
EUR 873,620,255.
3.4.5 Also, the total balance of Payables to Nations in respect of the Administrative
Budget is presented as EUR 1,504,000, whereas the correct value is EUR 1,808,000.
Incorrect disclosure of lapses for the Administrative Budget in the Budget Execution
Statement
3.4.6 Amounts disclosed as lapses for the year 2015 are incorrect. Due to following errors
for funds carried forward from 2014 to 2015, the lapsed funds 2015 are disclosed for a value
of EUR 659,000. Lapsed funds in 2015 should be total commitments less total expenses, or
EUR 639,000.
3.4.7 Nevertheless, the total sum of lapsed funds in 2013, 2014 and 2015 presented for
Administrative Budget are correct.
Statement of Cash Flow presents an incorrect value of surplus/deficit and depreciation
3.4.8 The value of surplus/deficit disclosed in the Statement of Cash Flow is zero.
However, the correct value is a deficit of EUR 32,000, as disclosed in the Statement of
Financial Performance (for the administrative budget). Also, the Statement of Cash Flow
does not adjust surplus/deficit for the amount of depreciation expense for Property, Plant
and Equipment or intangible assets, for a value of EUR 32,000.
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Disclosure of incorrect information
3.4.9 The first part of the financial statements, which discloses General Information,
presents an incorrect statement. It states that "NAHEMO Financial Regulations, compliant
with the NFR (dated May 2015), were approved by the SC in December 2015 and sent for
assessment to NATO on 29th December 2015." This is incorrect, because these NAHEMO
Financial Regulations were not complying with the NFRs, and as a result, were not officially
approved by the North Atlantic Council.
3.4.10 Note 2 discloses a negative Receivable from Nations related to Administrative
Budget for EUR 1,287,000. This balance should be shown as “Payable to Nations”, since
they offset it from the 2nd 2016 call for funds on 18 March 2016.
3.4.11 In the table of Payables to Nations related to the Operational Budget in Note 6, an
amount of EUR 774,763,000 is disclosed as Unearned Revenue. Since NAHEMA considers
itself acting as an agent for its Nations, as stated in the accounting policies, these amounts
never become 'revenue' of NAHEMA and thus should not be disclosed as Unearned
Revenue.
3.4.12 Note 7 refers to a change in accounting policy in respect to Unearned Revenue and
advances for Operational Budget. This change actually took place in 2012, and was
consistently applied since that year.
Recommendation
3.5
The Board recommends that NAHEMA strengthen its system of internal control by
improving the preparation, review and reporting process of the Financial Statements. The
Board highlights that management takes responsibility for the preparation and presentation
of the entity’s financial statements. The review procedures are necessary to provide a
reasonable basis for obtaining assurance that financial statements are in compliance with
the applicable financial reporting framework.
NAHEMO’s Formal Comment
Observation number 3.4.1 + 3.4.2 “Lack of disclosure of the value of milestones
achieved and certified at year end”:
As there is no official record on this IBAN’s recommendation arising from the past,
the requested note was not included in the notes to the Financial Statements.
NAHEMA will comply with this recommendation in the future.
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Board’s position
This was discussed verbally with NAHEMA during the past two years, and led to a
restatement of the 2013 financial statements. The 2014 financial statements,
though, did not present these disclosures.
Observation number 3.4.3 “Classification of Revenue in the Statement of Financial
Performance is incorrect”:
As NAHEMA has changed to the new layout of the Statement of Financial
Performance, the revenue has been shown in the row "Financial Revenue" instead
of showing it in the row “Revenue” due to a copying error.
Observation number 3.4.4+ 3.4.5 “Incorrect balance of Payables to Nations in 2014
in Note 6”:
Note 6 to the Statement of Financial Position shows in column year 2014 two figures
of the year 2013 due to a copying error. The 2015 figures in the Notes are all correct.
The figures in the Statement of Financial Position are correct for both years, 2014
as well as 2015.
Observation number 3.4.6 + 3.4.7 “Incorrect disclosure of lapses for the
Administrative Budget in the BES”:
IBAN states: "the total sum … presented for admin budget are correct". Hence it is
understood by NAHEMA that the figures are disclosed correct, transparent and
verifiable to the reader of the Financial Statements.
Board’s position
While the total for the three years was correct, the value presented for 2015 lapses
was not correct. This also meant that the values presented for the three years did
not actually sum to the total presented.
Observation number 3.4.8 “Statement of Cash Flow presents an incorrect value of
surplus/deficit and depreciation”:
As the Statement of Cash Flow has been made based on the “Indirect Method” for
several years and therefore the value of surplus/deficit presented in the Statement
of Cash Flow has always been shown at zero (never questioned by IBAN before), it
has been done like that for 2015 as well.
NAHEMA will add the actual value of surplus/deficit disclosed in the Statement of
Financial Performance in the row surplus/deficit as well as in the row depreciation
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of the Statement of Cash Flow with reversed +/- value as requested by IBAN in the
following years' Financial Statements.
Observation “Disclosure of incorrect information”:
3.4.9: NAHEMO Financial Regulations have been endorsed by SC and sent to NAC
for approval in December 2015. Following some NATO remarks and further
recommendations in March 2016 (only after the Financial Statement issue), a new
proposal of NAHEMO FR have been re-drafted and sent back to NAC for approval
end of June 2016. NAHEMA is waiting for NAC decision.
3.4.10: In order to offset payables from calls for funds, credit memos have to be
created in the accounting system, thus converting payables accounting into called
assessments accounting in order to match the credit memos to the calls for funds.
The credit memos (representing a liability, payable to Nations) were finally applied
to the calls for funds on 18 March 2016, what is explained in detail in the Financial
Statements notes. This was common practice without any IBAN remark in the past.
Board’s position
The Board maintains its position, and is simply stating that a negative receivable
should be presented in the financial statements as a liability rather than an asset.

3.4.11: NAHEMA has just continued to use commonly used wording as done in
previous years without IBAN comments on that. Following IBAN recommendation,
NAHEMA will replace the wording “unearned revenue” by the wording “unused
contributions” in the following years’ Financial Statements.
3.4.12: NAHEMA will remove the sentence in the following years' Financial
Statements. NAHEMA will comply with IBAN's recommendation.

4.

RETURN OF A NATIONAL CONTRIBUTION ALREADY RECEIVED BY NAHEMA
DOES NOT COMPLY WITH NAHEMO FINANCIAL RULES AND REGULATIONS

Reasoning
4.1
Article 9.2 of the NAHEMO General Memorandum of Understanding (MOU) states
that “each participant will provide the funds required by the International Program Office.”
4.2
Article 8.1 of NAHEMO MOU relating to the Production Phase (PI&P) states that
“the general principles with regard to funding and payment as laid down in Section IX of the
General MOU and the NAHEMO Financial Rules and Regulations will apply.”
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4.3
NAHEMA Financial Rules and Regulations includes a detailed description of the
program funding and process for call for contributions. Article 21 states that “Contributions
shall be assessed on the basis of the approved budget authorisations and in accordance
with the actual cash requirements of NAHEMA.” According to Article 27, the amounts shown
in the Operational Budget will be requested by NAHEMA, according to NAHEMA's
assessment of the funds required. Article 29 describes how contributions due from Nations
are assessed, taking into account cash available on the Nations related bank accounts from
previous years calls for funds, credits carried over from the preceding financial year, and
miscellaneous income of the preceding financial.
Observations
4.4
A first call for funds for 2015 PI&P budget to one NAHEMO Nation was made on 20
November 2014 for EUR 132.3 million. The amount called was calculated according to the
contributions assessment as described in NAHEMA Financial Rules and Regulations,
approved by NAHEMO Nations. The call was observed and funds received in NAHEMA’s
bank account.
4.5
On 10 November 2015, that same Nation requested a transfer of EUR 20 million
from the NAHEMA bank account back to its National Government account. The request was
supported by a statement from that Nation that funds available in NAHEMA’s account
exceeded by EUR 20 million the expected payments by year end.
4.6
By letter sent on 23 November 2015, the General Manager agreed to the requested
transfer, but confirmed that those EUR 20 million were needed to cover the expected
payments for the first months of 2016. Consequently, on 26 November 2015 NAHEMA
called the EUR 20 million in addition to the second 2015 PI&P call for funds, to cover the
difference of cash available in relation to the payment’s forecast. Eventually, that Nation
returned the money back on 7 January 2016.
4.7
The Board found that it is not for the Nations to assess the need for money to cover
expected payments. That is NAHEMA’s responsibility, as stated in the NAHEMO General
MOU and NAHEMA Financial Rules and Regulations. In fact, NAHEMA’s assessment of the
first call was correctly estimated, as supported by the General Manager’s letter and
confirmed by the immediate inclusion of an additional EUR 20 million to the second 2015
call for funds, issued on the very same date the funds were returned to the Nation.
4.8
The request of the contribution refund from that Nation implied that the objective
process for calculation of contributions was deviated from the rules. The Board found that
this is not in line with the funding concept of the NAHEMO programme and General
Manager’s responsibility, as defined in NAHEMO Charter and MOUs.
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Recommendation
4.9
The Board recommends the NAHEMO Nations adhere to the regulations applicable
and approved by them. Otherwise, if NAHEMO Nations consider that rules in force are not
fit for purpose of the objectives of the program, they should assess and amend them
accordingly.
NAHEMO’s Formal Comment
NAHEMO will adhere to or amend their regulations.

5.

FURTHER STEPS ARE REQUIRED TO ACHIEVE FULL COMPLIANCE WITH
THE REVISED NATO FINANCIAL REGULATIONS, PARTICULARLY THOSE
ARTICLES ON INTERNAL CONTROL, RISK MANAGEMENT AND INTERNAL
AUDIT

Reasoning
5.1
The North Atlantic Council (Council) approved revised NFRs effective as from 4 May
2015. This was the first time in more than 30 years that the NFRs have been revised. While
Article 36 of the revised NFRs states that “the NFRs will take effect immediately (i.e. 4 May
2015)”, Council also agreed that full implementation was only expected by the end of 2015.
Furthermore, Article 4 of the revised NFRs states that “the finance committee shall approve
a set of Financial Rules and Procedures (FRPs) that provide additional guidance to ensure
the effective implementation of the revised NFRs.”
5.2
The revised NFRs are more explicit than the previous version in the areas of Risk
Management (Article 11), Internal Control (Article 12), Internal Audit (Article 13) and the
establishment of an Audit Advisory Panel (Article 16). They require the establishment of
effective, efficient and economical risk management procedures, that there are necessary
management functions in place to support effective internal control, and that NATO bodies
have access to a permanent, adequately resourced, internal audit function that is compliant
with internationally accepted Internal Auditing Standards.
They also require the
establishment of an Audit Advisory Panel. Furthermore, Article 3 requires, as a
demonstration of responsibility and accountability, that both the annual Financial Statements
and Statements of Internal Control be signed by both the NATO Head of Body and Financial
Controller
5.3
These revised NFRs provide an opportunity for NATO bodies to solidify and codify
their overall internal control framework, including risk management. They also provide
internal audit functions, whether in-house or outsourced, with clear expectations that they
must be in a position to fully evaluate the effectiveness and efficiency of operations and
internal controls, including risk management. Finally, the Council will ensure that the
detailed FRPs are consistent, to the maximum extent possible, across NATO.
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Observations
5.4
The Board found that NAHEMA made some progress, but more steps are still
needed, to achieve full compliance with all of the revised NFRs. This result, though, is not
unexpected considering that the revised NFRs were only approved by Council in May 2015
and that the more detailed FRPs, which were required by Article 4 of the revised NFRs, have
still not yet been approved by the NAHEMO nations.
5.5
Due to the lack of detailed regulations throughout 2015, the Board considers 2015
to be a transition year. It has chosen to report on the progress against certain of these
revised Articles of the NFRs, and to make recommendations against that progress.
The Board reports the status of the following areas:
Article 3 Responsibility and Accountability
5.5.1 The Board found that only the NAHEMA General Manager signed the Statement on
Internal Control. The Financial Controller deliberately did not sign it because the revised
Contracting Management Process overrides his financial internal control responsibility. Both
the General Manager and Financial Controller, however, signed the financial statements.
Article 11 Risk Management
5.5.2 The Board found that NAHEMA has not yet developed a Risk Management Plan,
nor documented a Risk Management policy or framework, and procedures. Such a policy
is essential in order to ensure and to clearly demonstrate to others that efficient, effective
and economic risk management procedures are in place and that risk management is
aligned with NAHEMA’s overall operational and financial objectives.
5.5.3 The Head of Management Cell, designated as risk manager, developed an entitywide risk register. It identifies risks relevant to Information Technology, Personnel, Financial,
Facilities/Equipment, Processes and Programme output. It is updated every year, its last
update was done in January 2016. The risk register includes for each risk a description, risk
assessment, and mitigation plan. However, it does not set risk tolerance limits nor suggests
actions in case the risk is realised.
Article 12 Internal Control
5.5.4 The Board found that NAHEMA has not yet adopted and complied with a specific
Internal Control Framework. Also, no common NATO-wide Internal Control Framework has
been chosen. Such a framework, with the appropriate supporting documentation and
procedures, is essential in order to ensure and to clearly demonstrate to others that a
complete system of internal financial and budgetary controls is in place.
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5.5.5 The Board’s audits of NAHEMA for 2014 and 2015 Financial Statements revealed
material weaknesses in internal control which led to audit qualifications in respect to
compliance with the internal control requirements of the NFRs. In addition, until a specific
Internal Control Framework is adopted and supported via a systematic documentation of
internal control procedures, the Board will not be in a position to state that there is a full
system of internal control in place that is in accordance with Article 12 of the revised NFRs.
Article 13 Internal Audit
5.5.6 NAHEMA does not have a specific dedicated position of Internal Auditor. The
agency carried out three Internal Audit tasks: two of them were performed by the Finance
and Accounting Committee (FAC) members, and a third one was carried out by the Deputy
General Manager. However, the generally accepted standards for internal audit, namely
professionalism and independence, were not complied with.
5.5.7 The Board found that internal audit activities were very limited in volume and
substance. Acknowledging the limitation of resources for internal audit activity that
NAHEMA faces, the Board, also notes that NAHEMA did not seek alternative solutions, such
as outsourcing or sharing internal audit function with other NATO entities. As a result, it
cannot be stated that NAHEMA has undertaken internal audit activities to fully evaluate,
throughout the organisation, the risk exposures and the effectiveness of internal controls in
managing risk within the governance, operations and information systems as required by
Article 13.
Article 16 Audit Advisory Panel
5.5.8 The Board found that the NAHEMA has not yet established an Audit Advisory Panel
as required by Article 16.
Recommendations
5.6

The Board recommends that:
a) NAHEMA prepare an entity-wide risk management policy and a risk management
plan, and that risk register is further developed and employed throughout all of
the NAHEMA departments and operations. In the Board’s opinion, this should be
coordinated to ensure consistent treatment across NATO Bodies.
b) NAHEMA develop a specific, internationally accepted standards based Internal
Control Framework, and that there be a systematic and detailed documentation
of internal control procedures supporting the framework. In the Board’s opinion,
this should be coordinated to ensure that a consistent framework is chosen
across NATO Bodies.
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c) NAHEMA, through outsourcing or sharing with other NATO entities if considered
to be more cost effective, ensure internal audit activities are evaluating risk
management and internal control.
d) NAHEMA establish an Audit Advisory Panel.
e) NAHEMA take the necessary steps to strengthen internal control, as stated in
Observations 1 and 3.
NAHEMO’s Formal Comment
Article 11 Risk Management and Article 12 Internal Control
NAHEMA acknowledges that new NFRs call for reinforced risk management and
internal control frameworks. NAHEMA will take into consideration the IBAN
recommendations.
Article 13 Internal Audit
In addition to yearly IBAN external audit, since 2013, NAHEMA has set up 3 to 4
internal Audits per year according to SC guidelines. NAHEMA will take into
consideration the IBAN recommendations on the basis of a cost-efficiency
assessment.
Article 16 Audit Advisory Panel
Once approved by NAC the new NAHEMO FRs, the AAP will be established
accordingly.
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FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS
The Board reviewed the status of the observations and recommendations arising from
previous audits. The observations and their status are summarised in the table below.
NAHEMO’s Formal Comment
NAHEMA has no comments.
OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

NAHEMA documented in 2015
the Contracting Procedure
Directive formalized by Internal
Note, signed by the General
Manager. However, it does not
comply with the NATO Financial
Regulations.

Observation
Superseded
by
current
year
Observation 1.

NAHEMA corrected in June
2015 the accounting posting of
Receivables from Nations for
EUR 126 million, since the call
for funds was considered
cancelled.

Observation
Settled.

All
Steering
Committee’s
members have signed the
declarations of related parties.

Observation
Settled.

Observation outstanding, but
misstatements found in 2015
F.S. audit differ of those
reported in 2014 F.S. audit.
Therefore, this observation is
superseded by Observation
number 3, which include
misstatements and errors found
this year.

Observation
superseded
by
current
year
Observation 3.

1. 2014 Financial Statements Audit Report
IBA-AR(2015)29
Contract management
without due process.

procedure

changed

2. 2014 Financial Statements Audit Report
IBA-AR(2015)29
Doubtful collection of EUR 126 million of
receivables related to the operational budget not
recognized or disclosed.

3. 2014 Financial Statements Audit Report
IBA-AR(2015)29
Steering Committee National Representatives
did not sign the declarations of related parties.
4. 2014 Financial Statements Audit Report
IBA-AR(2015)29
Lack of review on the financial statements
revealed material weaknesses in Internal Control
over financial reporting.
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OBSERVATION / RECOMMENDATION

ACTION TAKEN

STATUS

Actions taken on prior year
observation:
- Statement of Financial
Position presents assets and
liabilities not balanced due to
payables to Nations in respect
of
Operational
Budget
understated for EUR 43,918.
Corrected, 2015 Statement of
Financial Position is balanced.
- Incomplete presentation of
Budget Execution Statement:
Corrected, both Operational
and Administrative Budget
Execution Statements contain
disclosure’s requirements.
- Recording of accruals for
Administrative
Budget:
Corrected, accruals are shown
in Budget Execution Statement
for Administrative Budget.
No
disclosure
of
Representation Allowance in
the
Financial
Statements:
Corrected,
Financial
Statements
contain
Representation
allowance
disclosures.
5. 2011 Restated Financial Statements Audit
Report IBA-AR(2013)15
Unnecessarily high holdings of cash

The Board found that following
the new budgetary approach
based on expected milestones
to be achieved and paid, the
average level of cash on
NAHEMA bank accounts has
been reduced by 39.2% from
2014 to 2015 after a reduction
of 14.6% from 2013 to 2014.
This is good progress.
However, cash level still
exceeds the limits as per Article
29.3 of the revised NATO
Financial Regulations.
The
monthly average cash balances

NATO UNCLASSIFIED
4-17

Observation
Outstanding.

NATO UNCLASSIFIED
Releasable to Montenegro
ANNEX 4
C-M(2016)0079 (INV)
OBSERVATION / RECOMMENDATION

ACTION TAKEN
represent 59% of expenses in
2015.
The
Board
recommends
continued efforts to work with
Nations to restrict total currency
holdings to the minimum
required to meet forecast
payments prior to receipt of the
following
contribution
instalment.
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