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NATO UNCLASSIFIED 

28 November 2025  DOCUMENT
PO(2025)0344-AS1 

IBAN AUDIT REPORT ON THE 2024 FINANCIAL STATEMENTS OF THE NATO 
COMMUNICATIONS AND INFORMATION ORGANISATION (NCIO) 

ACTION SHEET 

On 28 November 2025, under the silence procedure, the Council noted the RPPB 
decision and the IBAN Audit Report, and approved the public disclosure of the 2024 
Financial Statements of NCIO, the associated IBAN Audit Report and the RPPB decision. 

(Signed) Mark RUTTE 
Secretary General 

NOTE:   This Action Sheet is part of, and shall be attached to PO(2025)0344. 
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20 November 2025  DOCUMENT 

PO(2025)0344 
Silence Procedure ends: 

28 Nov 2025 – 15.30 
 
 
 
To:   Permanent Representatives (Council) 
 
From:  Secretary General  
 
 
IBAN AUDIT REPORT ON THE 2024 FINANCIAL STATEMENTS OF THE NATO 

COMMUNICATIONS AND INFORMATION ORGANISATION (NCIO) 

 

 

1. I attach the Resource Policy and Planning Board (RPPB) decision and 
recommendation to Council on the International Board of Auditors for NATO (IBAN) 
Audit Report on the 2024 restated Financial Statements of the NATO Communications 
and Information Organisation (NCIO). 
 

2. I do not believe this issue requires further discussion in Council.  Therefore, 
unless I hear to the contrary by 15.30 hours on Friday, 28 November 2025, I shall 
assume that Council has noted the RPPB decision and the IBAN Audit Report, and 
approved the public disclosure of the 2024 Financial Statements of NCIO, the 
associated IBAN Audit Report and the RPPB decision. 
 
 
 

(Signed) Mark RUTTE 
 

  

 

 

1 Annex 
2 Enclosures    

                       Original: English 
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ANNEX TO  

PO(2025)0344 
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1-1 

 

 

 
RESOURCE POLICY AND PLANNING BOARD 

 

IBAN AUDIT REPORT ON THE 2024 FINANCIAL STATEMENTS OF THE NATO 
COMMUNICATIONS AND INFORMATION ORGANISATION (NCIO) 

 

DECISION 

 

References:  

 

A)   IBA-A(2025)0019       (IBAN Audit Report) 
B)   PO(2025)0320             (IBAN Performance Audit Report on Deployable Assets) 
 

The Resource Policy and Planning Board: 

 

1. Considered the IBAN Audit Report on the 2024 Financial Statements of the 
NATO Communications and Information Organisation (NCIO) (and the entity’s 
comments) (reference A) for which IBAN issued an unqualified opinion on the restated 
financial statements and on compliance, with four observations that do not impact the 
audit opinion; 
 
2. Notes that further discussions may be necessary in order to come to a 
conclusion on the transfer of control of the deployable CIS completed assets, 
considering the recently issued IBAN Performance Audit Report on NATO Deployable 
Assets (reference B); 

 

3. Supports the IBAN’s recommendations addressing the observations and 
recommends to Council to: 

 

3.1. task the NATO Military Authorities and NCIO to work towards an agreement 
regarding the transfer of financial control of the deployable CIS completed assets in 
line with IBAN’s recommendation; and 
 
3.2. approve the public disclosure of the 2024 Financial Statements for the NCIO 
and its associated IBAN Audit Report. 
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International Board of Auditors for NATO 
1110 Brussels, Belgium 
Email: mailbox.IBAN@hq.nato.int  

To: Secretary General 
(Attn: Director of the Private Office) 

Cc: NATO Permanent Representatives 
Chair, Agency Supervisory Board, NATO Communications & Information 
Organisation (NCIO)  
General Manager, NATO Communications & Information Agency (NCIA)  
Financial Controller, NATO Communications & Information Agency (NCIA) 
Chair, Resource Policy & Planning Board 
Branch Head, Resource Management Branch, NATO Office of Resources 
Private Office Registry 

Subject: International Board of Auditors for NATO (IBAN) Audit Report on the audit 
of the NATO Communications and Information Organisation’s (NCIO) 
Financial Statements for the year ended 31 December 2024 – 
IBA-AR(2025)0019 

IBAN submits herewith its approved Audit Report with a Summary Note for 
distribution to the Council.   

IBAN’s report sets out an unqualified opinion on the Financial Statements of the 
NCIO and on compliance for financial year 2024. 

Yours sincerely, 

Sébastien Lepers 
Chair 

Attachments: As stated above. 

ENCLOSURE 1 
PO(2025)0344
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Summary Note for Council 
by the International Board of Auditors for NATO (IBAN) 

on the audit of the Financial Statements of the 
NATO Communications and Information Organisation (NCIO) 

for the year ended 31 December 2024 
 
The NATO Communications and Information Organisation (NCIO) comprises an 
Agency Supervisory Board (ASB) and an Executive Body, the NATO Communications 
and Information Organisation Agency (NCIA). NCIO’s mission is to deliver to NATO 
secure, coherent, cost effective and interoperable communications and information 
systems and services in support of consultation, command and control (C3) and 
enabling intelligence, surveillance and reconnaissance capabilities. It includes 
information technology support to NATO Headquarters, the Command Structure and 
NATO Agencies. In 2024, NCIO generated revenues of EUR 906 million (EUR  
788 million after restatement in 2023) and incurred expenses of EUR 1,069 million 
(EUR 801 million after restatement in 2023), including a EUR 163 million impairment 
of fixed assets and inventory, resulting in a deficit of EUR 163 million.  
 
Following a request of NCIO to correct material misstatements identified by IBAN 
during the course of the audit, we agreed to audit the resubmitted financial statements 
communicated to us on 10 July 2025. Without these corrections, the NCIO  
2024 Financial Statements would have included material errors leading to a qualified 
audit opinion on the Financial Statements.  
 
IBAN issued an unqualified opinion on the resubmitted Financial Statements and on 
compliance for the year ended 31 December 2024. 
 
IBAN made four observations and recommendations. These observations do not 
impact the audit opinion on the Financial Statements and on compliance: 
 

1. Seek formal agreement with ACO or approval from Nations to transfer the 
control over CIS deployable assets to its end user. 
 

2. NCIO needs to improve inventory impairment methodology and disclosures in 
its financial statements. 
 

3. Further improvements needed in the automation, controls, auditability and 
accountability of the cost to complete (CTC) process for revenue recognition. 
 

4. Improvement required in IT risk management processes and NCIO’s IT 
governance. 

 
IBAN followed up on the status of observations and recommendations from 
the previous years’ audits and found that two were closed and three remain in 
progress.   
 
The Audit Report was issued to NCIO whose comments have been included, with the 
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IBAN’s position on those comments where necessary. 
 
The observations and recommendations that are not in the Audit Report are included 
in a Management Letter addressed to NCIO management. This is because IBAN 
considers that these matters are to be addressed by Management and therefore fall 
under NCIO executive responsibility. 
 

 
  

PU
B

LI
C

LY
 D

IS
C

LO
SE

D
 - 

PD
N

(2
02

5)
00

65
 - 

M
IS

 E
N

 L
E

C
T

U
R

E
 P

U
B

LI
Q

U
E



NATO UNCLASSIFIED 
 

IBA-AR(2025)0019 
 

NATO UNCLASSIFIED 
-3- 

28 August 2025 
 
 
 
 
 

INTERNATIONAL BOARD OF AUDITORS FOR NATO 
 
 
 

AUDIT REPORT ON THE FINANCIAL STATEMENTS OF THE 
 

NATO COMMUNICATIONS AND INFORMATION ORGANISATION 
 

(NCIO)  
 

FOR THE YEAR ENDED 31 DECEMBER 2024 
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INDEPENDENT EXTERNAL AUDITOR’S REPORT TO THE NORTH ATLANTIC 
COUNCIL 
 
Financial Statements 
 
Opinion on the Financial Statements 
 
The International Board of Auditors for NATO (IBAN) has audited the Financial 
Statements of NCIO, for the 12- month period ended 31 December 2024, issued 
under document reference NCIA/FC/2025/03459, and submitted to IBAN on 
10 July 2025. These Financial Statements comprise the Statement of Financial 
Position as at 31 December 2024, the Statement of Financial Performance, the 
Statement of Changes in Net Assets/Equity and the Statement of Cash Flow, for the 
12-month period ended 31 December 2024, including a summary of significant 
accounting policies and other explanatory notes. In addition, the Financial Statements 
include a Budget Execution Statement for the 12-month period ended 31 December 
2024.  
 
In our opinion, the Financial Statements give a true and fair view of the financial 
position of NCIO as at 31 December 2024, and of its financial performance, its cash 
flows and budget execution for the 12-month period ended 31 December 2024, in 
accordance with accounting requirements and reporting standards consistent with the 
NATO Accounting Framework (NAF).  
 
Basis for Opinion on the Financial Statements 
 
In accordance with the NATO Financial Regulations (NFRs), external audit of the NATO 
bodies and reporting entities pursuant to the North Atlantic Treaty shall be performed 
by IBAN.  
 
We have conducted our audit in accordance with the International Organisation of 
Supreme Audit Institutions (INTOSAI) Principles as per our Charter, and standards 
consistent with the International Standards of Supreme Audit Institutions (ISSAI 2000-
2899).  
 
We are independent in accordance with the INTOSAI Code of Ethics and we have 
fulfilled our other ethical responsibilities in accordance with these requirements. 
The responsibilities of the members of IBAN are more extensively described in 
the section «Auditor’s Responsibilities for the Audit of the Financial Statements» 
and in our Charter. 
 
We believe that the audit evidence we have obtained is sufficient and appropriate to 
provide a basis for our opinion. 
 
Management’s Responsibility for the Financial Statements  
 
Management’s responsibility for the financial statements is laid down in the NFRs. 
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The Financial Statements of NCIO are drawn up in accordance with accounting 
requirements and reporting standards consistent with the NATO Accounting 
Framework as approved by the Council. The Financial Controller is responsible for 
submitting the Financial Statements for audit to IBAN not later than 31st March following 
the end of the financial year. 
 
The Financial Statements are signed by the Head of the NATO reporting entity and 
the Financial Controller. In signing the Financial Statements, the Head of the NATO 
reporting entity and the Financial Controller confirm the establishment and maintenance 
of financial governance, resource management practices, internal controls and financial 
information systems to achieve the efficient and effective use of resources.  
 
This confirmation covers the design, implementation and maintenance of internal 
controls relevant to the preparation and presentation of financial statements that are 
auditable and free from material misstatement, whether due to fraud or error. This also 
covers reporting on the entity’s ability to continue as a going concern, disclosing, as 
applicable, matters related to going concern and using the going concern basis of 
accounting unless there are plans to liquidate the entity or to cease its operations, or 
there is no realistic alternative but to do so.  
 
Auditor’s Responsibilities for the Audit of the Financial Statements 
 
The objectives of the audit are to obtain reasonable assurance about whether 
the financial statements as a whole are free from material misstatement, whether due 
to fraud or error, and to issue an auditor’s report that includes an opinion. Reasonable 
assurance is a high level of assurance, but is not a guarantee that an audit 
conducted in accordance with standards consistent with ISSAIs will always detect 
a material misstatement when it exists. Misstatements can arise from fraud or error 
and are considered material if, individually or in the aggregate, they could 
reasonably be expected to influence the economic decisions of users taken on 
the basis of these financial statements. 
 
As part of an audit in accordance with standards consistent with ISSAIs, we exercise 
professional judgement and maintain professional scepticism throughout the planning 
and performance of the audit. This involves taking into account Considerations Specific 
to Public Sector Entities. We also: 
 

• Identify and assess the risks of material misstatement of the financial 
statements, whether due to fraud or error, design and perform audit 
procedures responsive to those risks, and obtain audit evidence that is 
sufficient and appropriate to provide a basis for our opinion. The risk of not 
detecting a material misstatement resulting from fraud is higher than for one 
resulting from error, as fraud may involve collusion, forgery, intentional 
omissions, misrepresentations, or the override of internal control. 
 

• Obtain an understanding of internal control relevant to the audit in order to 
design audit procedures that are appropriate in the circumstances, but not 
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for the purpose of expressing an opinion on the effectiveness of the entity’s 
internal control. 
 

• Evaluate the appropriateness of accounting policies used and 
the reasonableness of accounting estimates and related disclosures made by 
management. 
 

• Conclude on the appropriateness of the use of the going concern basis of 
accounting and, based on the audit evidence obtained, whether a material 
uncertainty exists related to events or conditions that may cast significant doubt 
on the entity’s ability to continue as a going concern. If we conclude that 
a material uncertainty exists, we are required to draw attention in our auditor’s 
report to the related disclosures in the financial statements or, if such 
disclosures are inadequate, to modify our opinion. Our conclusions are based 
on the audit evidence obtained up to the date of our auditor’s report. However, 
future events or conditions may cause the entity to cease to continue as a going 
concern. 
 

• Evaluate the overall presentation, structure and content of the financial 
statements, including the disclosures, and whether the financial statements 
represent the underlying transactions and events in a manner that achieves fair 
presentation. 
 

We are required to communicate with the bodies charged with governance, among 
other matters, the planned scope and timing of the audit and significant audit findings, 
including any significant deficiencies in internal control that we identify during our audit. 
Our Independent External Auditor’s Report is prepared to assist North Atlantic Council 
in carrying out its role. We are therefore responsible solely to the North Atlantic Council 
for our work and the opinion we have formed.  
 
Compliance 
 
Opinion on Compliance 
 
Based on the procedures we performed, nothing has come to our attention, as part of 
our audit of the Financial Statements that causes us to believe that funds have not 
been properly used for the settlement of authorised expenditure or are not in 
compliance with the NATO Financial Regulations and the NATO Civilian Personnel 
Regulations. 
 
Basis for Opinion on Compliance 
 
We have conducted our compliance audit in accordance with the International 
Organisation of Supreme Audit Institutions (INTOSAI) Principles as per our Charter, 
and standards consistent with the International Standards of Supreme Audit Institutions 
(ISSAI 4000-4899). 
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We believe that the audit evidence we have obtained is sufficient and appropriate to 
provide a basis for our opinion. 
 
Management’s Responsibility for Compliance 
 
All NATO staff, military and civilian, are obligated to comply with the NATO Financial 
Regulations, associated Financial Rules and Procedures and internal implementing 
directives. These include the NATO Civilian Personnel Regulations. 
 
The Head of the NATO reporting entity is responsible and accountable for sound 
financial management. The financial administration of NATO bodies and reporting 
entities must incorporate the principles of propriety, sound governance, accountability, 
transparency, risk management and internal control, internal audit, external audit, and 
fraud prevention and detection. 
 
Auditor’s Responsibilities for Compliance 
 
In addition to the responsibility to provide reasonable assurance about whether 
the financial statements as a whole are free from material misstatement, the IBAN 
Charter requires IBAN to provide independent assurance and report annually to 
the North Atlantic Council about whether funds have been properly used for 
the settlement of authorised expenditure (propriety) and are in compliance with 
the regulations in force (regularity). Propriety relates to the observance of the general 
principles governing sound financial management and the conduct of public officials. 
Regularity concerns the adherence to formal criteria such as relevant regulations, rules 
and procedures. 
 
This responsibility includes performing procedures to obtain independent assurance 
about whether funds have been properly used for the settlement of authorized 
expenditure and whether they have been used in compliance with the regulations in 
force. Such procedures include consideration of the risks of material non-compliance. 
 

Brussels, 28 August 2025 
 
 
 
 

Sébastien Lepers 
Chair  
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OBSERVATIONS AND RECOMMENDATIONS 
 
IBAN made four observations and recommendations. These observations do not 
impact the audit opinion on the Financial Statements and on compliance: 
 

1. Seek formal agreement with ACO or approval from Nations to transfer the 
control over CIS deployable assets to its end user. 
 

2. NCIO needs to improve inventory impairment methodology and disclosures in 
its financial statements. 
 

3. Further improvements needed in the automation, controls, auditability and 
accountability of the cost to complete (CTC) process for revenue recognition. 
 

4. Improvement required in IT risk management processes and NCIO’s IT 
governance. 

 
IBAN followed up on the status of observations and recommendations from 
the previous years’ audits and found that two were closed and three remain in 
progress.   
 
The Audit Report was issued to NCIO whose comments have been included, with the 
IBAN’s position on those comments where necessary. 
 
The observations and recommendations that are not in the Audit Report are included 
in a Management Letter addressed to NCIO management. This is because IBAN 
considers that these matters are to be addressed by Management and therefore fall 
under NCIO executive responsibility. 
 
 
1. SEEK FORMAL AGREEMENT WITH ACO OR APPROVAL FROM 

NATIONS TO TRANSFER THE CONTROL OVER CIS DEPLOYABLE 
ASSETS TO ITS END USER 

 
Reasoning  
 
1.1  In the public sector, there may be uncertainty whether some items of Property 
Plant and Equipment (PP&E) should be accounted for as an asset, as defined in the 
NATO Accounting Framework (NAF), adapted from the International Public Sector 
Accounting Standards (IPSAS). This is because to be recognised as an asset, an item 
of PP&E must meet all three criteria of an asset: a resource, presently controlled by 
the entity, and which arose from a past transaction or other past event. 
 
1.2 According to IPSAS 17, the cost of an item of PP&E should be recognised as 
an asset if and only if it is probable that future economic benefit or service potential 
associated with the item will flow to the entity and the cost or fair value of the item can 
be measured reliably. In addition, the NAF requires that all NATO assets are 
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recognised by a NATO reporting entity, with the exception of assets acquired before 
2013 and those acquired before 2018 for NCIO Computer Information System (CIS) 
and Automated Information Systems (AIS) assets. 
 
1.3 In determining whether a NATO reporting entity controls a resource, the NAF 
supplements the IPSAS with ten criteria that may indicate the control that a NATO 
reporting entity exercises over assets for financial reporting purposes. If the NATO 
reporting entity responds positively to six of the NAF’s control criteria, it is deemed 
likely that the asset is controlled by the NATO reporting entity. In this case, the 
reporting entity will normally need to capitalise the asset and include it in its financial 
statements. 

 
1.4 In addition, the NAF includes a specific adaptation for CIS and AIS assets that 
takes precedence over the assessment based on the ten control criteria:  
 

- “If NCIO acts as a service provider to NATO Commands (including IS and 
IMS) for CIS and/ or AIS assets including the construction of these assets, 
NCIO has control over these CIS and or AIS assets.” 

 
1.5 The NATO Accounting Policy for PP&E and Intangible assets also states that:  

 
- ”NCIO has control over these (CIS/AIS) assets because it uses them to 

provide goods and services to its customers and has to report them in its 
Financial Statements.” 
 

- Article 3.1.6 “The moment of recognition of an item of PP&E is when the end-
user of the NATO entity receives the item for NATO’s operational use. For the 
moment of recognition for Assets under Construction see paragraphs 3.4.3 
until 3.4.7” 

 
1.6 Under the NATO Security Investment Program (NSIP), situations may occur 
where NCIO, as Host Nation (HN), is appointed by the Investment Committee (IC) to 
deliver infrastructure or systems ultimately operated by another NATO reporting entity, 
with no further involvement from NCIO during the asset’s lifecycle. This type of 
scenario can make it more difficult to identify which NATO reporting entity has control 
of the asset during the various phases of its life in the NATO context. 
 
1.7 During the construction phase of CIS/AIS asset within the NSIP framework, 
NCIO is required to recognise an Asset under Construction (AuC) in accordance with 
the NAF’s IPSAS 17, because:  
 

- The IC, as the authorising and ordering authority for the asset acquisition, 
effectively acts as the customer or contributor of the HN responsible for 
implementation. It constitutes an exclusive binding agreement between the IC 
and the HN in accordance with the provisions of the NSIP “Implementation 
Management Procedure” (AC-4-D(2017)0006-FINAL (INV)). 
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- NCIO, in its role as HN, exercises exclusive control over the construction 
phase, thereby precluding any other end-user within NATO from recognising 
the AuC. 

 
1.8 Once the NSIP CIS/AIS asset is completed and transferred for operation from 
the HN to another NATO reporting entity, assuming that there is no further involvement 
from NCIO after the delivery, both the transferring and receiving entities must assess 
the control criteria to determine which party should ultimately recognise the asset. 
 
1.9 If the control assessment reveals uncertainty over which NATO reporting 
entity controls the asset, such as when none meet at least six out of the ten control 
criteria, the NAF provides that:  
 

- “Where there is a conflict between more than one NATO Reporting Entity as 
to the control of asset, only the end-use entity shall report the PPE in its 
financial statements based on reliable information provided by the NATO 
services provider entity as defined in individual agreements between the two 
entities;” 

 
1.10 In case of uncertainty regarding control of asset, the form of the agreement 
between the NATO entity controlling the asset during the development phase and the 
operational end-user entity, and the level of signing authority are important in 
determining the assessment of the financial control in line with the NAF. An agreement 
on the transfer of control to the end-user entity would require NCIO to provide 
appropriate detailed information regarding the cost of the constructed asset, enabling 
the end-user entity to recognise the asset in their financial statements. 
 
1.11 Under NSIP, the overall stewardship and implementation of the programme 
remains with the IC especially when it comes to technical acceptance of projects, 
financial closure and discharge of HN responsibilities for the implementation of 
projects, and deletion, donation, write-off or redeployment of assets. Therefore, any 
persistent difference of views between a NATO reporting entity and NCIO regarding 
control of assets or withdrawal of responsibility should ultimately be resolved by the 
Nations. 
 
1.12 Over the last decade, NCIO was appointed by the IC for the acquisition of a 
variety of deployable CIS (DCIS) asset capabilities, which are currently operated by 
the Deployable Air Command and Control Centre (DACCC) in Poggio Renatico, Italy. 
These capabilities were funded through the NSIP, with NCIO as HN in charge of the 
construction, Allied Command Operations (ACO) being in practice the operational end-
user entity. 

 
1.13 The DCIS include among others: 
 

- The Deployable Air Control Centre, Recognized Air Picture Production Centre 
and Sensor Fusion Post (DARS) 

- The Deployable Air Defense Radar (DADR) 
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- The Deployable Passive ESM Tracker (DPET) 
- The Ground Maritime (GM) 

 
1.14 The DADR and DPET are mainly included in Capability Package (CP) 9A0202 
“Deployable Ground based sensor”, approved by the Council (C-M2008)0012). The 
Hand Over/Take Over (HOTO) process, which began in 2022, is scheduled to be 
completed in 2025. After that, NCIO will no longer be responsible for the service 
support phase, which will be managed by the NATO Support and Procurement Agency 
(NSPA). 
 
1.15 The DARS project belongs to Capability Package ACCS Loc 1 CP 50109 
approved by the Council (C-M(2005)0047). This equipment was entirely handed over 
under the HOTO process in previous years, and NCIO continues to provide Operation 
and Maintenance (O&M) support for software. 
 
1.16 In 2024, the Chief Service Operation (CSO) and the Sustainment Support 
Centre (CSSC) of NCIO in Brunssum, Netherlands, raised concerns about asset 
management and compliance deficiencies related to DCIS assets at DACCC, 
particularly in regard to: 
 

- Ownership and recognition of assets, as not all the systems were procured, 
delivered and maintained by NCIO. 
 

- The O&M activities, particularly the delineation of roles and responsibilities 
concerning the maintenance of DCIS asset, are highly complex and must be 
clearly defined for each capability, given the number of active entities 
operating within the DACCC. 

 
1.17 A Tiger Team (TT) was created in April 2024, mainly at the initiative and 
leadership of NCIO, including participants from NSPA and ACO, with the aim to: 

 
- Define the DACCC DCIS assets categories. 
- Review assets’ ownership and control responsibilities as per the NATO 

Accounting Framework. 
- Review/Update the support strategy for all involved entities during the asset’s 

lifecycle. 
 

1.18 With regard to the control of assets, the TT proposed some of the following 
actions: 
 

- Adoption of DACCC DCIS asset categories, based on the primary function of 
the assets and the relative weight of their CIS and non-CIS components. 
 

- Nomination and agreement on the "Entities in Control" determined according 
to the above asset categories, an evaluation of the ten control criteria defined 
by the NAF, and the adaption for the control of CIS assets by the NCIO. 
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- In addition, the TT proposed that: “NCIA will undertake until end 2024 a review 
of its accounts and assets register to carve out those assets that should not 
be reported within NCIA FS and set-up the necessary coordination with ACO 
to handover asset accounting and register details that will enable ACO to 
account for the assets.” 

 
1.19 The TT finally proposed that ACO be designated as the entity in control for the 
majority of the assets, contingent upon further analysis to determine whether ACO 
holds financial accountability for these assets. This proposal was based on the main 
following interpretation: 
 

- NCIO does not provide in-service support or manage the asset life cycle after 
delivery to ACO, and therefore does not exercise control. 
 

- From NCIO’s perspective, the fixed assets fail to meet at least six of the ten 
control criteria outlined in the NAF. 
 

- The capabilities comprise both CIS and non-CIS asset components, with 
unclear delineation of responsibility and control. Therefore, they should be 
classified as complete weapon system, with indivisible components. 

 
1.20 In practice, ACO never formally accepted the TT’s conclusion designating it 
as the controlling entity and requested additional time to review and clarify the 
assessment. 
 
1.21 Finally, NCIO decided to remove from its Financial Statements first submitted 
to IBAN for audit on 31 March 2025, the DACCC’s DCIS assets for a total gross value 
of EUR 33.2 million as at 31 December 2024, and to restate the net opening balance 
by EUR 23.8 million. None of these assets are recognised in ACO's 2024 Financial 
Statements. 
 
Observations 
 
1.22 IBAN found that the formal conditions allowing NCIO to derecognise the DCIS 
assets were not met as at 31 December 2024, therefore leading to material 
misstatements which were corrected in the resubmitted Financial Statements issued 
on 10 July 2025. Without these corrections, the NCIO 2024 Financial Statements 
would have included material errors, leading to a qualified audit opinion on the 
Financial Statements. 
 
1.23 We found that NCIO should not have derecognised the DCIS assets. This is 
because the construction of the assets was carried out within the NSIP framework 
under the authority of the IC, with NCIO acting as the HN in an exclusive binding 
arrangement with the IC. Given that a NATO asset was constructed, it should have 
continued to be recognised by NCIO and included in its statement of financial position 
until a formal agreement with ACO governing the transfer of operational and financial 
control was concluded. 
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1.24 The provisional and final system acceptance documents, as well as the 
HOTO, notified the logistical delivery of the assets and the transfer of operational risks 
and maintenance responsibilities to DACCC. However, even taking these factors into 
account, the minimum number of six control criteria established by the NAF that ACO 
must meet in order to recognise the asset for financial reporting purposes are not met. 
This leads to a situation where neither ACO nor NCIO appears to have control within 
the meaning of NAF. As explained in the reasoning in such situation of uncertainty 
regarding the control, “only the end-use entity shall report the PPE in its financial 
statements based on reliable information provided by the NATO services provider 
entity as defined in individual agreements between the two entities;”. 
 
1.25 Despite the efforts made under the TT, no formal agreement has yet been 
reached between NCIO and ACO allowing these assets to be derecognised from 
NCIO's Financial Statements and the financial control to be transferred to ACO. 
Therefore, the derecognition of completed DCIS assets delivered to DACCC was not 
supported, as required by the NAF, by an appropriate agreement with ACO confirming 
the respective responsibility for financial reporting and addressing the uncertainty 
regarding control of these assets. Ultimately, given the NSIP nature of the transaction, 
the authority to make this decision rests with the Nations. 

 
1.26 Consequently, in the absence of an agreement with ACO or, as last resort, a 
decision by the appropriate governing body, NCIO could not unilaterally decide to no 
longer recognise these assets. Without the resubmission of the financial statements, 
this would have left NATO as a whole in a situation where the DCIS assets would not 
have been recognised by any NATO reporting entity, resulting in non-compliance with 
the NAF. Going forward, it is important to ensure that assets, for which NCIO is the 
designated NSIP Host Nation, are recognised as assets under construction in its 
financial statements, as they remain under NCIO’s exclusive control during the 
construction phase. 
 
Recommendations 
 
1.27 IBAN recommends that NCIO: 
 

a) Reach an agreement with ACO regarding the transfer of financial control of 
DACCC’s completed assets in line with the NATO Accounting Framework 
(NAF). Until such an agreement is in place, NCIO should continue to recognise 
these assets in its financial statements. 

 
b) Ensure that assets, for which NCIO is the designated NSIP Host Nation, are 

recognised as assets under construction in its financial statements, as they 
remain under NCIO’s exclusive control during the construction phase. 

 
c) Where necessary, seek appropriate authorisation from the Nations to formally 

assign financial control of these assets in line with the NAF. 
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2. NCIO NEEDS TO IMPROVE INVENTORY IMPAIRMENT METHODOLOGY 
AND DISCLOSURES IN ITS FINANCIAL STATEMENTS 

 
Reasoning  
 
2.1 The NAF, IPSAS 12 “Inventories” para 15 states that: “Inventories shall be 
measured at the lower of cost and net realizable value”. The “net realizable value is 
the estimated selling price in the ordinary course of operations, less the estimated 
costs of completion and the estimated costs necessary to make the sale, exchange, 
or distribution.” 
 
2.2 Para 38 provides that: “The cost of inventories may not be recoverable if those 
inventories are damaged, if they have become wholly or partially obsolete, or if their 
selling prices have declined. […] The practice of writing inventories down below cost 
to net realizable value is consistent with the view that assets are not to be carried in 
excess of the future economic benefits or service potential expected to be realized 
from their sale, exchange, distribution, or use.” 
 
2.3 Para 42: “A new assessment is made of net realizable value in each 
subsequent period. When the circumstances that previously caused inventories to be 
written down below cost no longer exist, or when there is clear evidence of an increase 
in net realizable value because of changed economic circumstances, the amount of 
the write-down is reversed (i.e., the reversal is limited to the amount of the original 
write-down) so that the new carrying amount is the lower of the cost and the revised 
net realizable value”. 
 
2.4 The NAF, IPSAS 12 establishes that for financial reporting requirements 
NATO reporting entities: 
 

- “May choose to write down to the net realizable value items which are 
considered as slow-moving over the last 36 months. The value of slow-moving 
inventory which is written down shall be disclosed in the inventory note to the 
financial statements;”. 
 

- “May choose to measure slow moving stock items as strategic at historical 
cost. Reporting shall include a description of the stock items and a description 
of the assets or services to which they relate. The basis by which strategic 
stocks are measured shall be disclosed;” 

 
2.5 The NAF defines “Some complex elements of slow-moving stock can be 
identified as strategic if they are deemed essential to the effective operation of an 
asset and cannot be readily replaced by commercial off the shelf items or cannot be 
purchased due to market decisions to close production lines of key inventory items 
due to the advanced age of the strategic asset to which the stock relates.” 
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2.6 The NAF also states that “Assuming turnover of stock is over a 12-month 
period, any items not used over a 36 months period shall be deemed to be slow 
moving.” 
 
2.7 Moreover, the NATO Accounting Policy for Inventory states: 
 

- For Strategic stocks, in paragraph 6.7, that: “Strategic stock shall be measured 
at WAC. This shall be disclosed in the accounting policy of the Financial 
Statement. It must also include a description of the stock items and a 
description of the assets or services to which they relate.”. 
 

- For obsolete, slow moving and expired stock, in paragraph 7.1, that: “NATO 
entities need to identify obsolete and slow-moving stock based on criteria such 
as age, movements in the past, expected future movements and estimated 
scrap values of the inventory.”. 

 
- In paragraph 7.4 “Impairment”, that: “Obsolete, slow moving and expired stock 

has to be impaired. An inventory item is considered as impaired if its carrying 
amount (net book value) is greater than its recoverable amount. The 
impairment loss is the difference between the carrying and the recoverable 
amount and is accounted for as an expense in the Statement of Financial 
Performance.”. 

 
2.8 Therefore, we understand from the above, that NCIO shall disclose in its 
financial statements, its accounting policy regarding the inventory, including: 
 

- The principles driving the impairment of slow-moving inventory. 
 

- The amount of slow-moving strategic stocks providing also a description of the 
assets and services to which they relate as well as whether they have or not 
been impaired. 

 
2.9  We also understand that impairment of obsolete, slow-moving inventory 
should take into consideration both retrospective and prospective analysis of 
consumption.  
 
2.10 According to the NAF, the rarity of an item is a key factor when judging whether 
a stock item, like spare parts, is strategic. If the item is hard to find and cannot be 
easily replaced with standard commercial alternatives, it becomes strategically 
important to keep the supported asset running.  
 
2.11 However, whether an item is considered strategic also depends on how much 
of it is left in stock and how much will be used before the main asset is retired. This 
calls for a forward-looking approach. If the stock on hand is likely to outlast the asset's 
remaining service life, a portion of it may need to be written down for impairment from 
a financial perspective. 
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2.12 From an operational point view, as a precautionary measure and in the 
absence of a formal decision by the governance to dispose of obsolete stock, NCIO’s 
logistics and project managers wish to keep all quantities physically available. 
However, from a financial perspective, this does not prevent the impairment of the 
value of strategic stock with low turnover and low probability of use. 

 
2.13 According to information provided by NCIO, as at 31 December 2024, out of 
total inventories amounting to EUR 68.1 million net value: 
 

- EUR 13.8 million related to Global stocks: EUR 22.2 million gross value of 
which EUR 8.4 million (38%) were non-strategic slow movers impaired for 
their total value (EUR 8.4 million). 
 

- EUR 8 million related to slow-moving Dedicated stocks: EUR 8.1 million 
identified as strategic stocks, of which EUR 0.1 million was impaired.  
 

- EUR 46.3 million Dedicated stocks for which the strategic or non-strategic 
nature was not assessed yet by NCIO as these are not slow-movers. 

 
2.14 Note 4 of the NCIO 2024 Financial Statements “Inventory” provides that: 
“Furthermore NCIO, as per NATO Accounting Framework, retaining the option to write 
down/off, items which are considered as slow-moving over the last 36 months, has 
chosen to perform an impairment on the inventory holdings for a total value of 
EUR 8.4 million.” 
 
Observations 
 
2.15 IBAN found that, contrary to the requirements of the NAF, NCIO's 2024 
Financial Statements do not: 
 

- Disclose in its accounting policy the methodology applied to the impairment of 
obsolete, slow-moving, and expired inventories, with particular emphasis on 
strategic stock. In practice, there are significant disparities between different 
types of inventories that are not described in the Financial Statements. For 
example, only 1% of the gross value of slow-moving items for strategic 
Dedicated stock was impaired, compared to a 100% write-down applied to the 
slow-moving items of Global stock. 
 

- Disclose strategic stock inventory and provide a description of the underlying 
assets and services these strategic stocks are intended to support. 

 
2.16 IBAN also found that NCIO's impairment strategy primarily relies on an 
analysis of historical trends and does not incorporate a forward-looking assessment 
to determine whether the remaining quantities held in dedicated stock exceed the 
expected consumption needs over the remaining useful life of the associated asset. 

 

PU
B

LI
C

LY
 D

IS
C

LO
SE

D
 - 

PD
N

(2
02

5)
00

65
 - 

M
IS

 E
N

 L
E

C
T

U
R

E
 P

U
B

LI
Q

U
E



NATO UNCLASSIFIED 
 

IBA-AR(2025)0019 
 

NATO UNCLASSIFIED 
-17- 

2.17 For example, we found that out of a total of EUR 8.1 million in strategic stock, 
EUR 8 million consisted of slow-moving items that logistics has already flagged as 
“Obsolete – No further use / No longer required” (OBS). Despite this indication, these 
items were not impaired. This decision was primarily based on project managers’ 
inputs, particularly the determination of which portion of the obsolete stock is still 
considered operationally essential and therefore strategic. However, this assessment 
lacks a documented approach, especially in terms of forecasting future consumption. 
 
Recommendations 
 
2.18 IBAN recommends that NCIO: 
 

a) Disclose the accounting policy related to inventory impairment in the financial 
statements. 
 

b) Provide all relevant information on strategic stock in the financial statements, 
as required by the NAF, in particular, the amount of slow-moving strategic 
stocks providing also a description of the assets and services to which they 
relate as well as whether they have or not been impaired. 
 

c) Enhance the assessment and supporting documentation for inventory 
impairment by incorporating expected consumption needs. 
 

 
3. FURTHER IMPROVEMENTS NEEDED IN THE AUTOMATION, 

CONTROLS, AUDITABILITY AND ACCOUNTABILITY OF THE COST TO 
COMPLETE (CTC) PROCESS FOR REVENUE RECOGNITION 
 

3.1 Article 6 of the NATO Financial Regulations (NFRs) requires the Financial 
Controller to be responsible “for the organisation and administration of the financial 
internal control system established pursuant to article 12.1“. 
 
3.2 As per Article 12.1: “the Head of NATO bodies shall ensure the necessary 
internal management functions are in place to support effective internal control, 
designed to provide reasonable assurance that the NATO body will achieves its 
objectives […]” including “[…]  verify the accuracy and reliability of accounting data 
and records;”. 

 
3.3 Article 12.3 states that “Internal control activities shall include, […] adequate 
audit trails and data confidentiality, integrity and availability in information systems;” 

 
3.4 The NCIO internal control framework (ICF) approved by the Agency 
Supervisory Board (ASB) (AC/337-D(2016)0038-REV1) has been developed 
according to the components and principles of the Committee of Sponsoring 
Organizations’ (COSO) Integrated Internal Control Framework. 
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3.5 The ICF is expected to enable NCIO to effectively and efficiently develop a 
system of internal control that adapts to a changing business and operating 
environment, mitigate risks to acceptable levels, and support sound decision making 
and governance of the organisation. 

 
3.6 IPSAS 9 and 11 state that “when the outcome of a transaction involving the 
rendering of services can be estimated reliably, revenue associated with the 
transaction should be recognized by reference to the stage of completion of the 
transaction at the reporting date.” One of the key reliability conditions to be met is that 
“the costs incurred for the transaction and the costs to complete the transaction can 
be measured reliably.” 

 
3.7 Note 12 of the NCIO Financial Statements states that: “For all Customer 
Funded revenue, revenue is recognised, in accordance with IPSAS 9 and 11, by 
reference to the stage of completion or the cost burn rate, depending on the type of 
funding agreement; firm fixed price or cost reimbursable. In applying this revenue 
recognition, a “cost to complete” is calculated based on either input from the project 
manager as to the resources required to complete the project/deliverables or either 
based on information from the financial system as to the legal liabilities incurred per 
the end of 2024, but not yet accrued or expended.” 

 
3.8 In practice, the calculation of earned revenue for Project and Support 
Services, External Services, and Acquisition is not integrated within the Enterprise 
Business Application (EBA). For many years, NCIO has relied on an Excel-based 
process to determine the percentage of project completion by comparing actual costs 
incurred to date with the estimated total cost at completion of projects. 
 
3.9 This process, known as the "Cost-to-Complete" (CTC) method, aims to 
calculate the variance between revenue recorded in the financial system and the 
earned revenue. It supports the generation of journal entries for revenue adjustments 
and provides management reporting on earned revenue. 
 
3.10 The CTC revenue recognition process consolidates all available financial 
project data from EBA Project Accounting (EBA PA) with project planning data from 
the Project, Portfolio, Program, and Service Management (P3SM) tool. As such, it is 
highly dependent on the quality of upstream data and the reconciliation between P3SM 
and EBA PA. 
 
3.11 In the CTC project, master data related to funding, costing, and billing is 
sourced from EBA, while staff time accounting, calculated using standard costs, is 
provided by ServiceNow, the P3SM tool since 2024. This data is compiled into the 
Project Controlling Report (PCR), which includes all project-related accounting 
transactions (Acquisition cost and contractual supplies and services costs). It also 
incorporates inputs from the Enterprise Service Delivery Management (ESDM) 
mechanism for project cost reallocations in relation to Service Level Agreement (SLA), 
as well as the Time Accounting System (TAS), which calculates standard labour costs 
based on customer rates. 
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3.12 The process has developed continuously since 2021, with some key 
improvements: 
 

- Documented task scheduling with general allocation of responsibilities (2021 
Agency Instruction AI 04.06.08). 
 

- Several data control and reconciliation processes, including a monthly 
reconciliation of costs and revenues between EBA’s project accounting (EBA-
PA) modules and general ledger, as well as labour costs and time accounting 
from ServiceNow. 
 

- Structured and layered Cost a Completion (CaC) revision. 
 

- The implementation of nearly thirty automated detection controls embedded 
within the CTC model. 

 
3.13 This setup requires close coordination between NCIO’s Business/Project 
Management and Finance, and therefore process engages several teams and key 
individuals, including the Financial General Ledger (GL) team, Project Managers 
(PMs), the Head of the Project Management Office (HPMO), the Chief Operating 
Officer (COO), and the Financial Controller. 
 
3.14 However, despite improvements in the description and documentation of the 
methodology, the revenue recognition process still demands on considerable manual 
effort. It involves compiling, reprocessing, correcting, and performing checks on large 
volumes of project financial data in Excel files.  

 
3.15 The process remains long and labour-intensive, comprising no fewer than 
twelve steps, many of which rely on manual and selective copy-pasting of data inputs, 
repeated updates to file links, and frequent refreshing of formulas and pivot tables. In 
addition, certain entries in the CTC tool still need to be posted manually, such as 
accruals, opening corrections, budget revisions, and project completion forecasts. 
 
Observations 
 
3.16 Although the initial intention of NCIO was to fully integrate the revenue 
recognition tool into EBA, NCIO eventually decided that customising the Enterprise 
Resource Planning (ERP) software for that purpose was too costly and not practical. 
However, we found that NCIO has not yet implemented a safer alternative, such as 
using business intelligence (BI) and analytics tools that can automatically connect 
different data sources, organise and transform the data, to provide adapted reports. 
 
3.17 However, this objective of automation is currently being in scope of the Agency 
Internal Investment (A2I) project “Cost to Complete Integration and Automation”, which 
aims to integrate the CTC tool and process into a BI solution. EUR 0.5 million was 
approved by the Agency Supervisory Board in November 2024 (AC/337-D(2024)0073, 
NCIA 2025-2027 Corporate Plan). 
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3.18 Meanwhile, NCIO continues relying on Excel for its revenue recognition of the 
projects, which is not a secure or traceable solution for managing and consolidating 
large databases representing more than EUR 500 million of revenue. The risk grows 
with the number of worksheets, their size, the complexity of the formulas, and the 
number of files linked. 
 
3.19 Consequently, we found inherent weaknesses in the model that could impact 
the reliability of internal controls, reducing the agency’s ability to ensure oversight, 
accountability, and detect errors. 

 
3.20 The reconciliation of costs between EBA project accounting and the 
accounting general ledger, which is one of the prerequisites for the process, is a 
complex, Excel-based task for which a model has been developed in the last two 
years, but lacks standard operating procedures. 

 
3.21 The number of manual interventions in the CTC tool, often beyond those 
explicitly defined in the agency instructions, increases the risk of human errors and 
questions the accuracy, integrity, and traceability of the financial data.  

 
3.22 These risks are further amplified by the fact that only one individual 
administrator of the model is responsible for managing the tool, with no designated 
backup in place to ensure continuity. 

 
3.23 Accountability and governance Agency instructions remain unclear, as 
responsibilities are generally assigned to teams rather than to specific individuals. In 
addition, the agency’s instructions for control tasks don not clearly explain the purpose, 
goals, or risks of each task.  

 
3.24 Key reconciliation and control activities are either incomplete or narrowly 
scoped, often lacking reference to the relevant source or file to be updated. Some are 
carried out on an ad hoc basis, which affects consistency and weakens overall control 
assurance. 
 
3.25 Most of the automated controls in the CTC tool are based on a project 
completion inconsistency detection model built with Excel formulas embedded in the 
tool. When the control flags significant deviations from the initial budget or 
inconsistencies in cost completion estimates, the Finance team makes the necessary 
adjustments in coordination with the relevant project manager, with confirmation 
provided by email.  

 
3.26 However, we found that, there was no version control or audit trail in place 
through protected log, making it impossible to track, who accessed the tool, who made 
changes, when, or what was altered, weakening accountability, traceability and 
questioning data integrity. 

 
3.27 Finally, from an Information Technology (IT) general control perspective, we 
found that backup and restoration procedures were not carried out on a regular basis, 
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inconsistent with the agency's backup policy, relying on ad hoc manual saving made 
by the tool administrator, therefore increasing the risk of data loss in the event of error 
or system failure. 

 
Recommendations 
 
3.28 IBAN recommends that NCIO: 
 

a) Automate manual tasks for data consolidation of the CTC by replacing the 
Excel-based revenue recognition tool with a more advanced, purpose-built 
business intelligence and analytics solution that ensures data traceability, 
integrity, and security. 
 

b) Officially designate a team of at least two trained individuals within the 
organisation to ensure continuity and accountability in the operation and 
management of the CTC tool and process. 
 

c) Enhance control assurance by documenting the reconciliation procedure 
between the Project accounting and general ledger entries. 
 

d) Establish a formal digitalised sign-off mechanism with centralised track 
change logs in support of the data validation and accountability of each step 
of the CTC process. 

 
e) Regularly review, refine and update the CTC process documentation and 

agency instruction and evaluate on a risk-based approach that existing 
controls provide sufficient assurance over revenue recognition. 
 

f) Reinforce IT and security controls (e.g. access control, logging, validation 
checks) adapted to the CTC tools architecture. 

 
 
4. IMPROVEMENT REQUIRED IN IT RISK MANAGEMENT PROCESSES 

AND NCIO’S IT GOVERNANCE 
 
4.1 Article 12 of the NFRs states that the “the Head of NATO bodies shall ensure 
the necessary internal management functions are in place to support effective internal 
control, designed to provide reasonable assurance that the NATO body will achieves 
its objectives”. 
 
4.2 Article 6 of the NFRs requires the Financial Controller (FC) to be responsible 
“for the organisation and administration of the financial internal control system 
established pursuant to article 12.1.“ 
 
4.3 Article 11 of the NFRs provides that: “The Secretary General, the Supreme 
Commanders, subordinate commanders by delegation and the other Heads of NATO 
bodies shall: (a) Ensure effective, efficient and economical risk management 
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procedures are in place to support the achievement of objectives as set by the Nations. 
(b) Identify, assess and mitigate the risks to the achievement of these objectives.”. 
 
4.4 NCIO Financial Rules and Procedures (FRPs) XI states that: “1) The Head of 
the NATO Body shall ensure commitment to overall risk management and that all staff 
divisions are able to identify the key risks, an evaluation of the nature and extent of 
those risks, and implementing controls to mitigate these risks. 2) Risk management is 
to be considered in strategic and operational planning, day-to-day management and 
decision making at all levels in the organization, whenever possible.” 
 
4.5 The NCIO internal control framework (ICF) approved by the Agency 
Supervisory Board (ASB) (AC/337-D(2016)0038-REV1) has been developed 
according to the components and principles of the COSO’s Internal Control – Internal 
Framework, and it is expected to enable NCIO to effectively and efficiently develop a 
system of internal control that adapts to a changing business and operating 
environment, mitigate risks to acceptable levels, and support sound decision making 
and governance of the organisation. 
 
4.6 Paragraph 4.6 of the ICF provides that NCIA’s control environment includes 
the governance framework for the Agency, including Executive Management Board, 
external oversight bodies and the standards applicable to the organisation’s activities. 
It includes ethical values, management’s philosophy and operating style, 
organizational structure, assignment of authority and responsibility, human resources 
policies and practices, and efficiency, competence and integrity of personnel. 
 
4.7 Paragraph 6.1 of the ICF states that: “NCI Agency is exposed to risks from 
external and internal sources. These must be assessed and managed through an 
organization-wide effort to identify, assess and monitor those that threaten the 
accomplishment of Agency’s objectives.” 
 
4.8 Paragraph 6.2 of the ICF continues that “At all levels of the organization, risks 
are identified, risk profiles are maintained, and management responses are prepared 
and monitored as an integral aspect of NCI Agency operations.” 
 
4.9 Paragraph 6.3.2 of the ICF states that “Security is a high-priority area of risk 
management. In accordance with NATO Security Policy, security risk management 
shall be mandatory within NATO civil and military bodies. Security risk management 
requires awareness of security issues to be raised and performance targets to be 
measured.” 
 
4.10 Paragraph 9.12.3 of the ICF states: “Service Management and Control (SMC) 
enables standardised, repeatable ways of working across the NATO enterprise 
holding the Governance of all ITIL [Information Technology Infrastructure Library] 
Processes.” 

 
4.11 Agency Directive (AD) 06.00.07 related to “NCI Agency Information and 
Communication Technology (ICT) & Architecture Principles” provides a “security by 
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design” principle (Annex 1 ID 3.5) where: “NCI Agency will follow NATO policies and 
directives required when implementing appropriate administrative, technical, and 
physical safeguards to ensure the security and confidentiality of sensitive data and 
information against unauthorized access and use.” 
 
4.12 The NATO Primary Directive on Communications and Information Systems 
(CIS) Security (AC/35-D/2004-REV4) regarding NATO CIS Security Policy 
Governance, provides that “Governing CIS Security includes establishing strategic 
direction, through policies, directives and guidance on the protection of CIS handling 
NATO Information, as well as defining related roles and responsibilities.” 
 
4.13 The Directive further describes NATO Security Risk Management as “a 
systematic approach to determine which security measures are required to protect 
information and CIS, based upon an assessment of the asset’s value, current and 
predictable threats, vulnerabilities and impact on the mission objectives.” 
 
4.14 NCIA Agency Directive 06.00.02 (REV 1) on Risk Management provides 
guidance regarding the management of risk to support the achievement of strategic 
objectives, protect staff and business assets and ensure financial sustainability and to 
establish a pragmatic, systematic and disciplined approach to identifying and 
managing risks throughout NCIA. 

 
4.15 Effective IT Governance and Risk Management are essential for aligning IT 
initiatives with organisational goals, ensuring accountability, and managing 
operational and strategic risks. Inadequate IT Governance and Risk Management can 
compromise the systems and processes that generate financial data, directly affecting 
the accuracy, completeness and reliability of the organisation’s financial statements. 
These areas are driven by internationally recognised Information Security 
Management Standards (ISMS) such as ITIL, International Organization for 
Standardization (ISO)/International Electrotechnical Commission (IEC) 27001, 
National Institute of Standards and Technology (NIST) Special Publication (SP) 800-
53, and CIS Critical Security Controls (CIS Controls) version 8, as well as commonly 
adopted internal IT governance frameworks and principles. These provide, for 
example, that: 
 

- IT directives and role/responsibility matrices must be periodically reviewed 
and updated to ensure alignment with current organisational structure, 
strategic goals, and operational realities. 
 

- Performance measurement frameworks, including Key Performance 
Indicators (KPIs) and outcome reporting, are critical for tracking IT value 
delivery, informed decision-making, and providing organization-wide 
transparency. 
 

- IT Governance process documentation should follow a structured lifecycle, 
including annual reviews, to ensure relevance, effectiveness, and the ability 
to demonstrate compliance with established procedures. 

PU
B

LI
C

LY
 D

IS
C

LO
SE

D
 - 

PD
N

(2
02

5)
00

65
 - 

M
IS

 E
N

 L
E

C
T

U
R

E
 P

U
B

LI
Q

U
E



NATO UNCLASSIFIED 
 

IBA-AR(2025)0019 
 

NATO UNCLASSIFIED 
-24- 

- A comprehensive IT Risk Register must reflect the scale and complexity of IT 
and cyber risk exposure, supported by regular risk identification and 
assessment exercises to ensure proactive risk management. 
 

- Each documented risk should be detailed and measurable, including elements 
such as description, threat source, affected assets, risk scoring, and review 
timelines, to enable informed mitigation planning and oversight. 

 
4.16 Finally, NCIO’s IT risk assessment and governance are considered to align 
with the broader NATO Enterprise strategic plan and Cyber Adaptation Roadmap, 
under which the Office of the Chief Information Officer (OCIO) fulfils the role of 
Enterprise risk owner as well as the single point of authority for cybersecurity. As part 
of this effort, the NCIO contributes to the development of an enterprise-wide 
cybersecurity ecosystem and plays a key role in defining effective cybersecurity risk 
management. 

 
Observations 
 
4.17 IBAN found weaknesses in the NCIO IT Risk Management processes, which 
do not fully comply with the requirements of Article 11 of the NFRs, nor with the IT 
internal control framework, directives and principles adopted by NCIO, as outlined in 
the reasoning. This concerns in particular: 
 

- Outdated internal IT management directive and RACI (Responsible, 
Accountable, Consulted, Informed) Matrix: NCIO’s Internal IT Management 
Directive has been in effect since 2021 and not revised since its issuance, 
compromising the accuracy and reliability of the presented IT roles and 
responsibilities (RACI Matrix) and the overall Strategic IT Planning. 
 

- Absence of IT performance measurement and strategic outcome reporting: 
there are no KPIs and metrics in place to measure IT performance and value 
delivery. NCIO IT Management has neither provided IBAN with reported 
outcomes of the NCIO Technology Strategy ’21-’23, nor communicated a 
current or updated Technology Strategy for the ongoing period. 

 
- IT risk register and risk assessment are limited and inadequate: The IT Risk 

Register currently includes only seven risks for which we did not find evidence 
of a Regular Risk Assessment Exercise conducted prior to logging them. 

 
- Insufficient detail in documented risks: The IT Risk Register is not only limited 

in quantity of risks addressed, but also in their assessment quality. The 
document lacks details on risk description, threat source, affected assets, risk 
score (likelihood and impact), risk tolerance, date risk identified and risk next 
review date. 

 
4.18 Given the scale and critical nature of IT and cyber risks across NATO, 
including NCIO, and in light of the objectives outlined in the OCIO Cybersecurity 

PU
B

LI
C

LY
 D

IS
C

LO
SE

D
 - 

PD
N

(2
02

5)
00

65
 - 

M
IS

 E
N

 L
E

C
T

U
R

E
 P

U
B

LI
Q

U
E



NATO UNCLASSIFIED 
 

IBA-AR(2025)0019 
 

NATO UNCLASSIFIED 
-25- 

Roadmap, it is essential to broaden the scope of NCIO IT risk domains with 
corresponding financial risk profiles. Some NATO Enterprise strategic IT areas are not 
fully addressed by NCIO in its risk management processes and documentation. For 
example, this includes, but is not limited to: NATO Enterprise cybersecurity 
ecosystem; personal data protection; risk management framework and tools; business 
continuity; asset configuration and patch management; vulnerability management and 
exposure to threats; cryptographic management; requirement, capability delivery and 
investment programmes. 
 
4.19 In addition, we found that the documentation related to IT governance 
processes is obsolete and not regularly updated. None of the reviewed IT governance 
documents (Access Management; Incident Management; Patch Management; 
Problem Management; Release Management; Service Change Management & Risk 
Management) have undergone the recommended annual update cycle, leaving 
processes outdated, inadequate and ultimately unreliable to verify compliance against 
current process condition. 
 
Recommendations 
 
4.20 IBAN recommends that NCIO: 
 

a) Strengthen IT risk management to ensure compliance with Article 11 of the 
NFRs, NCIO’s internal control framework directives and applicable principles, 
aligning more closely with internationally recognised Information Security 
Management Standards, by: 
 

i. Initiating a review and update of the Internal IT Directive to reflect current 
strategic objectives, roles and responsibilities (RACI matrix). Establish a 
governance mechanism to ensure this document is formally reviewed and 
updated at least annually. 
 

ii. Developing and implementing a set of IT KPIs aligned with organisational 
objectives (e.g., service availability, incident response time, project delivery 
timelines, cost efficiency). Formally communicate outcomes of the ’21–’23 
Technology Strategy, along with the current and upcoming strategy cycle. 
 

iii. Conducting a formal, organisation-wide IT and cyber risk assessment at least 
annually. Use the results to populate a comprehensive IT risk register that 
reflects current threat landscapes and risk exposure. 
 

iv. Standardising the format and content of risk entries to include: risk description, 
threat source, affected systems/assets, likelihood and impact scoring, risk 
tolerance, risk identification date and next review date, on top of the already 
applied format. 

 
b) Define and enforce an annual review process for all IT governance 

documentation, by maintaining version control and a document review log. 
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FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS 
 
IBAN followed up on the status of observations from the previous years’ audit. 
The observations and recommendations, the actions taken by the auditee as reviewed 
by IBAN, and their status are summarised in the table below. 
 
The Open status is used for recommendations that are open and for which no notable 
progress has been achieved to date. The In-progress status is used for open 
recommendations when the NATO Reporting Entity has started to implement 
the recommendation or when some (but not all) sub-recommendations are closed. 
The Closed status is used for recommendations that are closed because they have 
been implemented, are superseded, or have lapsed. In the case where there are sub-
recommendations, the status related to each sub-recommendation is indicated in 
the Action Taken column. 
 

OBSERVATION / RECOMMENDATION ACTION TAKEN  
BY AUDITEE STATUS 

(1) NCIA FY 2023  
IBA-AR(2024)0020, Observation 2 
 
NEED TO ENSURE FULL COMPLIANCE 
WITH THE NATO ACCOUNTING 
FRAMEWORK REGARDING 
ACCOUNTING POLICIES IMPACTING 
THE NCIO OPERATING FUND 
 
IBAN’s Recommendation 
 
IBAN recommends that NCIO ensure full 
compliance with the NATO Accounting 
Framework regarding accounting policies 
impacting the NCIO Operating Fund by: 
 
a) Considering to distinguish in the 
Operating Fund, items arising from cash 
outflows/inflows from non-cash items, in 
note ‘C. Notes to the NCIO Statement of 
Changes in Net Assets/Equity’; 
 
 
 
 
 
 
 
 
 
 
 
 
b) Completing the assessment of the value 
of NCIO inventory holdings, in order to 
recognise and disclose any inventory write-

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
a) Since the creation of an 
inventory reserve separate 
from the operating fund (OF), 
the counterparty of the OFs is 
mainly associated with cash or 
liquid assets with a maturity of 
less than one year. Therefore, 
the NCIO has decided not to 
implement this 
recommendation, as 
maintaining the current 
approach remained appropriate 
and consistent with accounting 
policy and financial reporting 
requirements. 
Closed 
 
b) The Office of the Financial 
Controller, in collaboration with 
Asset Management staff, 

 
 
 
Observation 
Closed. 
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OBSERVATION / RECOMMENDATION ACTION TAKEN  
BY AUDITEE STATUS 

off and/or write-down on the face of the 
NCIO Financial Statements in accordance 
with the NAF IPSAS 1 and 12; 
 
 
 
 
 
 
 
 
 
 
 
 
c) Derecognising the untaken leave liability 
amounting to EUR 10 million as of 31 
December 2023 reported under “Other 
Current Liabilities” against the Operating 
Fund categorised within “Net 
Assets/Equity” in the 2023 NCIO Statement 
of Financial Position in accordance with 
NAF IPSAS 39; 
 
 
 
 
 
 
d) Recognising and measuring a liability 
only for the exceptional cases foreseen in 
the NATO Civilian Personnel Regulations 
where NCIO expects to pay an additional 
amount as a result of the unused 
entitlement in accordance with NAF IPSAS 
39; 
 
e) Referring to IPSAS 39, which 
superseded IPSAS 25, instead of IPSAS 25 
in the NCIO Financial Statements 
disclosure notes. 
 

conducted an analysis to 
identify slow-moving and 
strategic assets. This 
assessment led to the 
impairment of inventory assets 
that were determined to have 
no remaining service potential 
and the identification of the 
slow mover Strategic stocks. 
However, IBAN found that 
further improvements could be 
achieved in this domain. 
Closed, superseded by 
current year’s Observation 2 
 
c) Following a request for 
clarification from the NATO 
Office of Resources, the 
IPSAS Board clarified that the 
accounting of an untaken leave 
liability, even if it will not be 
paid, should apply to NATO in 
accordance with IPSAS 39 
‘Employee Benefits’. As a 
result, NCIO has maintained a 
provision for untaken leave in 
its books. 
Closed. 
 
d) Similar as sub-
recommendation c) above. 
Closed. 
e) Note 10 of the 2024 NCIO 
Financial Statements refers to 
IPSAS 39. 
Closed. 

(2) NCIA FY 2022 
IBA-AR(2023)0022, Observation 1 
 

NEED TO STRENGTHEN INTERNAL 
CONTROLS OVER THE PREPARATION 
OF THE FINANCIAL STATEMENTS 
 
IBAN’s Recommendation 
IBAN recommends that NCIO:  
 
a) Strengthen internal controls over the 
preparation of the financial statements, 
including by establishing compensatory 

 
 
 
 
 
 
 
 
 
 
a)  Despite NCIO’s 
improvement through the 
implementation of additional 

 
 
 
Observation 
In-Progress. 
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OBSERVATION / RECOMMENDATION ACTION TAKEN  
BY AUDITEE STATUS 

internal controls when needed, to provide a 
reasonable basis for obtaining assurance 
that financial statements are in compliance 
with the NATO Accounting Framework and 
NATO Financial Regulations (NFRs);  
 
 
 
b) Ensure compliance with the NFRs and 
the IBAN Charter by strengthening the audit 
trail, and by providing to IBAN in a timely 
manner complete supporting data relating 
to the financial statements including the 
notes, in a specific file prior to the 
commencement of the audit fieldwork. 
 

Level 3 internal control 
processes, IBAN still identified 
several misstatements and 
typos in the first version of the 
resubmitted 2024 NCIO 
Financial Statements.  
In-Progress 
 
b) Sub-recommendation 
closed as part of the previous 
year’s audit report (IBA-
AR(2024)0020). 
Closed 
 

(3) NCIA FY 2021 
IBA-AR(2022)0015, Observation 2 
 
STRENGTHENING INTERNAL 
CONTROLS RELATED TO CASH 
MANAGEMENT 
 
IBAN’s Recommendation 
IBAN recommends that NCIO: 
 
a) Comply with AC/4-D/2663, Annex 
paragraph 3 by including bank interests 
received on NSIP funds (‘IC’ bank deposits) 
and any profit and loss in a special 
Miscellaneous Account, and by regularly 
introducing the result of this operation in the 
NSIP Call for Contribution, in coordination  
with the NATO Office of Resources; 
 
b) Ensure that the treasury procedures 
approved by the NCIA Financial Controller 
cover the management of ‘IC’ and ‘BC’ 
related bank accounts, associated transfers 
between these accounts and sharing of 
interests received; 
 
c) Implement the Treasury Management 
System (TMS) in order to fully integrate 
treasury management into the Enterprise 
Business Application (EBA). 
 

 
 
 
 
 
 
 
 
 
 
a) Sub-recommendation 
closed as part of the previous 
year’s audit report (IBA-
AR(2023)0022). 
Closed. 
 
 
 
 
b) Sub-recommendation 
closed as part of the previous 
year’s audit report (IBA-
AR(2023)0022). 
Closed. 
 
 
c) IBAN noted that the 
implementation of the TMS 
service is on-going and that the 
Go Live is foreseen by the end 
of 2025. 
In-Progress. 
 
 
 
 
 
 
 

 
 
 
Observation 
In-Progress. 
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OBSERVATION / RECOMMENDATION ACTION TAKEN  
BY AUDITEE STATUS 

(4) NCIA FY 2021 
IBA-AR(2022)0015, Observation 4 
 
WEAKNESS REGARDING EBA USER 
ACCESS RIGHTS AND SEGREGATION 
OF DUTIES 
 
IBAN’s Recommendation 
IBAN recommends that NCIO: 
 
a) Systematically develop and maintain a 
detailed action plan with regard to 
recommendations expressed in internal 
audit reports. 
 
 
b) Enhance segregation of duties by 
creating: 
 
i. appropriate documentation on all roles 
and responsibilities in EBA and 
 
 
 
 
 
 
 
 
 
 
 
 
ii. a Segregation of Duties matrix identifying 
all conflicting roles and responsibilities. 
 
 
 
 
c) Revoke roles and responsibilities for 
leavers at the time of departure. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
a) Sub-recommendation 
closed as part of the previous 
year’s audit report (IBA-
AR(2024)0020) 
Closed 

 
b) IBAN noted that: 

 
 

i. According to the NCIA an 
Internal Improvement Project 
has been initiated with the 
scope of documenting all EBA 
roles and responsibilities. 
Additionally, the scope of this 
project entails reviewing and 
formalising the EBA User 
Access Management 
Processes. The project is 
ongoing and is expected to be 
finalised by end of 2025. 
In-Progress. 
 
ii. Sub-recommendation closed 
as part of the previous year’s 
audit report (IBA-
AR(2024)0020) 
Closed. 
 
c) IBAN noted that NCIA 
stated that it has implemented 
as of 1 January 2025 a monthly 
manual control that ensures 
access is revoked for staff 
leaving the agency and staff 
members changing positions or 
departments. This is a 
temporary measure until the 
implementation of the EBA 
User Management Processes 
mentioned as part of the action 
taken by the auditee in sub-
recommendation b) i above. 
Closed. 
 

 
 
 
 
 
 
 
Observation 
In-Progress. 
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OBSERVATION / RECOMMENDATION ACTION TAKEN  
BY AUDITEE STATUS 

d) Perform, for staff members changing 
positions or departments within the Agency, 
an analysis in order to ensure that the new 
roles and responsibilities comply with the 
segregation of duties principle. 
 

d) Similar as sub-
recommendation c) above. 
Closed. 

 

(5) NCIA FY 2020  
IBA-AR(2021)0016, Observation 5 
 
IMPROVEMENT NEEDED TO THE NCIO 
COST TO COMPLETE (CTC) MODEL 
FOR REVENUE RECOGNITION 
 
IBAN’s Recommendation 
While IBAN acknowledges the 
improvement in the cost to complete (CTC) 
revenue recognition model since 2018 
through the implementation of the EBA and 
that, at a high level, no material 
inconsistencies were found, IBAN 
recommends that NCIO:  
 
a) Replaces the Excel based process with 
an EBA model tailored to NCIO’s 
operations, which should guarantee the 
traceability, integrity and security of data; 
 
 
 
 
 
 
b) Ensure that the treasury procedures 
approved by the NCIA Financial Controller 
cover the management of ‘IC’ and ‘BC’ 
related bank accounts, associated transfers 
between these accounts and sharing of 
interests received; 
 
c) Establishes a sign-off on the 
responsibility and validation of the final cost 
at completion estimates embedded within 
the EPM-EBA interface and integrates the 
project management document in support 
hereof. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
a) IBAN acknowledges several 
improvements made to CTC's 
internal control process and 
changes in the environment 
and tools used for revenue 
recognition, which require this 
observation to be updated. 
Closed, superseded by 
current year’s Observation 3 
 
b) Sub-recommendation 
closed as part of the previous 
year’s audit report (IBA-
AR(2023)0022). 
Closed. 
 
 
c) Sub-recommendation 
closed as part of the previous 
year’s audit report (IBA-
AR(2024)0020) 
Closed. 
 

 
 
 
Observation 
Closed. 
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NATO COMMUNICATIONS AND INFORMATION ORGANISATION (NCIO) 
FORMAL COMMENTS ON THE AUDIT REPORT AND THE INTERNATIONAL 
BOARD OF AUDITORS (IBAN) POSITIONS 
 
OBSERVATION 1: 
DERECOGNITION OF DEPLOYABLE CIS ASSETS NOT COMPLYING WITH THE 
NATO ACCOUNTING FRAMEWORK 
 
NCIO’s Formal Comments 
 

Not agreed.  
 
NCIO notes that the title of observation #1 could be misinterpreted in relation 
to the main context outlined in the observation. NCIO would recommend a 
slight rephrasing to better reflect its intended meaning. 
 
For item a) and c); NCIO agrees with the recommendation and continue to 
reach out to ACO to find a formal agreement. 
 
For item b); NCIO does not agree as the DACCC assets have been 
recognized in the resubmitted Financial Statement thus suggest rephrasing 
the observation and recommendation. 

 
IBAN’s Position 
  
IBAN acknowledges that the title of the observation and the wording in sub-
recommendation b) may be nuanced to more accurately reflect the main context 
outlined in the observation. The title and sub-recommendation b) were amended 
accordingly. 
 
 
OBSERVATION 2: 
NCIO NEEDS TO IMPROVE INVENTORY IMPAIRMENT METHODOLOGY AND 
DISCLOSURES IN ITS FINANCIAL STATEMENTS 
 
NCIO’s Formal Comments 
 

Not agreed.  
 
For item a); NCIO agrees with the recommendation and will indicate in its 
accounting policy the methodology applied to inventory impairment 
particularly in distinguishing between general slow-moving stock and 
strategic inventory valuation methodology. 
 
For item b); NCIO agrees and acknowledges the recommendation regarding 
the need to provide the relevant information on strategic stock in the Financial 
Statements, as required by the NAF. 
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For Item c); NCIO does not agree with the observation, as NCIO is compliant 
with the current NAF allowing retention of strategic (dedicated) slow-moving 
stock at historical cost.  
 
However, NCIO acknowledges the opportunity to investigate forward looking 
impairment analytics this effort is part of the asset management program led 
by the Property Accountable Officer (PAO). 

 

IBAN’s Position 
  
IBAN acknowledges that NATO reporting entities may choose to measure slow 
moving stock items as strategic at historical cost in accordance with the NAF. 
Sub-recommendation c) was reformulated in order to remove the reference to 
scrap values, and to clarify that NCIO needs to enhance the assessment and 
supporting documentation for inventory impairment by incorporating expected 
consumption needs. 
 
 
OBSERVATION 3: 
FURTHER IMPROVEMENTS NEEDED IN THE AUTOMATION, CONTROLS, 
AUDITABILITY AND ACCOUNTABILITY OF THE COST TO COMPLETE (CTC) 
PROCESS FOR REVENUE RECOGNITION 
 
NCIO’s Formal Comments 
 

Not agreed.  
 
For item a); NCIO agrees with the recommendation. NCIO is executing a 
dedicated Agency Internal Investment project that aims to embed CTC 
calculation in a BI solution, which will address matters regarding data 
traceability, integrity and security in a comprehensive manner. 
 
For item b); NCIO considers that there are sufficient trained backup resource 
to ensure continuity in the operation and management of the CTC. 
Implementation of the BI solution once implemented will further enhance 
business continuity in the operation and oversight of the CTC process.  
 
For item c); NCIO agrees with the observation, a high-level reconciliation 
document outlining the reconciliation procedure between Project Accounting 
and General Ledger entries has already been introduced. Formalization of this 
document into an operational policy is scheduled in the upcoming months. 
 
For item d); NCIO does not agree. NCIO has put in place robust review and 
sign-off process for the critical CTC steps (CaC estimate, exceptions loadings, 
FC review of final figures, and the SLMB review where appropriate). NCIA will 
run a cost benefit assessment before implementing a fully digitalized solution 
as it may turn out to be costly exercise. 
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For item e); NCIO agrees. The Agency Internal Investment project 
implementation for the CTC will mandate a specific dedicated review to embed 
changes pertaining BI solution implementation. 
 
For item f); NCIO does not agree. NCIO consider that the appropriate IT and 
security controls are in place, considering that the CTC file used for Financial 
Statements is password protected and the SharePoint access has its own 
access controls in place aligned with the overall NCIO policies. Once the BI 
solution is implemented it should comprehensively address the 
recommendations outlined regarding the IT and security controls. 
 

IBAN’s Position 
 
Sub-recommendation b): IBAN considers that the backup resource with some 
knowledge to replace the staff currently assigned to manage the CTC is an 
informal solution and needs to be formalised. This sub-recommendation was 
reformulated accordingly. 
 
Sub-recommendation d): IBAN acknowledges that a manual sign-off process 
currently exists, however changes to the CTC can be made directly without track 
changes in a log. This sub-recommendation was reformulated accordingly. 
 
Sub-recommendation f): IBAN considers that the IT and security controls need 
to be reinforced and adapted to the CTC's Excel architecture, which is not 
secure by design. This sub-recommendation was reformulated accordingly. 
 
 
OBSERVATION 4: 
IMPROVEMENT REQUIRED IN IT RISK MANAGEMENT PROCESSES AND 
NCIO’S IT GOVERNANCE 
 
NCIO’s Formal Comments 
 

Agreed.  
 
The NCIO agrees with the findings, with the immediate comments provided 
below, and will give due consideration to the IBAN recommendations overall. 
 
A comprehensive action plan will be developed and communicated to fully 
address the observation, taking into account the IBAN recommendations to 
the extent practically feasible. 

 
o Some mitigations measures have already been launched at corporate 

level with the establishment of a global Risk management directive as 
well as a Quality Management System. 
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o This endeavour will prioritise the IT related component in light of the 
audit findings and recommendations, ensuring the establishment of a 
robust and consolidated IT risk register. 

 
The application of risk management best practices in the different 
organizational elements will be closely monitored. 
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FOLLOW-UP OF PREVIOUS YEARS’ OBSERVATIONS 
 
(2) NCIA 2022 FY 
IBA-AR(2023)0022, Observation 1 
NEED TO STRENGTHEN INTERNAL CONTROLS OVER THE PREPARATION OF 
THE FINANCIAL STATEMENTS 
 
NCIO’s Formal Comments 
 

NCIO agrees.  
 
The Agency has significantly strengthened its internal controls and introduced;  
 
Interim Closing. 
 
This process was introduced to: 
 

- Enhance the quality and accuracy of financial data at yearend. 

- Improve control efficiency by conducting certain procedures earlier in the fiscal 
year. 
 
Sample-Based Controls Using Interim Closing Figures Controls were 
performed. 
 
In addition, a specific procedure will be put in place to suppress editorial errors 
in the Financial Statements. 

 
 
(3) NCIA 2021 FY 
IBA-AR(2022)0015, Observation 2 
STRENGTHENING INTERNAL CONTROLS RELATED TO CASH MANAGEMENT 
 
NCIO’s Formal Comments 
 

NCIO agrees.  
 
The implementation of TMS is ongoing. The Agency has received the SWIFT 
BIC, TMS is in the UAT phase. IATO expected by end of June 2025. Go Live 
foreseen by end of 2025. 
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(4) NCIA 2021 FY 
IBA-AR(2022)0015, Observation 4 
WEAKNESS REGARDING EBA USER ACCESS RIGHTS AND SEGREGATION OF 
DUTIES  
 
NCIO’s Formal Comments 
 

Agreed. 
 
NCIO has initiated an Internal Improvement Project with the scope of 
documenting all EBA roles and responsibilities. 
 
Additionally, the scope of this project entails reviewing and formalising the 
EBA User Access Management Processes. The project is ongoing and is 
expected to be finalised by end of 2025. 
 
The status for this part of the observation is in progress. 
 
For item c) and d); The Agency has implemented as of 1st January 2025 a 
monthly manual control that ensures access is revoked for staff leaving the 
agency and staff members changing positions or departments. The status for 
this part of the observation is closed. 
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GLOSSARY OF TERMS 
 
In accordance with International Standards of Supreme Audit Institutions 
(ISSAI 2705), audit opinions on financial statements and on compliance can be 
unqualified, qualified, a disclaimer, or adverse: 
 

• An unqualified opinion is when IBAN issues an opinion that the financial 
statements and budget execution report are stated fairly and that nothing has 
come to our attention that causes us to believe that funds have not been 
properly used for the settlement of authorised expenditure or are not in 
compliance with the rules and regulations. 
 

• A qualified opinion means that IBAN was generally satisfied with 
the presentation of the financial statements, but that some key elements of 
the statements were not fairly stated or affected by a scope limitation, or 
specific issues have come to our attention that causes us to believe that funds 
have not been properly used for the settlement of authorised expenditure or are 
not in compliance with the rules and regulations. 

 
• A disclaimer is issued when the audit scope is severely limited and IBAN cannot 

express an opinion, or when there are material uncertainties affecting 
the financial statements or the use of funds. 

 
• An adverse opinion is issued when the effect of an error or disagreement is so 

pervasive and material to the financial statements that IBAN concludes that 
a qualification of the report is not adequate to disclose the misleading or 
incomplete nature of the financial statements. 

 
In accordance with auditing standards, three types of paragraphs may also be 
communicated in the auditor’s report: 
 

• Key Audit Matters (ISSAI 2701): Those matters that, in IBAN’s professional 
judgement, were of most significance in the audit of the financial statements of 
the current period. Key Audit Matters are addressed to Council. 

 
• Emphasis of Matter (ISSAI 2706): If IBAN considers it necessary to draw users’ 

attention to a matter presented or disclosed in the financial statements that, in 
our judgement, is of such importance that it is fundamental to users’ 
understanding of the financial statements.  

 
• Other Matter (ISSAI 2706): If IBAN considers it necessary to communicate 

a matter other than those that are presented or disclosed in the financial 
statements that, in our judgement, is relevant to users’ understanding of 
the audit, the auditor’s responsibilities or the auditor’s report.  
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NCIA/FC/2025/03459
09 July 2025

To : IBAN Board Member Mr. Carlo Mancinelli

Subject : Revised version of the resubmitted NCIO 2024 Financial Statements

References : A. IBA-A(2024)0143, Interim and final financial audit of the NATO Communication 
and Information Organisation (NCIO) 2024 Financial Statements.

B. IBA-A(2025)0043,  IBAN audit of NCIO 2024 Financial Statements – Request
to resubmit the NCIO 2024 Financial Statements (FS), dated 19 June 2025.

C. NCIA/FC/2025/03408, resubmitted NCIO 2024 Financial Statements,
dated 19 June 2025.

Dear Carlo,

While reviewing the resubmitted NCIO 2024 Financial Statements at reference C, the Agency identified 
an oversight. Some figures/numbers in the narrative text were not fully aligned with the corresponding 
tables.

While we believe that this would not affect the substance of the resubmitted financial statements, it could 
potentially lead to misinterpretation of some financial data.

As a result, the Agency has aligned the numbers and herewith provide you with a revised version of the 
resubmitted NCIO 2024 Financial Statements, this effort was done in coordination with the prime auditor.

Respectfully,

Ludwig Decamps Antoine Pailhès

General Manager Financial Controller

Antoine 
Pailhes

Digitally signed by 
Antoine Pailhes 
Date: 2025.07.09 
19:06:27 +02'00'

Ludwig 
Decamps 
2025.07.10 
12:54:37 +02'00'

ENCLOSURE 2 
PO(2025)0344
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Enclosure:  

1. NCIO Financial Statements for the year ended 31 December 2024 
 

Distribution: 

External 
Chair Agency Supervisory Board 

Internal 

 Members of Executive Management Board 

 Head of Internal Audit 
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O

ur
 

fu
nd

am
en

ta
l r

ol
e 
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 e

ns
hr

in
ed

 in
 th

e 
NC

IO
 C

ha
rt

er
 is

 to
 a

ct
 a

s N
AT

O
’s 

pr
in

cip
al

 C
3 

ca
pa

bi
lit

y 
de

liv
er

er
 a

nd
 C

IS
 s

er
vi

ce
 p

ro
vi

de
 f

or
 t

he
 f

ul
l 

ra
ng

e 
of
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 e
nt

itl
ed

 
re

qu
ire

m
en

ts
 h

ol
de

rs
 a

nd
 cu

st
om

er
s. 
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 e

st
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lis
he

d 
by

 th
e 

NC
IO

 C
ha

rt
er

 in
 m

id
-2

01
2,

 th
e 

NC
IA

 is
 c

us
to

m
er

 fu
nd

ed
 fo

r 
de

liv
er

in
g 

IC
T 

to
 N

AT
O

 a
nd

 n
at

io
ns

. T
he

 p
rin

cip
le

s o
f C

us
to

m
er

 F
un

di
ng

 a
re

 b
as

ed
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 th

e 
NC

IO
 C

ha
rt

er
: 

• 
Cu

st
om

er
s 

sh
al

l b
e 

ch
ar

ge
d 

th
e 

di
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ct
 c

os
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 p
lu
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ov

er
he
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 c
ov
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 g

en
er
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m

in
ist
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tiv

e 
ex

pe
nd

itu
re

s, 
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cu
pe

ra
tio

n 
of

 c
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ita
l i
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en
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 N
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A 

op
er

at
in
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d 
ru
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g 
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s; 
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ar
ge
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 c
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to
m

er
s 
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al

l b
e 
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ec
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o 
cu

st
om

er
 a

gr
ee
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en

t p
rio

r t
o 
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in

g 
in

cu
rr

ed
; 

• 
Cu

st
om

er
 R

at
es

 a
nd

 S
er

vi
ce

 R
at

es
 a

re
 s

et
 in

 s
uc

h 
a 

w
ay

 t
o 

en
su

re
 b

al
an

ce
 

be
tw

ee
n 

pl
an

ne
d 

in
co

m
e 

(re
ve

nu
e)

 a
nd

 e
xp

en
di

tu
re

 (e
xp

en
se

s)
 t

o 
ac

hi
ev

e 
br

ea
ke

ve
n 

ov
er

 th
e 

pl
an

ni
ng

 p
er

io
d;

 a
nd

 a
re

 s
ub

m
itt

ed
, a

fte
r r

ev
ie

w
 b

y 
th

e 
AS

B 
Fi

na
nc

e 
Co

m
m

itt
ee

 (F
IN

CO
M

), 
to

 th
e 

Ag
en

cy
 S

up
er

vi
so

ry
 B

oa
rd

 (A
SB

) f
or

 
en

do
rs

em
en

t a
nd

 fi
na

lly
 to

 th
e 

Bu
dg

et
 C

om
m

itt
ee

 (B
C)

 fo
r a

pp
ro

va
l o

n 
be

ha
lf 

of
 a

ll 
Cu

st
om

er
s. 

 
 Th

e 
Cu

st
om

er
 F

un
di

ng
 R

eg
ul

at
or

y 
Fr

am
ew

or
k 

(C
FR

F)
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rm
s t
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is 
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 th

e 
NC

IA
’s 

fin
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l o

pe
ra

tio
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 k

ey
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sp
ec

t 
of

 t
hi

s 
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m
ew

or
k 
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ve

rs
 t

he
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su
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 c
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ta
in

ed
 

w
ith
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 th

e 
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er
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ch
in

g 
pr
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le
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 fu

nd
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ib

ili
ty

: 
 

De
fin

iti
on

 o
f c
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r r
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w
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 e
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st
in

g 
pr
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m
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in
g 

an
d 
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ni
ng

 m
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s;
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liz
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io
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se
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 e
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ip
m

en
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Re
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 P
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in
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itt
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t C
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 d
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d 
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d 
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m
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CI

A 
se
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ice
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Pr

ov
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f i
nd

ep
en
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 a
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e 

NA
TO
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m

m
un
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le
s o

f o
th

er
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ol
de
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e 

go
ve
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an

ce
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f t
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 N
CI

A;
  

 
Re

qu
ire

m
en

t f
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 IC
T 

Se
rv

ice
s a
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s; 
 

Pr
oc

ed
ur

es
 g

ov
er

ni
ng

 th
e 

us
e 

of
 th

e 
O

pe
ra

tin
g 

Fu
nd

;  
  Go

ve
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ed
 b

y t
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 N
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io
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, t
he

 O
pe

ra
tin

g F
un

d,
 in

 th
is 
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nt

ex
t, 

pe
rfo

rm
s t

he
 fu
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tio

n 
of

 a
 r
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ito
ry

 f
or

 A
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at
ed

 S
ur

pl
us

es
 o

r 
De

fic
its

 a
nd
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 a

 r
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 m
an
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em

en
t 
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se

rv
e.

  A
 p

ro
ce

ss
 h
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 b

ee
n 

pu
t i

n 
pl
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e 

to
 re

tu
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 O
pe

ra
tin

g 
Fu

nd
 s

ur
pl
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es

 o
ve

r 
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e 
ta

rg
et
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ve

l b
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k 
to

 cu
st

om
er

s t
hr

ou
gh

 C
us

to
m

er
 R

at
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te
s. 

 Th
e 

m
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n 
ai

m
 o

f t
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 C
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m

er
 Fu

nd
in

g 
fin

an
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l m
od

el
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 e

m
po

w
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 th
e 

cu
st

om
er

 
w
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 c

an
 d

ef
in
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ire

m
en
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 a

nd
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r v
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e 
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 s
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ce
s 
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d 
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e 
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e 
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r 
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 s

er
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s 
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 c
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lso
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 th
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e 
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e 
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 p
ay
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e 
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 b
en
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e 

cu
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ge
ne

ra
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 d
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Se
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en

t (
SL

A)
, S
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m
itt
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g 
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 C
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eq
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m
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.  
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irm
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 r
eq
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g 
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 s
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tio
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 p
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h 
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y 
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d 
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 C
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m
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g 
as
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n 
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 p
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O
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 c
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w
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s c
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m
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ire
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 b
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er
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 b
ei
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 C
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to

m
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A 
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t r
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s f
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m
 th
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w
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it 
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om
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 In
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he
 B
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s 
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 C
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m
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Ra
te

s 
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l l
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r 
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d 
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 d
et
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m
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e 

Se
rv
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 R

at
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 a
nd

 N
CI

A 
ch
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ge

s t
o 
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 c

us
to

m
er
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re

sp
ec

tiv
el

y 
by

 P
ro

je
ct

 S
er

vi
ce

 C
os

ts
 (P
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s)
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r c

ap
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ili
ty

 
de

ve
lo
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en

t 
an

d 
Se

rv
ice

 S
up

po
rt

 C
os

ts
 (
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r 
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T 
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s, 
w

ith
 t

he
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im
 t

o 
ac

hi
ev

e 
fin

an
cia

l b
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ak
ev

en
 o

ve
r t

im
e.

 
 Th

e 
NC

IA
’s 

Cu
st

om
er

 R
at

es
 a

re
 b
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ed

 o
n 

th
e 

ac
tu

al
 co

st
s a

s d
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lo
se

d 
in

 th
e 

An
nu
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Fi
na

nc
ia

l S
ta

te
m

en
ts

 o
r f

ro
m

 th
e 

la
te

st
 a

nd
 m

os
t a

cc
ur

at
e 

po
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ib
le

 e
xe

cu
tio

n 
da

ta
.  

  
 Co

ns
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en
t 

w
ith

 t
he

 C
FR

F,
 t
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 N

CI
A 

pr
ed

om
in

an
tly

 p
ro

vi
de

s 
cu

st
om

er
s 

w
ith

 C
IS

 
se

rv
ice

s 
ba

se
d 

on
 F

irm
 F

ix
ed

 P
ric

e 
(F

FP
) a

gr
ee

m
en

ts
 w

he
re

by
 th

e 
NC

IA
 d

el
iv

er
s 

a 
sp

ec
ifi

ed
 se

t o
f g

oo
ds

 o
r s

er
vi

ce
s f

or
 a 

fix
ed

 p
ric

e.
 T

he
 u

se
 o

f F
FP

 ag
re

em
en

ts
 re

du
ce

 

ad
m

in
ist

ra
tio

n 
co

st
s a

nd
 p

ro
vi

de
s c

us
to

m
er

s w
ith

 m
or

e 
st

ab
ili
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 a

nd
 le

ss
 ri

sk
 a

s t
he

 
NC

IA
 m

an
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es
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oc

ia
te

d 
ris

ks
 w

ith
 d

el
iv

er
in

g 
th

e 
go

od
s 

or
 s

er
vi

ce
s 

w
ith

in
 t

he
 

ag
re

ed
 p

ric
e 

un
le

ss
 o

th
er

w
ise

 a
gr

ee
d 

w
ith

 th
e 

cu
st

om
er

.  
Th

e 
NC

IA
’s 

ob
lig

at
io

n 
is 

th
e 

de
liv

er
y 

of
 g

oo
ds

 a
nd

 s
er

vi
ce

s 
in

 a
cc

or
da

nc
e 

w
ith

 t
he

 a
gr

ee
d 

cu
st

om
er

 
sp

ec
ifi

ca
tio

ns
, a

nd
 th

e 
cu

st
om

er
s’ 

ob
lig

at
io

n 
is 

th
e 

pa
ym

en
t o

f t
he

 a
gr

ee
d 

am
ou

nt
. 

Th
e 

NC
IA

 re
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s 
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 th
e 

cu
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om
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 p
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vi
de

d 
fu

nd
in

g 
vi
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e 
pa
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en
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 a

nd
 th
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el
y 
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en
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nv
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flo
w
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 d
ai

ly
 N
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A 
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sin

es
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l S
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io
n 
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n 
Ba

sis
 o

f P
re

pa
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tio
n 

Th
e 

NC
IO

 F
in

an
cia

l S
ta

te
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en
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 a
re
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 r
ec

or
d 

of
 th

e 
fin

an
cia

l a
ct

iv
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es
 a

nd
 

po
sit

io
n 

of
 th

e 
NC

IA
 an

d 
th

e 
AS

B 
Se

cr
et

ar
ia

t. 
Th

es
e 

in
clu

de
 an

 e
xt

en
siv

e 
se

t o
f n

ot
es

 
to

 t
he

 f
in

an
cia

l s
ta

te
m

en
ts

 d
es

cr
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in
g 

ea
ch

 it
em

 o
n 

th
e 

st
at
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en
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of

 f
in

an
cia
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po

sit
io
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 p
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ce
, c
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h 
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w

 a
nd
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ud

ge
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xe
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n 

st
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n 

fu
rt
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r d
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Th
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IO

 F
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l S
ta
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m

en
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lo
ne

 d
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en

t a
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er
go
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 sp
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ap
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al
 p

ro
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ss
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s w
el

l a
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n 
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di
t b

y t
he

 In
te

rn
at

io
na

l B
oa

rd
 o

f A
ud

ito
rs

 fo
r N

AT
O 
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AN

). 
Fo

r 
fu

ll 
vi

sib
ili

ty
 o

f 
th

e 
NC

IA
’s 

op
er

at
in

g 
pe

rfo
rm

an
ce

 a
nd

 s
tr

at
eg

ic 
al

ig
nm

en
t t

o 
th

e 
NA

TO
 m

iss
io

n,
 re

ad
er

s s
ho

ul
d 

co
ns

ul
t t

he
 N

CI
O

 A
nn

ua
l R

ep
or

t. 

In
 re
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t t
o 

th
e 
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24

 N
CI

O
 F
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an
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l S

ta
te

m
en

ts
, t

he
se

 w
er

e 
pr

ep
ar

ed
: 

 
fo

r p
ub

lic
 d
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lo

su
re
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 a

 g
oi

ng
-c
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ce

rn
 p
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le
  

 
on

 th
e 
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 o
f a

 si
ng

le
 e

nt
ity
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 a

n 
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cr
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an
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a 
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l c
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t c
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ep
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e 
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un
tin
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 d
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. 

Co
m

pl
ia

nc
e 

w
ith

 F
in

an
ci

al
 R

eg
ul

at
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 o
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. 
• 

Pe
rs

on
ne

l c
os

ts
: P

er
so

nn
el

 co
st

s a
re

 co
st

s d
er

iv
ed

 fr
om

 th
e 

em
pl

oy
m

en
t o

f c
iv

ili
an

 p
er

so
nn

el
, a

s p
er

 N
AT

O
 C

iv
ili

an
 p

er
so

nn
el

 re
gu

la
tio

ns
, i

nc
lu

di
ng

 sa
la

rie
s, 

al
lo

w
an

ce
s, 

pe
ns

io
n 

co
nt

rib
ut

io
n,

 jo
in

in
g 

an
d 

le
av

in
g 

co
st

s. 
In

 a
dd

iti
on

, t
hi

s a
lso

 in
clu

de
s c

os
ts

 in
cu

rr
ed

 fo
r t

ra
in

in
g 

an
d 

m
ed

ica
l a

ct
iv

iti
es

 a
s w

el
l a

s t
he

 co
st

s i
nc

ur
re

d 
fo

r I
nt

er
im

 
W

or
kf

or
ce

 C
on

tr
ac

to
rs

, t
em

po
ra

ry
 st

af
f a

nd
 e

xt
er

na
l c

on
su

lta
nt

s. 
• 

Co
nt

ra
ct

ua
l s

up
pl

ie
s a

nd
 se

rv
ic

es
 co

st
s:

 T
he

se
 co

st
s m

ai
nl

y 
re

la
te

 to
 g

oo
ds

 a
nd

 se
rv

ice
s p

ro
cu

re
d 

fro
m

 in
du

st
ry

 p
ar

tn
er

s (
ei

th
er

 d
ire

ct
ly

 in
 su

pp
or

t o
f t

he
 d

el
iv

er
y 

of
 

se
rv

ice
s a

nd
 ca

pa
bi

lit
ie

s o
r r

eq
ui

re
d 

fo
r t

he
 n

or
m

al
 fu

nc
tio

ni
ng

 o
f t

he
 N

CI
A’

s f
ac

ili
tie

s a
nd

 e
qu

ip
m

en
t).

 
• 

Co
st

s r
el

at
ed

 to
 d

ep
re

ci
at

io
ns

, a
m

or
tis

at
io

ns
 a

nd
 p

ro
vi

sio
ns

: T
he

se
 co

st
s m

ai
nl

y 
re

la
te

 to
 sp

re
ad

in
g 

th
e 

ca
pi

ta
lis

ed
 co

st
s o

f p
ro

pe
rt

y,
 p

la
nt

 a
nd

 e
qu

ip
m

en
t a

s w
el

l a
s 

in
ta

ng
ib

le
 a

ss
et

s o
ve

r t
he

ir 
us

ef
ul

 li
fe

. I
n 

ad
di

tio
n,

 it
 re

la
te

s t
o 

ad
di

tio
na

l e
xp

en
se

s r
ec

og
ni

se
d 

fo
r p

ro
vi

sio
ns

.  
• 

Fi
na

nc
ia

l E
xp

en
se

s;
 lo

ss
es

 o
n 

fo
re

ig
n 

cu
rr

en
cy

 e
xc

ha
ng

es
 o

cc
ur

 w
he

n 
tr

an
sa

ct
io

ns
 a

re
 se

tt
le

d 
in

 a
no

th
er

 cu
rr

en
cy

 th
an

 E
UR

. R
ea

lis
ed

 lo
ss

es
 o

n 
fo

re
ig

n 
cu

rr
en

cy
 

tr
an

sa
ct

io
ns

 a
re

 e
ith

er
 re

fu
nd

ed
, c

ha
rg

ed
 o

r a
bs

or
be

d 
by

 th
e 

NC
IA

, d
ep

en
di

ng
 o

n 
th

e 
ag

re
em

en
t w

ith
 th

e 
Cu

st
om

er
s. 

 
 

g.
 

Fo
re

ig
n 

Cu
rr

en
cy

 T
ra

ns
ac

tio
ns

 

Tr
an

sa
ct

io
ns

 e
nt

er
ed

 in
to

 b
y 

NC
IO

 in
 a

 c
ur

re
nc

y 
ot

he
r t

ha
n 

EU
R 

(w
hi

ch
 is

 N
CI

O
’s 

fu
nc

tio
na

l a
nd

 p
re

se
nt

at
io

n 
cu

rr
en

cy
) a

re
 re

co
rd

ed
 a

t t
he

 e
xc

ha
ng

e 
ra

te
s i

n 
ef

fe
ct

 w
he

n 
th

e 
tr

an
sa

ct
io

ns
 o

cc
ur

. T
he

 u
se

 o
f e

xc
ha

ng
e 

ra
te

s d
oe

s n
ot

 m
at

er
ia

lly
 im

pa
ct

 th
e 

fin
an

cia
l s

ta
te

m
en

ts
. 

NS
IP

 a
nd

 T
hi

rd
-P

ar
ty

 a
cq

ui
sit

io
n 

tr
an

sa
ct

io
ns

 a
re

 c
on

ve
rt

ed
 u

sin
g 

th
e 

qu
ar

te
rly

 e
xc

ha
ng

e 
ra

te
s 

iss
ue

d 
by

 th
e 

In
ve

st
m

en
t C

om
m

itt
ee

 (I
C)

. T
hi

s 
ra

te
 is

 im
po

se
d 

by
 th

e 
IC

 a
nd

 
al

lo
w

s 
th

e 
NC

IA
 to

 g
et

 re
im

bu
rs

ed
 fo

r a
ll 

ex
ch

an
ge

, b
an

k 
an

d 
m

isc
el

la
ne

ou
s 

fin
an

cia
l r

es
ul

ts
. A

ll 
ot

he
r f

or
ei

gn
 c

ur
re

nc
y 

tr
an

sa
ct

io
ns

 a
re

 re
co

rd
ed

 b
y 

co
nv

er
tin

g 
th

e 
fo

re
ig

n 
cu

rr
en

cy
 a

m
ou

nt
 a

t t
he

 B
ud

ge
t C

om
m

itt
ee

 (B
C)

 co
nv

er
sio

n 
ra

te
s v

al
id

 a
t t

he
 d

at
e 

of
 th

e 
tr

an
sa

ct
io

n.
  

NC
IO

 a
dh

er
es

 to
 th

e 
fo

llo
w

in
g 

pr
in

cip
le

s w
he

n 
re

po
rt

in
g 

fo
re

ig
n 

cu
rr

en
cy

 it
em

s a
t e

ac
h 

re
po

rt
in

g 
da

te
: 

 
Fo

re
ig

n 
cu

rr
en

cy
 m

on
et

ar
y 

ite
m

s a
re

 tr
an

sla
te

d 
us

in
g 

th
e 

clo
sin

g 
ra

te
: a

nd
  

 
Fo

re
ig

n 
cu

rr
en

cy
 n

on
-m

on
et

ar
y 

ite
m

s (
i.e

. t
ho

se
 a

t h
ist

or
ica

l c
os

t) 
ar

e 
tr

an
sla

te
d 

us
in

g 
th

e 
ex

ch
an

ge
 ra

te
 a

t t
he

 d
at

e 
of

 th
e 

tr
an

sa
ct

io
n.

  

Al
l e

xc
ha

ng
e 

di
ffe

re
nc

es
 a

re
 re

po
rt

ed
 a

s a
 fi

na
nc

ia
l e

xp
en

se
 o

r f
in

an
cia

l r
ev

en
ue

 in
 th

e 
St

at
em

en
t o

f F
in

an
cia

l P
er

fo
rm

an
ce

 in
 th

e 
pe

rio
d 

in
 w

hi
ch

 th
ey

 o
cc

ur
. 
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h.
 S

eg
m

en
t R

ep
or

tin
g 

A 
se

gm
en

t i
s a

 d
ist

in
gu

ish
ab

le
 a

ct
iv

ity
 o

f N
CI

O
 fo

r w
hi

ch
 it

 is
 a

pp
ro

pr
ia

te
 to

 se
pa

ra
te

ly
 re

po
rt

 fi
na

nc
ia

l in
fo

rm
at

io
n.

 A
t N

CI
O

, s
eg

m
en

t i
nf

or
m

at
io

n 
is 

ba
se

d 
on

 cu
st

om
er

 fu
nd

in
g 

so
ur

ce
s. 

As
 su

ch
, N

CI
O

 re
po

rt
s s

ep
ar

at
e 

fin
an

cia
l i

nf
or

m
at

io
n 

fo
r f

iv
e 

se
gm

en
ts

:  

# 
Se

gm
en

ts
 

Cu
st

om
er

 b
as

e 
De

sc
rip

tio
n 

A.
 

In
ve

st
m

en
t  

Co
m

m
itt

ee
 

In
te

rn
al

 cu
st

om
er

s I
C 

fu
nd

ed
: 

 
In

ve
st

m
en

t C
om

m
itt

ee
  

In
te

rn
al

 C
us

to
m

er
s a

re
 N

AT
O

 co
m

m
on

 fu
nd

ed
 a

nd
 co

m
pr

ise
: 

 
Th

e 
In

ve
st

m
en

t C
om

m
itt

ee
, w

hi
ch

 is
 a

ss
ig

ni
ng

 N
CI

A 
as

 H
os

t N
at

io
n 

an
d 

is 
au

th
or

isi
ng

 
NS

IP
 fu

nd
in

g 
fo

r t
he

 d
ev

el
op

m
en

t a
nd

 im
pl

em
en

ta
tio

n 
of

 co
m

m
on

-fu
nd

ed
 C

3 
ca

pa
bi

lit
ie

s. 
Al

th
ou

gh
 th

e 
St

ra
te

gi
c 

Co
m

m
an

ds
 a

re
 p

rim
ar

ily
 th

e 
re

qu
ire

m
en

ts
 

ho
ld

er
s, 

th
e 

in
ve

st
m

en
t c

om
m

itt
ee

 is
 re

sp
on

sib
le

 fo
r f

ul
fil

lin
g 

th
e 

ro
le

 o
f i

nt
er

na
l 

cu
st

om
er

 o
f N

CI
A.

  

 
Th

e 
BC

 fu
nd

ed
 e

nt
iti

es
 (N

CS
, I

S 
an

d 
IM

S)
, w

hi
ch

 a
re

 co
m

m
on

 fu
nd

ed
 e

nt
iti

es
 

re
so

ur
ce

d 
th

ro
ug

h 
di

re
ct

 co
nt

rib
ut

io
ns

 to
 N

AT
O

 b
ud

ge
ts

 to
 su

pp
or

t o
bj

ec
tiv

es
, 

pr
io

rit
ie

s a
nd

 a
ct

iv
iti

es
 th

at
 se

rv
e 

th
e 

in
te

re
st

s o
f t

he
 A

lli
an

ce
 a

s a
 w

ho
le

 –
 a

nd
 ca

nn
ot

 
re

as
on

ab
ly

 b
e 

bo
rn

e 
by

 a
ny

 si
ng

le
 m

em
be

r –
 su

ch
 a

s A
lli

an
ce

 o
pe

ra
tio

ns
 a

nd
 m

iss
io

ns
 

or
 N

AT
O

-w
id

e 
ai

r d
ef

en
se

, c
om

m
an

d 
an

d 
co

nt
ro

l s
tr

uc
tu

re
. 

B.
 

Bu
dg

et
 C

om
m

itt
ee

 
In

te
rn

al
 cu

st
om

er
s B

C 
fu

nd
ed

: 

 
NA

TO
 C

om
m

an
d 

St
ru

ct
ur

e 
(A

CO
 a

nd
 

AC
T)

 

 
NA

TO
 In

te
rn

at
io

na
l S

ta
ff 

(IS
) 

 
NA

TO
 In

te
rn

at
io

na
l M

ili
ta

ry
 S

ta
ff 

(IM
S)

 

C.
 

(M
ul

ti-
) N

at
io

na
l a

nd
 

ot
he

r 
Ex

te
rn

al
 cu

st
om

er
s 

Ex
te

rn
al

 C
us

to
m

er
s a

re
 n

on
-c

om
m

on
 fu

nd
ed

 cu
st

om
er

s. 
Ex

te
rn

al
 cu

st
om

er
s i

nc
lu

de
 n

on
-

co
m

m
on

 fu
nd

ed
 N

AT
O 

Ag
en

cie
s, 

NA
TO

 F
or

ce
 S

tr
uc

tu
re

, N
AT

O
 n

at
io

ns
, O

th
er

 A
ge

nc
ie

s a
nd

 
M

ul
tin

at
io

na
l O

rg
an

isa
tio

ns
 a

nd
 P

ar
tn

er
 N

at
io

ns
 to

 w
hi

ch
 N

CI
A 

de
liv

er
s p

ro
je

ct
s a

nd
 se

rv
ice

s. 

D.
 

Bu
dg

et
 fu

nd
ed

 
N

ot
 a

pp
lic

ab
le

. 
Th

is 
se

gm
en

t r
ef

le
ct

s t
he

 ru
nn

in
g 

co
st

s o
f t

he
 In

de
pe

nd
en

t S
ec

re
ta

ria
t i

n 
su

pp
or

t o
f t

he
 A

SB
 

Ch
ai

rm
an

 a
nd

 N
at

io
ns

, f
un

de
d 

di
re

ct
ly

 b
y 

a 
NA

TO
 co

m
m

on
 fu

nd
ed

 b
ud

ge
t e

nv
el

op
. 

E.
 

N
CI

A 
(C

IS
 su

pp
or

t &
 ru

nn
in

g 
su

pp
or

t) 

No
t a

pp
lic

ab
le

.  
Th

is 
se

gm
en

t d
isc

lo
se

s t
he

 N
CI

A 
O

pe
ra

tin
g 

ru
nn

in
g 

co
st

s i
nt

ra
-s

eg
m

en
t a

llo
ca

tio
n 

to
 In

te
rn

al
 

an
d 

Ex
te

rn
al

 C
us

to
m

er
s a

s w
el

l a
s t

he
 C

om
m

un
ica

tio
n 

an
d 

In
fo

rm
at

io
n 

Sy
st

em
 (C

IS
) s

up
po

rt
. I

t 
al

so
 re

fe
rs

 m
ai

nl
y 

to
 O

ve
rh

ea
d 

&
 G

en
er

al
 

NC
IO

 a
llo

ca
te

s o
pe

ra
tin

g 
as

se
ts

, l
ia

bi
lit

ie
s, 

re
ve

nu
es

 a
nd

 e
xp

en
se

s t
ha

t a
re

 d
ire

ct
ly

 a
tt

rib
ut

ab
le

 to
 th

e 
se

gm
en

t o
r c

an
 b

e 
al

lo
ca

te
d 

to
 th

e 
se

gm
en

t o
n 

a 
re

as
on

ab
le

 b
as

is 
to

 
th

e 
di

ffe
re

nt
 id

en
tif

ie
d 

se
gm

en
ts

 th
ey

 re
la

te
 to

.  

So
m

e 
as

se
ts

, l
ia

bi
lit

ie
s a

nd
 re

ve
nu

es
 a

nd
 e

xp
en

se
s c

an
no

t b
e 

di
re

ct
ly

 a
tt

rib
ut

ed
 to

w
ar

ds
 c

us
to

m
er

 fu
nd

in
g 

so
ur

ce
s, 

or
 a

llo
ca

te
d 

on
 a

 re
as

on
ab

le
 b

as
is 

to
w

ar
ds

 th
e 

in
di

vi
du

al
 

se
gm

en
ts

.  
W

ith
in

 N
CI

O
, l

im
ite

d 
se

gm
en

t i
nf

or
m

at
io

n 
is 

av
ai

la
bl

e 
fo

r c
as

h 
an

d 
ca

sh
 e

qu
iv

al
en

ts
 a

s w
el

l a
s n

et
 a

ss
et

s a
cr

os
s t

he
 d

iff
er

en
t s

eg
m

en
ts

. T
he

se
 e

le
m

en
ts

 a
re

 sh
ow

n 
w

ith
in

 a
n 

 
‘u

na
llo

ca
te

d 
se

gm
en

t’ 
al

lo
w

in
g 

to
 re

co
nc

ile
 th

e 
se

gm
en

t d
isc

lo
su

re
s t

o 
th

e 
ag

gr
eg

at
e 

am
ou

nt
s o

f r
ev

en
ue

, e
xp

en
se

, a
ss

et
 a

nd
 li

ab
ili

tie
s t

ha
t a

re
 p

re
se

nt
ed

 in
 th

e 
fin

an
cia

l 
st

at
em

en
ts

 o
f N

CI
O

 th
at

 a
re

 p
re

pa
re

d 
in

 a
cc

or
da

nc
e 

w
ith

 IP
SA

S.
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i. 
Fi

na
nc

ia
l i

ns
tr

um
en

ts
  

A 
fin

an
cia

l i
ns

tr
um

en
t i

s a
ny

 co
nt

ra
ct

 th
at

 g
iv

es
 ri

se
 to

 a
 fi

na
nc

ia
l a

ss
et

 o
f o

ne
 e

nt
ity

 a
nd

 a
 fi

na
nc

ia
l l

ia
bi

lit
y 

or
 e

qu
ity

 in
st

ru
m

en
t o

f a
no

th
er

 e
nt

ity
.  

Fi
na

nc
ia

l A
ss

et
s, 

Ty
pe

 o
f f

in
an

cia
l a

ss
et

s h
ol

d 
by

 N
CI

O
;  

 
Ca

sh
 a

nd
 C

as
h 

Eq
ui

va
le

nt
s 

 
Re

ce
iv

ab
le

s 
Fi

na
nc

ia
l L

ia
bi

lit
ie

s, 
Ty

pe
 o

f f
in

an
cia

l l
ia

bi
lit

ie
s h

ol
d 

by
 N

CI
O

; 

 
Tr

ad
e 

an
d 

Ac
cr

ue
d 

Pa
ya

bl
es

 
 

Ad
va

nc
es

 a
nd

/o
r U

ne
ar

ne
d 

Re
ve

nu
e 

In
iti

al
 re

co
gn

iti
on

 a
nd

 m
ea

su
re

m
en

t  

Al
l f

in
an

cia
l l

ia
bi

lit
ie

s a
re

 re
co

gn
ise

d 
in

iti
al

ly
 a

t f
ai

r v
al

ue
 a

nd
, i

n 
th

e 
ca

se
 o

f l
oa

ns
 a

nd
 b

or
ro

w
in

gs
 a

nd
 p

ay
ab

le
s, 

ne
t o

f d
ire

ct
ly

 a
tt

rib
ut

ab
le

 tr
an

sa
ct

io
n 

co
st

s. 
 

NC
IO

’s 
fin

an
cia

l o
bl

ig
at

io
ns

 a
re

 fi
na

nc
ed

 b
y 

pa
ym

en
ts

 a
nd

 a
dv

an
ce

s 
fro

m
 it

s 
Cu

st
om

er
s, 

w
ho

 a
re

 e
ith

er
 N

AT
O

 N
at

io
ns

 o
r P

ar
tn

er
s. 

NC
IO

 d
oe

s 
no

t b
or

ro
w

 m
on

ey
 a

nd
 o

nl
y 

in
ve

st
s o

n 
sh

or
t t

er
m

 b
an

k 
de

po
sit

s. 
No

 o
th

er
 fi

na
nc

ia
l i

ns
tr

um
en

ts
 a

re
 h

el
d 

ot
he

r t
ha

n 
fin

an
cia

l a
ss

et
s a

nd
 li

ab
ili

tie
s w

hi
ch

 a
re

 g
en

er
at

ed
 b

y 
da

y-
to

-d
ay

 o
pe

ra
tio

na
l a

ct
iv

iti
es

. 

Ri
sk

 T
yp

es
 

Li
qu

id
ity

 ri
sk

 
NC

IO
’s 

fin
an

cia
l r

eq
ui

re
m

en
ts

 a
nd

 c
ap

ita
l e
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1.
Th

is 
St

at
em

en
t o

f I
nt

er
na

l C
on

tr
ol

 a
pp

lie
s 

to
 th

e 
N

CI
O

 F
in

an
ci

al
 S

ta
te

m
en

ts
 fo

r 
th

e 
ye

ar
 e

nd
ed

 3
1 

De
ce

m
be

r 2
02

4.
In

te
rn

al
 c

on
tr

ol
 is

 d
riv

en
 b

y 
th

e 
re

qu
ire

m
en

t 
of

 t
he

 N
AT

O
 F

in
an

cia
l R

eg
ul

at
io

ns
, t

he
 

NC
IO

 F
in

an
cia

l 
Ru

le
s 

an
d 

Pr
oc

ed
ur

es
, 

th
e 

NA
TO

 A
cc

ou
nt

in
g 

Fr
am

ew
or

k,
 t

he
 N

CI
O

In
te

rn
al

 C
on

tr
ol

 F
ra

m
ew

or
k 

an
d 

go
od

 b
us

in
es

s 
pr

ac
tic

es
. I

nt
er

na
l c

on
tr

ol
 is

 to
 e

ns
ur

e 
th

at
 N

AT
O

 a
ss

et
s 

ar
e 

ut
ili

ze
d 

fo
r 

th
e 

pu
rp

os
es

 i
nt

en
de

d 
an

d 
th

at
 t

he
 t

ra
ns

ac
tio

ns
 

re
la

tin
g 

to
 t

he
ir 

us
ag

e 
re

fle
ct

 t
he

 h
ig

he
st

 s
ta

nd
ar

ds
 o

f 
in

te
gr

ity
 t

o 
ju

st
ify

 c
on

tin
ue

d
co

nf
id

en
ce

 o
f t

he
 N

AT
O

 M
em

be
r N

at
io

ns
.

St
at

em
en

t o
f i

nt
er

na
l c

on
tr

ol
 b

y 
th

e 
Ge

ne
ra

l M
an

ag
er

 a
nd

 th
e 

Fi
na

nc
ia

l C
on

tr
ol

le
r

Co
ns

id
er

in
g 

th
e 

st
at

em
en

t 
be

lo
w

, t
he

 G
en

er
al

 M
an

ag
er

 a
nd

 t
he

 F
in

an
cia

l C
on

tr
ol

le
r 

pr
ov

id
e 

co
nf

irm
at

io
n 

th
at

 t
he

 s
ys

te
m

 o
f 

in
te

rn
al

 c
on

tr
ol

 o
f 

th
e 

NC
IA

is 
ge

ne
ra

lly
 

ef
fe

ct
iv

e 
an

d 
th

at
 co

nt
in

uo
us

 im
pr

ov
em

en
ts

 a
ct

io
ns

 a
re

 u
nd

er
ta

ke
n 

on
 a

 re
gu

la
r b

as
is.

2.
M

ai
n 

ac
co

un
ta

bi
lit

ie
s s

up
po

rt
in

g 
th

e 
NC

IO
 sy

st
em

 o
f i

nt
er

na
l c

on
tr

ol
.

Th
e 

NC
IO

 s
ys

te
m

 o
f i

nt
er

na
l c

on
tr

ol
 is

 b
as

ed
 o

n 
an

 o
ng

oi
ng

 p
ro

ce
ss

 e
ffe

ct
ed

 b
y 

th
e 

Bo
ar

d,
 m

an
ag

em
en

t, 
an

d 
ot

he
r 

pe
rs

on
ne

l, 
de

sig
ne

d 
to

 p
ro

vi
de

 r
ea

so
na

bl
e 

as
su

ra
nc

e 
re

ga
rd

in
g 

th
e 

ac
hi

ev
em

en
t 

of
 

ob
je

ct
iv

es
 

re
la

tin
g 

to
 

op
er

at
io

ns
, 

re
po

rt
in

g 
an

d 
co

m
pl

ia
nc

e.
 A

sp
ar

t o
f t

he
 p

ro
ce

ss
, i

de
nt

ifi
ed

 ri
sk

s t
o 

th
e 

ac
hi

ev
em

en
t o

f N
CI

O
go

al
s a

nd
 

ob
je

ct
iv

es
, a

re
 m

an
ag

ed
 e

ffi
cie

nt
ly

, e
ffe

ct
iv

el
y 

an
d 

ec
on

om
ica

lly
. l

n 
de

ta
il:

a.
Th

e 
AS

B 
ha

s 
th

e 
re

sp
on

sib
ili

ty
 to

: (
1)

 e
ns

ur
e 

th
at

 e
ffe

ct
iv

e 
ris

k 
m

an
ag

em
en

t 
m

ea
su

re
s 

ar
e 

in
 p

la
ce

 a
nd

m
on

ito
r 

pe
rfo

rm
an

ce
 e

xe
cu

tio
n 

on
 th

at
 b

as
is;

 (2
) 

ex
er

cis
e 

m
an

ag
em

en
t 

co
nt

ro
l 

by
 c

om
pa

ris
on

 o
f 

th
e 

NC
IA

 a
ct

iv
iti

es
 w

ith
 

ap
pl

ica
bl

e 
AS

B 
di

re
ct

iv
es

; (
3)

 o
ve

rs
ee

 th
e 

de
liv

er
y 

of
 re

su
lts

 a
ga

in
st

 ta
rg

et
s; 

(4
) 

ev
al

ua
te

 th
e 

pe
rfo

rm
an

ce
 a

ga
in

st
 o

bj
ec

tiv
es

 o
f t

he
 N

CI
A;

 (5
) b

en
ch

m
ar

k 
th

e 
NC

IA
 a

ga
in

st
 co

m
pa

ra
bl

e 
or

ga
ni

sa
tio

ns
;

b.
Th

e 
AS

B 
ha

s 
es

ta
bl

ish
ed

 a
n 

Au
di

t C
om

m
itt

ee
 (A

C)
 c

om
pr

isi
ng

 3
2 

m
em

be
rs

 o
f 

NA
TO

 n
at

io
ns

. T
he

 A
C 

as
sis

ts
 th

e 
Bo

ar
d 

in
 fu

lfi
lli

ng
 it

s o
ve

rs
ig

ht
 re

sp
on

sib
ili

tie
s 

in
 th

e 
ar

ea
s o

f i
nt

er
na

l c
on

tr
ol

s, 
ris

k m
an

ag
em

en
t, 

in
te

rn
al

 a
nd

 e
xt

er
na

l a
ud

its
, 

fin
an

cia
l r

ep
or

tin
g,

 a
nd

 r
eg

ul
at

or
y 

co
m

pl
ia

nc
e.

 In
 2

02
4,

 t
he

 A
C 

ca
rr

ie
d 

ou
t 

th
re

e 
m

ee
tin

gs
 in

 p
le

na
ry

 se
ss

io
n.

c.
Th

e 
Ch

ai
rm

an
 o

f t
he

 A
SB

 is
 re

sp
on

sib
le

 to
 m

ai
nt

ai
n 

a 
so

un
d 

sy
st

em
 o

f i
nt

er
na

l 
co

nt
ro

l 
th

at
 s

up
po

rt
s 

th
e 

AS
B 

Se
cr

et
ar

ia
t 

an
d 

en
su

re
s 

it 
de

liv
er

s 
on

 i
ts

 
m

an
da

te
;

d.
Th

e 
Ge

ne
ra

l 
M

an
ag

er
 (

GM
) 

is 
re

sp
on

sib
le

 t
o 

m
ai

nt
ai

n 
a 

so
un

d 
sy

st
em

 o
f 

in
te

rn
al

 co
nt

ro
l t

ha
t s

up
po

rt
s t

he
 N

CI
A

an
d 

en
su

re
s i

t d
el

iv
er

s o
n 

its
 C

ha
rt

er
ed

 
m

an
da

te
;

e.
Th

e 
Ch

ie
f O

pe
ra

tin
g 

O
ffi

ce
r (

CO
O

) i
sr

es
po

ns
ib

le
 to

 m
ai

nt
ai

n 
a 

so
un

d 
sy

st
em

 o
f 

in
te

rn
al

 co
nt

ro
l f

or
 b

us
in

es
s p

la
nn

in
g 

to
ge

th
er

 w
ith

 th
e 

re
la

te
d 

bu
sin

es
s i

nt
ak

e 
an

d 
ca

pa
cit

y 
m

an
ag

em
en

t, 
as

 
w

el
l 

as
 

m
on

ito
rin

g 
pr

og
ra

m
m

e/
pr

oj
ec

t 
ex

ce
pt

io
ns

;

f.
Th

e 
Di

re
ct

or
 A

cq
ui

sit
io

n 
is 

re
sp

on
sib

le
 to

 m
ai

nt
ai

n 
a 

so
un

d 
sy

st
em

 o
f i

nt
er

na
l 

co
nt

ro
l t

ha
t e

ns
ur

es
 th

e 
in

te
gr

ity
 o

f t
he

 p
ro

cu
re

m
en

t p
ro

ce
ss

;

g.
Th

e 
He

ad
 o

f H
um

an
 R

es
ou

rc
es

 is
 r

es
po

ns
ib

le
 to

 m
ai

nt
ai

n 
a 

so
un

d 
sy

st
em

 o
f 

in
te

rn
al

 c
on

tr
ol

 r
el

at
in

g 
to

 t
he

 r
ec

ru
itm

en
t 

an
d 

de
pa

rt
ur

e 
of

 s
ta

ff 
an

d 
as

so
cia

te
d 

pa
ym

en
t o

f s
al

ar
ie

s a
nd

 a
llo

w
an

ce
s;

h.
Th

e 
Fi

na
nc

ia
l 

Co
nt

ro
lle

r 
is 

re
sp

on
sib

le
 f

or
 m

ai
nt

ai
ni

ng
 a

 s
ou

nd
 s

ys
te

m
 o

f 
in

te
rn

al
 fi

na
nc

ia
l c

on
tr

ol
s, 

fo
r 

th
e 

co
rr

ec
t u

se
 a

nd
 a

cc
ou

nt
in

g 
of

 fu
nd

s 
m

ad
e 

av
ai

la
bl

e 
to

 th
e 

NC
IA

an
d 

th
e 

AS
B 

In
de

pe
nd

en
t S

ec
re

ta
ria

t.

3.
 T

he
 m

ai
n 

as
pe

ct
s o

ft
he

 N
CI

O
's 

sy
st

em
 o

f i
nt

er
na

l c
on

tr
ol

 fo
r 2

02
4 

ar
e 

as
 fo

llo
w

s:

a.
Al

l f
un

ds
 r

ec
ei

ve
d 

ar
e 

re
co

rd
ed

, a
cc

ou
nt

ed
 a

nd
 m

an
ag

ed
 t

hr
ou

gh
 a

 s
et

 o
f 

in
fo

rm
at

io
n 

sy
st

em
s, 

w
hi

ch
 in

clu
de

: e
nt

er
pr

ise
-w

id
e 

pr
oj

ec
t m

an
ag

em
en

t a
nd

 
tim

e 
ac

co
un

tin
g 

sy
st

em
 a

nd
 t

he
 O

ra
cle

 R
 1

2
ba

se
d 

to
ol

 E
nt

er
pr

ise
 B

us
in

es
s 

Ap
pl

ica
tio

ns
 (E

BA
) ·

. C
on

tr
ol

s 
ar

e 
in

 p
la

ce
 a

t t
ra

ns
ac

tio
na

l l
ev

el
 to

 c
on

tr
ol

 u
se

 
an

d 
di

sb
ur

se
m

en
t o

f f
un

ds
.
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b.
  T

he
 I

nd
ep

en
de

nt
 S

ec
re

ta
ria

t 
ha

s 
its

 b
ud

ge
t 

ap
pr

ov
ed

 a
nd

 f
un

de
d 

by
 A

SB
 

M
em

be
r N

at
io

ns
. 

c.
  

Th
e 

NC
IA

 a
nn

ua
lly

 u
pd

at
es

 it
s 

Cu
st

om
er

 R
at

es
 b

as
ed

 o
n 

th
e 

AS
B 

ap
pr

ov
ed

 
Cu

st
om

er
 R

at
es

 P
rin

cip
le

s 
an

d 
M

et
ho

do
lo

gy
. T

he
se

 a
re

 e
nd

or
se

d 
by

 th
e 

AS
B,

 
an

d 
ap

pr
ov

ed
 b

y 
th

e 
NA

TO
 B

ud
ge

t C
om

m
itt

ee
 o

n 
be

ha
lf 

of
 a

ll 
Cu

st
om

er
s. 

d.
  T

he
 N

CI
A 

al
so

 a
nn

ua
lly

 u
pd

at
es

 it
s S

er
vi

ce
s R

at
es

 (b
as

ed
 o

n 
Cu

st
om

er
 R

at
es

 fo
r 

th
e 

NC
IA

's 
pr

of
es

sio
na

l s
er

vi
ce

s 
el

em
en

t) 
an

d 
th

es
e 

ar
e 

va
lid

at
ed

 b
y 

th
e 

AS
B 

an
d 

NA
TO

 B
ud

ge
t C

om
m

itt
ee

. 

e.
  

Th
e 

NC
IA

 h
as

 a
n 

in
te

gr
at

ed
 p

la
nn

in
g 

an
d 

re
po

rt
in

g 
pr

oc
es

s 
un

de
r 

AS
B 

su
pe

rv
isi

on
: 

St
ra

te
gi

c 
Pl

an
; 

Co
rp

or
at

e 
Pl

an
; 

an
d 

th
e 

M
ul

ti-
Ye

ar
 I

nv
es

tm
en

t 
Pl

an
, q

ua
rt

er
ly

 a
nd

 A
SB

 a
nn

ua
l r

ep
or

ts
.  

f. 
 A

gr
ee

m
en

ts
 w

ith
 C

us
to

m
er

s a
re

 in
 w

rit
in

g 
an

d 
ar

e 
us

ua
lly

 co
nc

lu
de

d 
on

 a
 F

irm
 

Fi
xe

d 
Pr

ice
 a

nd
/o

r C
os

t R
ei

m
bu

rs
ab

le
 b

as
is.

 

g.
  

Pr
oc

ur
em

en
t 

ac
tiv

iti
es

 
ar

e 
un

de
r 

th
e 

re
sp

on
sib

ili
ty

 
of

 
th

e 
Di

re
ct

or
 

of
 

Ac
qu

isi
tio

n 
w

ith
 th

e 
sp

ec
ifi

c 
in

vo
lv

em
en

t o
f t

he
 G

M
. T

he
 N

CI
A 

is 
us

in
g 

Ne
o 

to
 

su
pp

or
t s

ou
rc

in
g 

ac
tiv

iti
es

, c
on

tr
ac

t a
dm

in
ist

ra
tio

n 
as

 w
el

l a
s t

he
 m

an
ag

em
en

t 
of

 S
up

pl
ie

rs
’ d

at
a.

 F
or

 d
ev

ia
tio

ns
 fr

om
 s

ta
nd

ar
d 

co
m

pe
tit

io
n,

 w
ho

se
 a

pp
ro

va
l 

is 
w

ith
in

 th
e 

re
m

it 
of

 th
e 

NC
IA

,  
 a

 C
om

pe
tit

io
n 

Ad
vo

ca
te

 h
as

 b
ee

n 
de

sig
na

te
d 

– 
Ch

ie
f I

nf
or

m
at

io
n 

O
ffi

ce
r a

nd
 a

dv
ise

s t
he

 G
M

.  

h.
  T

hr
ou

gh
 it

s 
Se

rv
ice

 L
ife

cy
cle

 M
an

ag
em

en
t B

oa
rd

 (S
LM

B)
 c

ha
ire

d 
by

 th
e 

CO
O

, 
th

e 
NC

IA
 o

ve
rs

ee
s 

th
e 

op
er

at
io

na
l 

en
vi

ro
nm

en
t 

w
ith

 a
 f

oc
us

 o
n 

ea
rly

 
id

en
tif

ica
tio

n 
an

d 
qu

an
tif

ica
tio

n 
of

 ri
sk

s 
w

hi
ch

 a
ffe

ct
 s

er
vi

ce
s 

an
d 

pr
oj

ec
ts

 to
 

al
lo

w
 fo

r t
im

el
y 

m
an

ag
em

en
t o

ve
rs

ig
ht

 a
nd

/o
r a

ss
ist

an
ce

 to
 m

iti
ga

te
. 

i. 
 

Th
e 

NC
IA

 h
as

 a
n 

En
te

rp
ris

e-
w

id
e 

Ri
sk

 M
an

ag
em

en
t 

Po
lic

y 
an

d 
Fr

am
ew

or
k 

w
hi

ch
 s

et
s 

ou
t t

he
 r

isk
 m

an
ag

em
en

t p
ro

ce
ss

es
 in

 p
la

ce
 a

nd
 d

et
ai

ls 
th

e 
ro

le
s 

an
d 

re
sp

on
sib

ili
tie

s o
f s

ta
ff 

in
 re

la
tio

n 
to

 ri
sk

. T
hi

s p
ol

icy
 h

as
 b

ee
n 

iss
ue

d 
to

 a
ll 

st
af

f w
ho

 a
re

 e
xp

ec
te

d 
to

 w
or

k 
w

ith
in

 th
e 

NC
IA

’s 
ris

k 
m

an
ag

em
en

t p
ol

ici
es

, t
o 

al
er

t 
m

an
ag

em
en

t 
on

 e
m

er
gi

ng
 r

isk
s 

an
d 

co
nt

ro
l 

w
ea

kn
es

se
s 

an
d 

as
su

m
e 

re
sp

on
sib

ili
ty

 fo
r r

isk
s 

an
d 

co
nt

ro
ls 

w
ith

in
 th

ei
r 

ow
n 

ar
ea

 o
f w

or
k.

 T
he

re
 a

re
 

re
gu

la
r r

ev
ie

w
s b

y 
se

ni
or

 m
an

ag
em

en
t o

f k
ey

 ri
sk

s a
nd

 re
la

te
d 

co
nt

ro
ls.

  

j. 
 

A 
Ri

sk
 A

pp
et

ite
 F

ra
m

ew
or

k 
on

 a
n 

NC
IA

 a
nd

 g
ov

er
na

nc
e 

le
ve

l 
ha

s 
be

en
 

es
ta

bl
ish

ed
 in

 2
02

4 
as

 a
 to

ol
 to

 g
ui

de
 th

e 
NC

IA
 in

 it
s r

isk
 m

an
ag

em
en

t a
ct

iv
iti

es
. 

Th
is 

fra
m

ew
or

k 
al

so
 s

up
po

rt
s 

th
e 

AS
B 

in
 fu

lfi
lli

ng
 it

s 
ov

er
sig

ht
 re

sp
on

sib
ili

tie
s 

w
ith

 re
sp

ec
t t

o 
ris

k 
m

an
ag

em
en

t. 

k.
  

Th
e 

NC
IA

 h
as

 a
do

pt
ed

 th
e 

Th
re

e 
Lin

es
 M

od
el

 fo
r i

ts
 in

te
rn

al
 g

ov
er

na
nc

e.
 T

hi
s 

m
od

el
, p

ub
lis

he
d 

on
 2

0 
Ju

ne
 2

02
0 

by
 th

e 
In

st
itu

te
 o

f I
nt

er
na

l A
ud

ito
rs

 a
s 

an
 

up
da

te
 o

f t
he

 T
hr

ee
 L

in
es

 o
f D

ef
en

se
 M

od
el

, i
s b

as
ed

 o
n 

an
 a

ss
ur

an
ce

 sy
st

em
 

co
m

bi
ne

d 
ar

ou
nd

 t
hr

ee
 li

ne
s, 

pr
ov

id
in

g 
a 

co
m

pr
eh

en
siv

e 
vi

ew
 o

f 
ho

w
 t

he
 

di
ffe

re
nt

 p
ar

ts
 o

f t
he

 N
CI

A 
in

te
ra

ct
 in

 a
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 m
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 p
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 c
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 s
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 t
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 re
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e 

NA
TO

 w
id

e 
St

ra
te

gy
 

on
 th

e 
pr

ev
en

tio
n,

 d
et

ec
tio

n 
an

d 
re

sp
on

se
 to

 F
ra

ud
 a

nd
 C

or
ru

pt
io

n.
 In

 2
02

4,
 

th
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