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Description

This lesson addresses the elements of societal resilience: the
structure of communities, the resources available to those
communities, and the procedures and mechanisms they
use to prepare for, resist, respond to, and quickly recover
from shocks and disruptions.

Structures refer to formal and informal links between
members of society. These links are inherent to com-
munity organisations, state and non-state entities such
as city, regional, and national authorities, schools, and
interest groups. The relationship between individuals,
local, regional and national organisations, businesses,
civic organisations, and government/state authorities is
a dynamic one shaped by national and regional history
and traditions. For example, in some societies, the govern-
ment may play a stronger role in areas such as employment
and provision of services like education and healthcare. In
other societies, the government has a more limited role
because of resources or traditions.

Resources include financial, natural resources, and human
capital. The availability and distribution of resources in a
society will impact societal resilience. Resource inequality
along class, race, gender and other community markers can
lead to societal divisions and tensions that external actors
may exploit. Moreover, these deficiencies may present
challenges for attaining military and security objectives.

Procedures and mechanisms are formal and informal. For-
malised procedures and mechanisms include laws, govern-
ment agencies and programmes designed to address chal-
lenges to national resilience. Informal procedures include
customs and traditions that shape the interactions between
individuals and groups. Procedures and mechanisms are
taught and known to members of society in advance so
that individuals, organisations, companies, and govern-
ment entities know how to prepare for, resist, respond to,
and quickly recover from shocks and disruptions.

All three elements of societal resilience are interrelated and
complement each other, including to create social cohe-
sion that is further discussed in Lesson 3.3.1. When struc-
tures are in place but resources are scarce, society cannot
effectively respond to a threat. Likewise, even if there are
established procedures for a given challenge, but they are
weak or poorly resourced, society will not be able to imple-
ment them. For society to be highly resilient and cohesive,
all three elements must be in place.

Learning Objectives
Learners will be able to:

1) Identify each of the three elements of societal resil-
ience and be able to provide examples from their
own countries and abroad.

2) Understand the inter-relationships between these
three different elements.

3) Understand how the three elements might impact
a country’s ability to respond to shocks and dis-
ruptions, and by extension impact the ability of
national armed forces to perform their duties.

Issues for Consideration in Designing the Lesson

1) Every society has a different “resilience profile” con-
cerning elements of resilience. Some societies may
have abundant resources but weak structures, while
other societies will demonstrate robust structures
and procedures with fewer resources.

2) Despite this variations among and within societies,
policy makers, citizens, and leaders can bring the
three elements into balance.

3) While the distribution of these resources is mostly
outside the security and defence sector’s control,
strategic awareness of how these factors influence
societal resilience is important for security sector
leaders to include in their assumptions and plan-
ning.

Potential Questions

1) What are the structures, resources, and procedures
addressing societal resilience in your society?

2) Which element(s) contribute most to societal
resilience and why?

3) What might influence the elements of societal
resilience in your country?

Learning Methods/Assessment

1) Teaching delivery may include lectures by subject
matter experts (SMEs), seminars, demonstrations,
exercises and classroom simulations.

2) Assessment might occur through evaluating learners’
participation and discussion in joint reading exer-
cises, debates, and briefs. This could include writing
an essay on the elements of societal resilience and/
or preparing a presentation on the elements of
societal resilience in the learner’s country or other



countries. Learners could also be assessed through a
group exercise, where they will be divided into three
groups, each having two elements but lacking the
third. Groups will be asked to identify strengths and
shortcomings of the resulting societal resilience and
compare these across the groups.

Core Readings

1)

2)

3)

4)

5)

Bodas, M., Peleg, K., Stolero, N., & Adini, B.
(2022). Understanding Societal Resilience — Cross-

Sectional Study in Eight Countries. Front. Public
Health.

Dagdeviren, H., Capucha, L., Calado, A,
Donoghue, M., & Estévao, P. (2020). Structural
Foundations of Social Resilience. Social Policy and

Society, 19(4), 539-552.

Frigotto, M.L., Young, M., & Pinheiro, R. (2022).
Resilience in Organisations and Societies: The
State of the Art and Three Organizing Principles
for Moving Forward. In Towards Resilient
Organisations and Societies. Palgrave Macmillan,

Cham.

Parker, J. (2019). Emergency Preparedness through
Community Cohesion: An Integral Approach to
Resilience. Routledge.

Young, M. (eds.) (2022). Towards Resilient
Organisations and Societies. Palgrave Macmillan,
Cham. Anholt, R, et al. (2021). Understanding
Societal Resilience: The Case for Engaged
Scholarship. In M. Ungar (ed.), Multisystemic
Resilience: Adaptation and Transformation in

Contexts of Change. Oxford Academic.

The Evolution of Societal Resilience Elements
in Ukraine

Although Ukraine does not have a story of long-
standing state-society collaboration in enhancing
national resilience interests, it has a story of an
extraordinary evolution of civil society resilience,
which is also starting to show clear signs of state-
society collaboration. From the Orange Revolu-
tion to the Euromaidan to the 2022 resistance to
Russia’s full-scale invasion, the Ukrainian society
stepped up, displaying their disagreement with the
abuses of the state, compensating for its shortcom-
ings and supporting national response to the war.

In particular, Ukraine’s response to Russia’s war of

aggression demonstrates the results of the evolu-
tion of different elements of societal resilience and
of how they come together. Historically, Ukraine
had governmental procedures and mechanisms
that were mainly vertically coordinated and rather
informal.

However, in response to years of external and
internal pressures and changes, the Ukrainian
society and government were able to respond to
Russia’s full-scale invasion, by preventing the
Ukrainian government and social structures from
collapsing, contrary to what many observers, both
in Russia and around the world, expected.

This evolution continues to be shaped by the for-
malisation of a unified national approach to resil-
ience, which aims to develop resilience structures,
procedures and resources. To this end, Ukraine
adopted the Concept of Ensuring the National
Resilience System (2021) and the Action Plan
(2023). For more information see the vignette in
Lesson 3.1.1.

References

Kudlenko, A. (2023). Roots of Ukrainian resilience and
the agency of Ukrainian society before and after Russia’s
tull-scale invasion. Contemporary Security Policy, 44(4),
513-529. https://doi.org/10.1080/13523260.2023.225
8620

Semeryn K. (2022). “The role of Ukrainian wartime
resilience for modern identity building” Retrieved from:
https://www.academia.edu/114939726/The _role of

Ukrainian wartime resilience for modern identity
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Description

This lesson addresses the roles of civil society in national
resilience. In particular, it considers the role of individuals
and NGOs in supplementing and supporting emergency
services, security and defence forces and in serving as inter-
locutors with segments of the population. The role of the
private sector is addressed separately in Lesson 3.1.4.

Civil society is considered a key component and resource
for crisis management and response. However, it could
also be seen as the most vulnerable element of a nation
and a the most directly affected by a crisis or conflict if
not properly developed and resourced. The preparedness
of the civil society is essential to developing an effective
societal and national resilience. To varying degrees, many
national governments incentivise and empower individuals
for self-preparedness or self-sufficiency. This could include
an individual’s involvement in national crisis manage-
ment and preparedness mechanisms through volunteering
opportunities in defence and security organisations, setting
up personal preparedness (emergency supplies, sheltering,
civil defence and resistance training, etc.), learning first aid,
understanding information threats and ways to counter i,
maintaining personal cyber-security, or providing general
support for the local/neighbourhood community.

Within international best practices, governments draw
on NGOs as interlocutors to reach larger segments of the
population and to implement the government’s national
resilience agenda in the civil society. NGOs likewise com-
municate the needs of specific societal groups back to
the government and attempt to influence its decision-
making and planning. The role of NGOs can be essential
in national resilience efforts as they can provide organisa-
tional structures to support civil authorities and armed
forces with specialist skills (logistics, radio communica-
tion, etc.), contribute trained volunteers to local authori-
ties as extra personnel resources, provide crisis prepared-
ness training and self-sufficiency education, offer spiritual
services for religious communities, incorporate gender and
minority perspectives into resilience efforts, or coordinate
volunteers in times of crisis and conflict.

Learning Objectives
Learners will be able to:

1) Understand the rationale behind civil society sup-
porting and supplementing government authorities
in times of crisis and conflict.

2) Demonstrate the value of an individual’s contribu-
tions to societal and national resilience.

3) Consider the role of NGOs and their functions in
building national resilience.

Issues for Consideration in Designing the Lesson

1) Consider different national approaches to involving
civil society in resilience-building efforts and why
some countries involve their population to a much

higher degree than others.

2) Recognise the scope required to support a
nation-wide crisis response or defence efforts, why
civil society’s involvement might be necessary and
beneficial, and why this might also require individ-
uals to be self-sufficient for a period of time.

3) 'This lesson should include a discussion about the
necessity for relationship-building between the mil-
itary and civil society in peacetime.

Potential Questions

1) What are the appropriate roles for civil society to
play across the peace, crisis, and conflict continuum?

2) How can governments enable and empower their
civil societies to play these roles?

3) What are the advantages and drawbacks of
having NGOs working on behalf of the govern-

ment to increase societal resilience?

4) Why is civil society sometimes not seen as an
integral part of crisis response or the defence and
security effort?

Learning Methods/Assessment

1) Teaching delivery may include lectures by subject
matter experts (SMEs) and case studies.

2) Learners could be assessed by preparing a presenta-
tion on how civil society contributed or contributes to
specific sectoral resilience (see the example on floods
in the references) followed by a group discussion on
advantages and disadvantages of this approach.

Core Readings

1) Boulegue, M., Lutsevych, O., & Marin, A. (2018).
“Civil Society Under Russia’s Threat: Building
Resilience in Ukraine, Belarus and Moldova.”
Chatham House, Research Paper. Retrieved from
https://www.chathamhouse.org/2018/11/civil-

society-under-russias-threat-building-resilience-

ukraine-belarus-and-moldova-0-0



https://www.chathamhouse.org/2018/11/civil-society-under-russias-threat-building-resilience-ukraine-belarus-and-moldova-0-0
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2)

3)

4)

5)

6)

Forrest, S., Trell, E.-M., & Wolgjer, J. (2018).
“Civil Society Contributions to Local Level Flood
Resilience: Before, during and after the 2015
Boxing Day Floods in the Upper Calder Valley.”
Transactions of the Institute of British Geographers,
44(2), 422-36. htips://doi.org/10.1111/tran.12279

Izumi, T., & Shaw, R. (2011). “Roles of Civil
Society in Climate and Disaster Resilience of
Cities and Local Governments.” In Shaw, R. &
Sharma, A. (Eds.), Climate and Disaster Resilience in
Cities (Community, Environment and Disaster Risk
Management, Vol. 6), Emerald Group Publishing
Limited, pp. 261-280. https://doi.org/10.1108/
S$2040-7262(2011)0000006019

Lawry, L. (2009). “Guide to Nongovernmental
Organisations for the Military A primer for
the

nongovernmental

military about private, voluntary, and
organisations operating in
humanitarian emergencies globally.” Retrieved from

https://apps.dtic.mil/sti/pdfs/ ADA519436.pdf

O’Grady, N., & Shaw, D. (2023). “Resilience,
responsibility and state abandon: The changing

role of the government in emergencies.” Political
Geography, 100, 102796. https://doi.org/10.1016/].
polge0.2022.102796

Teperik, D. (2018). “A Route to National Resilience
— Building Whole-of-Society Security in Ukraine.”
Retrieved
national-resilience-building-whole-of-society-

from  https://icds.ee/en/a-route-to-

security-in-ukraine/

Nordic and Baltic Experiences in Building Soci-
etal Resilience with Civil Society

The Nordic and Baltic nations have a long-standing
tradition of building societal resilience through
a variety of means and approaches. Given their
complex relationships with Russia, countries like
Finland, Estonia, Latvia, and Lithuania employ a
range of strategies to engage with their respective
civil societies often in a way that is not common in
other Western countries. These strategies focus on
promoting collaboration among authorities, the
private sector, and the rest of the society with the
aim to build systems where every citizen plays a
role in national resilience, security and defence. By
reviewing the references, learners can compare and
contrast two different approaches to engaging civil
society and their roles.

References

Spruds, A., Aaltola, M., Kuznetsov, B., & Vizgunova,
E. (2018). “Societal Security in the Baltic Sea Region:
Expertise Mapping and Raising Policy Relevance.” Lat-
vian Institute of International Affairs. Retrieved from
https://pure.spbu.ru/ws/portalfiles/portal/36894962/
Societal Security in the BSR 2018.pdf#page=26

Bankauskaite, D., Berzins, J., Lawrence, T., Slekys,
D., Swaney, B., & Hammes, T.X. (2020). “Baltics
Left of Bang: Comprehensive Defence in the Baltic
States.” Strategic Forum 307. Retrieved from https://
ndupress.ndu.edu/Media/News/News-Article-View/
Article/2393841/baltics-left-of-bang-comprehensive-
defense-in-the-baltic-states/
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Description

The term “private sector” encompasses a diverse range
of for-profit organisations across various industries and
ownership structures. The private sector provides most
of the essential services, and goods critical for the well-
being of the population and the functioning of societies.
By extension, it has key capabilities required to enhance
societal resilience. As such, cooperation with the private
sector is essential.

Differences in ownership structures, such as private
versus public or majority locally-owned versus muldi-
national, and corresponding motivations, expectations,
and challenges can significantly impact how companies
respond to public-private initiatives and projects. Pri-
vate companies are for-profit organisations whose spe-
cific purpose is to produce profit for their owners. Any
commitments that include resource allocation (financial
or human) must be justified as beneficial for the com-
pany. Regulatory and legal frameworks must also be
considered as the private sector usually cannot be tasked
with, or held accountable for, public safety and security.
Thus, a number of friction points might develop in the
context of private companies contributing, or not con-
tributing to the public good and societal resilience.

Increasingly, the private sector is also driven, at least in
part, by ethical and social-corporate responsibilities. Pri-
vate companies often work to play a constructive role in
the communities in which they operate and are willing
to contribute when feasible. Companies also have self-
interest in the resilience of their operating environment
making them inclined to participate in initiatives that
enhance resilience more broadly. Therefore, a positive
incentive for private companies to participate in and
support social and national resilience efforts is critical.

Learning Objectives
Learners will be able to:

1) Understand the benefits of private-public coopera-
tion for societal resilience.

2) Demonstrate awareness of limitations and chal-
lenges associated with private sector involvement in
societal resilience.

3) Explain the various forms of private sector involve-
ment in societal resilience efforts, including finan-
cial contributions, knowledge sharing, and resource
allocation.

Issues for Consideration in Designing the Lesson

1) ‘There are different models of public-private coop-
eration in societal resilience across industries and
regions.

2) Legal, regulatory, and ethical issues vary by national
context as do expectations of involved parties, espe-
cially in systems without formal frameworks.

Potential Questions

1) What are the primary motivations and challenges
for private sector engagement in societal resilience
initiatives?

2) What are the benefits of public-private cooperation
in enhancing societal resilience?

3) Are there potential ethical conflicts between
profit maximisation and contributing to societal
wellbeing?

4) What are the various forms (financial contribu-
tions, knowledge sharing, and resource allocation)
of private sector involvement in societal resilience
efforts?

Learning Methods/Assessment

1) 'The lesson can use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

2) The lesson can also include opportunities for
learners to apply their learning through hands-on
activities, by analysing case studies of private sector
contributions to societal resilience and evaluate
their effectiveness, or by constructing a proposal for
a public-private partnership aimed at addressing a
pressing societal resilience challenge.

Core Readings

1) Chandra, A., Moen, S., & Sellers, S. (2016). “What
Role Does the Private Sector Have in Supporting
Disaster Recovery, and What Challenges Does
It Face in Doing So?” RAND Corporation,
Perspectives. DOL: https://doi.org/10.7249/PE187

2) Chen, J., Chen, T. H., Vertinsky, 1., Yumagulova,
L., & Park, C. (2013). “Public-Private Partnerships



https://doi.org/10.7249/PE187

3)

4)

5)

for Resilient Communities.” Journal of Contingencies
& Crisis  Management, 21: 130-143. DOI:
10.1111/1468-5973.12021.

Fjiader, C. (2021). “Developing Partnerships for
Building Resilience.” In Eslamian, S. & Eslamian,
F. (eds.), Handbook of Disaster Risk Reduction
for Resilience. Springer, Cham. https://doi.
org/10.1007/978-3-030-61278-8 12

Izumi, T., & Shaw, R. (2015). “Overview and
Introduction of the Private Sector’s Role in Disaster
Management.” In Izumi, T. & Shaw, R. (Eds.),
“Disaster Management and Private Sectors —

Challenges and Potentials.” Springer, Tokyo.

UNISDR. (2013). “From Shared Risk to Shared
Value: The Business Case for Disaster Risk
Reduction — The 2013 Global Assessment Report
on Disaster Risk Reduction.” International Journal
of Disaster Resilience in the Built Environment, 4(3),
https://doi.org/10.1108/I]JDRBE-06-2013-0020

Finland’s Private-Public Collaboration on Secu-
rity of Supply
In an era of growing disruptions, Finland’s

National Emergency Supply Agency (NESA) and
grocery stores teamed up to create the “TOIMIVA”

project, pioneering a public-private approach to
securing a reliable network of shops and service
stations nationwide.

This collaboration, recognised by the World Eco-
nomic Forum for its impact, aims to ensure 95%
of the population can access essential supplies even
during emergencies. The case demonstrates how
the public and private sectors can come together
to address a common problem and create resilience
through seamless collaboration.

Reference

World Economic Forum: The NESA among global
pioneers in building a crisis-resistant shop network
- Huoltovarmuuskeskus.  (n.d.).  hteps://www.
huoltovarmuuskeskus.fi/en/a/world-economic-forum-

the-nesa-among-global-pioneers-in-building-a-crisis-

resistant-shop-network

Resilience Reference Curriculum Writing Team Workshop, Vienna, February 2024.
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Description

This module introduces learners to the whole-of-
society approach to building and enhancing societal
and by extension national resilience. A whole-of-society
approach compliments and builds on the whole-of-gov-
ernment approach by engaging all actors across society
from state agencies to private companies and civil
society organisations. Integrating actors and agencies
across individual, community, organisational, and soci-
etal levels results in more comprehensive and nuanced
responses to challenges. The whole-of-society approach
emphasises the shared roles and responsibilities of all
actors particularly in the area of civil preparedness and
civil defence. In the current strategic environment, a
whole-of-society approach enhances traditional defence
and is one of the central tenets of Total Defence.

Learning Objectives
Learners will be able to:

1) Understand the whole-of-society approach to
building resilience.
2) Distinguish  the
from the whole-of-government approach.

whole-of-society

approach

3) Identify different levels, roles and responsibilities
as well as implementation of the whole-of-society
approach in a national security and defence context.

Description

This lesson complements Lesson 3.1.2 on structures,
resources, procedures, and mechanisms of societal resil-
ience by identifying and discussing the different levels at
which we address resilience in a society and the factors
influencing these levels.

At the individual level, behaviour is shaped by both
positive factors like hope, high levels of preparedness
and personal planning, a vision of the future, a sense of
belonging, an individual’s social capital, well-being, and
a sense of self-realisation, as well as negative factors such
as perceived threats and a sense of danger.

At the community level, societal resilience is influenced
by a community’s strength and interconnectedness,
including social bonds, levels of trust among commu-
nity members and groups, trust in local decision-makers,
as well as knowledge and competencies of individual,
group and local government roles and responsibilities.

At the organisational level, the focus is on developing
internal resilience of an organisation and its ability to
respond to shocks and disruptions. Simultaneously,
organisations contribute positively to the geographically
local communities they operate in, especially when they
understand their institutional roles in crisis and in the
defence and security context.

At the societal level, resilience is gauged in terms of the
strength of national identity and solidarity, overall civil
activism, legitimacy and effectiveness of state institu-
tions, social cohesion, as well as shared optimism about
the country’s future.

For further insights on managing, sustaining, and
assessing the levels of resilience, see Theme 4.

Learning Objectives
Learners will be able to:

1) Describe why the multiple levels of resilience (indi-
vidual, community, organisational, and societal)
are all necessary in a whole-of-society approach to
resilience.

2) Identify and discuss the different factors influencing
each of the levels of resilience.



3) Discuss how structures, resources, procedures,
and mechanisms (Lesson 3.1.2) can undermine
or strengthen resilience at different levels and how

these might be managed, sustained, and assessed

(Theme 4).
Issues for Consideration in Designing the Lesson

1) ‘'This lesson should include a discussion about the
different factors influencing resilience at the indi-
vidual, community, organisational, and societal
levels within the framework of the whole-of-society
approach.

2) Aggregating individual, community, and organ-

isational resilience might not necessarily lead to a

high societal resilience because, for example, resil-

ience communities might be divided across ethno-
linguistic lines and nationality.

Potential Questions

1) How do whole-of-society initiatives enhance and
maintain societal resilience?

2) Explain how the different (individual, community,

organisational, societal) levels impact societal resil-

ience in your country.
Learning Methods/Assessment

1) Teaching delivery may include lectures by subject
matter experts (SMEs) and seminars.

2) Learners could be assessed through a group exercise,
in which they will identify strengths and shortcom-
ings accross different levels in a given country and
compare findings among groups.

Core Readings

1) Andersson, T., Caker, M., Tengblad, S., &

Wickelgren, M. (2019). Building traits for
organisational  resilience  through  balancing
organisational structure. Scandinavian

Journal of Management, 35(1), 36-45. https://
www.sciencedirect.com/science/article/pii/

S0956522118301040

2) Christie, E.H., & Berzina, K. (2022). NATO and
Societal Resilience: All Hands on Deck in an Age of
War. Retrieved from https://www.gmfus.org/news/
nato-and-societal-resilience-all-hands-deck-age-war

3) Forward Defense, National Defence University.

(2023). PRISM Vol. 10., No. 2. Retrieved from
https://ndupress.ndu.edu/PRISM/PRISM-10-2/

4) Jermalavicius, T., & Parmak, M. (2014). Societal
Resilience: A Basis for Whole-of-Society Approach
to National Security. In Resistance Views: Tartu
Resistance Seminar Essays on Unconventional

Warfare and Small State Resistance (pp. 23-47).

5) Michelon, L. (2023). Whole-of-Society Resilience
— Report Summary. Retrieved from https://

resiliencefirst.org/news/new-report-whole-society-

resilience-whats-inside-and-why-vour-action-

matters

Factors Influencing Societal Resilience in
Ukraine, Estonia, and Lithuania

A recent comparative study on resilience indicators
during the war in Ukraine demonstrated similari-
ties in the predictors of a high level of community
and societal resilience in Ukraine, Estonia, and
Lithuania. In particular, preserving hope among
the population results in strong perceptions of
the crisis management capacities of communities,
among their residents, local and governmental
authorities, and other organisations. On the other
hand, lower levels of personal socio-economic
well-being, higher sense of danger, and some psy-
chological distress can negatively affect resilience-
related perceptions of people. As many Ukrainians
were admittedly unprepared for the full-scale inva-
sion in 2022, their personal resilience suffered dra-
matically.

Reference

Kimhi S., Kaim A., Bankauskaite D., Biran M., Baran
T., Eshel Y., Dumbadze S., Gabashvili M., Kaniasty K.,
Koubovd A., Marciano H., Matkeviciene R., Teperik
D., Adini B. (2023). A full-scale Russian invasion of
Ukraine in 2022: Resilience and coping within and
beyond Ukraine. Applied psychology: Health and Well-
being, 1-19. https://www.semanticscholar.org/paper/A-
full-scale-Russian-invasion-of-Ukraine-in-2022%3A-
Kimhi-Kaim/9b9bce87f75c6431f34c56699f227e9591
89721a
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Description

This lesson highlights key tenets, structures and processes
of civil preparedness, civil defence and civil resistance and
how they contribute to societal resilience.

Civil preparedness, also known as civil emergency plan-
ning, encompasses all steps taken in peacetime to enable
a nation to confront shocks or disruptions. It refers to the
ability to sustain the functions vital to society, ensuring
basic supply for the population, the state’s capacity to act
in a crisis and support for the armed forces. While most
civil preparedness activities tend to be led and organised
by the government, all segments of a society have a role
to play. Relevant sectors, e.g., the health sector for pan-
demics, support provision of services, capabilities and
reliable information, advocacy and raise awareness. Indi-
vidual sectors and stakeholders therefore have a respon-
sibility to put in place continuity of operations and pre-
paredness arrangements.

Civil defence refers to the mobilisation, organisation,
and direction of the civil population (generally non-
combatants) designed to minimise the effects of hostile
action against all aspects of civil life by passive measures.
Its primary objective is to ensure civil protection mea-
sures during natural and man-made disasters and in
conflict to funnel all of society’s efforts into a common
goal: ensure protection, aid recovery, and provide con-
ditions for survival. Civil defence efforts entail a broad
spectrum of activities ranging from warning and evacua-
tion through decontamination and emergency sheltering
to repairing critical public utdlities. In peacetime, civil
defence structures tend to support civil protection or
emergency preparedness, which refer to activities under-
taken by emergency services to protect populations,
properties, infrastructure, and the environment from the
consequences of natural and technological disasters and
other emergencies.

Civil resistance refers to nonviolent tactics (e.g., appeals
to the adversary, pressure or coercion) by ordinary
people, who use them to challenge, or “resist”, a partic-
ular oppressive power. Civil resistance can take the form
of demonstrations, vigils, face-to-face as well as social
media confrontations and parallel institutions. Although
civil resistance can emerge independently, it can also be
nurtured by the state through education and prepara-

tions for conflict. See Lessons 3.3.2 on Civil education
and 3.3.3 on Self-organisation and the Vignette for a dis-
cussion about resistance in Ukraine.

Learning Objectives

1) Understand the difference between societal resilience,
civil preparedness, civil defence, and civil resistance.

2) Explain how civil preparedness, defence and resis-
tance contribute to societal resilience and by exten-
sion to national security, defence, and deterrence
efforts.

3) Identify the roles and responsibilities of all societal
stakeholders: the government, the military, the pri-
vate sector, and civil society (population), in civil
preparedness, civil defence and civil resistance efforts.

Issues for Consideration in Designing the Lesson

1) The instructor could lay out the evolution of national
approaches to civil preparedness and civil defence
from the Cold War through 1990s and 2000s to
2020s, especially following Russia’s full-scale inva-
sion of Ukraine in 2022.

2) Learners should discuss civil preparedness and civil
defence in the context of national responsibilities vs.
international commitments.

3) This lesson should include a discussion about the
approaches of relevant international stakeholders and
their work in the areas of civil preparedness and civil
defence (United Nations, European Union, NATO,
International Committee of the Red Cross, etc.)

4) 'This lesson should also involve a discussion about
violent (guerrilla warfare) versus nonviolent (civil)
resistance.

Potential Questions

1) What are the key conceptual differences between
civil preparedness, defence and resistance?

2) Why do different countries include different roles,
responsibilities, and structures within their national
civil defence models?

3) Why should civil preparedness, defence and resis-
tance be considered important parts of building
societal resilience?

4) Why are some countries hesitant to prepare their

populations for (civil) resistance, while others are
not?



Learning Methods/Assessment

Communicating Civil Preparedness to the Pop-

ulation
1) Teaching delivery may include lectures by subject i )
mater experts (SMESs), National governments t?ke A vaticty of app.)roaches
2) Learners could be assessed through participation in Io comey plf e}c);lredn;ss 1n;truct10ns to their Eo‘pu—
) ) ations, including through government websites,
discussions and debates. media communication campaigns, courses and
Core Readings trainings taughf at sc%lools o administered ‘by
NGOs. In particular, international best practice
1) Alexander, D. (2002). “From civil defence to civil in this area has coalesced around the concept of
protection — and back again®, Disaster Prevention “leaflets” or “brochures” that give individuals
and Management. Vol. 11 No. 3, pp. 209-213. simple instructions on how to prepare themselves
https://doi.org/10.1108/09653560210435803 and what to expect and do in times of crisis and
2) Bourcart, L. (2015). “The state can’t do everything conflict.
anymore: understanding the evolution of civil The following examples of leaflets from Latvia,
defence policies in France”, Resilience, 3:1, 40-54, Lithuania, Singapore, and Sweden illustrate the
DOI: https://doi.org/10.1080/21693293.2014.98 kinds of topics and instructions that governments
8913 and individuals need to think about in terms of
3) Gruber, B. (2017). “The Difference Resilience civil preparedness across the peace, crisis, and con-
Makes: U.S. National Preparedness — from flicc spectrum.
Civil Defence to Resilience” (Working Paper
| Osterreichisches Institut fiir Internationale
Politik (OIIP), 93), https://nbn-resolving.org/ References
urn:nbn:de:0168-ssoar-58229-9
Latvia (2022) What to do in case of crisis. Retrieved
4) Hallward, M., Masullo, J., & Mouly, C. (2017). from https://www.sargs.lv/Iv/brochure-what-to-do-in-
Civil Resistance in Armed Conflict: Leveraging case-of-crisis -
Nonviolent Action to Navigate War, Oppose
Violence and Confront Oppression. Journal of Lithuania (2015) Prepare to survive emergencies and war:
Peacebuilding & Development, 12(3), 1-9., hreps:// a cheerful take on serious recommendations. Retrieved
www.jstor.org/stable/48603188 from heeps://1t72.1t/wpcontent/uploads/2020/12/
5) ICRC (2001). “Civil Defence in International katurimezinotipraktiniaipatarimaienel.pdf
Humanitarian Law” https://www.icrc.org/  Singapore Civil Defence Force. (2021). Retrieved from
en/document/civil-defence-international- https://www.scdf.gov.sg/home/community-volunteers/
humanitarian-law publications/emergency-handbook
6) NATO  Parliamentary =~ Assembly  (2021). Sweden (2024) The brochure In Case of Crisis or
“Enhancing the Resilience of Allied Societies \War. Retrieved from https://www.msb.se/en/advice-
through Civil Preparedness”, https://www.nato-pa.  for-individuals/the-brochure-in-case-of-crisis-or-war/
int/document/2021-enhancing-resilience-allied-  download-and-order-the-brochure-in-case-of-crisis-
societies-through-civil-preparedness-garriaud-  ;_ywar/
maylam
7) Stephan, M. J., & Chenoweth, E. (2008). Why
Civil Resistance Works: The Strategic Logic of
Nonviolent Conflict. International Security, 33(1),
7-44. http://www.jstor.org/stable/40207100
8) World Health Organisation. (2009). Pandemic

Influenza Preparedness and Response: A WHO
World Health

Organisation. Section 3, Roles and responsibilities in

Guidance Document. Geneva:

preparedness and response. Available from: https://
www.ncbi.nlm.nih.gov/books/NBK143067/
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Description

This lesson addresses the relationship between societal
resilience, “traditional” defence, the Total/Comprehen-
sive Defence, and deterrence concepts.

From a traditional (national) defence perspective, soci-
etal resilience represents the substantial dependence of
national militaries on civil and commercial resources
(transport, communication, infrastructure, economic
output of a country during a crisis, etc.). In this sense,
national security and defence have become deeply
reliant on how resilient other parts of the society are.
In many countries, traditional defence concepts do not
actively include stakeholders other than the government
and the military in planning, preparedness, training,
exercises and defence activities.

In contrast, the Total/Comprehensive Defence con-
cepts envisage a direct, and in certain cases mandatory,
participation of civil society in defence and security
activities. Societal resilience represents the ability of a
nation to draw upon all elements of society in times
of crises and conflict. Societal resilience is essential for
a society’s ability to continue to function and support
the military in times of crisis. This includes the fullest
possible range of stakeholders empowered to play their
appropriate roles in national defence and security. The
Total Defence concept seeks to remove barriers between
the armed forces and the rest of the society, including
within the government, to prepare the entire society for
crisis and conflict.

High societal resilience contributes to a credible
defence. In this context, societal resilience represents
a key component of deterrence by denial: denying the
success of an adversary’s hostile action. By increasing the
likelihood of an adversary failing to meet its intended
military and non-military objectives, it raises the cost of
aggression and makes it more unlikely.

Learning Objectives
Learners will be able to:

1) Understand the role of societal resilience in the con-
text of “traditional defence”.

2) Understand the role of societal resilience in the
context of the Total/Comprehensive Defence.

3) Describe and explain the connection between
societal resilience, deterrence by denial, and cred-

ible defence.
Issues for Consideration in Designing the Lesson

1) Some countries might not consider it appropriate
for the broader society to be involved in emergency,
crisis, or conflict responses. This influences how
these countries view societal resilience and its role.

2) Involving non-military stakeholders in crisis and
conflict exposes them to greater risks, and this
might also make them parties to the conflict under
international law.

3) There is no one-size-fits-all approach to building
societal resilience in the context of defence.

4) In hybrid (“grey-zone”) warfare, the transition
period when the military moves from supporting
civil society to being supported by civil society has
become more complex.

Potential Questions

1) What are the differences between “traditional” and
“Total Defence” approaches to societal resilience?

2) How does the overall level of national societal resil-
ience relate to the concept and practice of deter-
rence?

Learning Methods/Assessment

1) Teaching delivery may include lectures by subject
matter experts (SMEs) and seminars.

2) Assessment can be administered through an
individual assignment, where learners are asked to
analyse different national approaches to incorpo-
rating societal resilience in deterrence and defence.
This can include a comparison between coun-
tries that have adopted the Total Defence concept
(Norway, Sweden, Finland, Singapore, Taiwan,
Lithuania, or Ukraine) and those that have not.

3) Assessment could also include a group discus-
sion on the benefits and drawbacks of incorpo-
rating societal resilience into deterrence and defence
efforts, especially from international law perspec-
tive.



Core Readings

1)

2)

3)

4)

5)

6)

Angstrom, J., & Ljungkvist, K. (2023). Unpacking
the varying strategic logics of total defence. Journal
of Strategic Studies. 1-25. DOI: https://doi.org/10.1
080/01402390.2023.2260958

Berzina, I. (2020). From “Total’ to ‘Comprehensive’
National — Defence: the Development of

the Concept in Europe. Journal on Baltic

Security, 6(2), 1-9. https://www.researchgate.
net/publication/347621201 From ’total’

to ’comprehensive’ national defence the

development of the concept in Europe

Lason, M., Klisz, M., & Elak, L. (2022). The Total
Defence 21st century — building a resilient society.

Retrieved from  https://repozytorium.ka.edu.pl/
server/api/core/bitstreams/21d71601-e389-4d5e-
a80a-70f7e85efe94/content

Norwegian Ministry of Defence and Justice and

Public Security. (2018). Support and Cooperation:
A Description of total defence in Norway. Retrieved
from https://www.regjeringen.no/contentassets/5
a9bd774183b4d548e33dal01e7f7d43/support-

and-cooperation.pdf

RAND Europe. (2021). Enhancing Defence’s
Contribution to Societal Resilience in the UK.

Retrieved  from  https://www.rand.org/content/
dam/rand/pubs/research reports/RRA1100/RR
Al1113-1/RAND RRA1113-1.pdf

Fabian, S. (2020, June 10). Total defense, revisited:
An unconventional solution to the problem

of conventional forces. Modern War Institute.
Retrieved  from  https://mwi.westpoint.edu/

total-defense-revisited-unconventional-solution-

problem-conventional-forces/

Exercising Total Defence across the Whole
Society

The Total Defence 2020 exercise held by Sweden
involved all elements of society: from Parliament
through regional administrations to local munici-
palities; across government institutions, including
the Central Bank; and throughout Sweden’s cor-
porate sector.

This and other similar exercises demonstrate the
numerous linkages between broader society and
defence and the need for societal resilience, espe-
cially in the context of Total Defence models.

Reference

Wheeler, G. (2020). Northern Composure: Initial
Observations from Sweden’s Total Defence 2020
Exercise. RUSI. Retrieved from https://rusi.org/explore-

our-research/publications/commentary/northern-

composure-initial-observations-swedens-total-defence-
2020-exercise
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Description

Building and maintaining legitimate, open, trans-
parent, and accountable democratic institutions and
processes that serve the needs and preferences of the
public are key to strengthening societal resilience. This
module explores how inclusivity, civic education, and
good governance mechanisms, both formal/top-down
and informal/bottom-up, contribute to societal resil-
ience across the whole society and foster active public
engagement and exchange. The Module highlights the
importance of recognising vulnerabilities in democratic
societies, such as slow decision-making processes and
the risks of exploiting freedom of expression and trans-
parency to create divisions. It also emphasises the need
to develop mechanisms to shield these vulnerabilities
from exploitation by adversaries. As such, this Module
demonstrates how and why knowledge of, and trust in,
democratic institutions and processes is key to societal
resilience.

Learning Objectives
Learners will be able to:

1) Describe the key features of inclusivity, civic educa-
tion, and good governance as they relate to societal
resilience.

2) Identify mechanisms for soliciting and incorpo-
rating input from civil society, NGOs, and the pri-
vate sector towards enhancing societal resilience.

3) Understand the centrality of democratic governance
for successful and effective societal resilience efforts.

Description

This lesson is designed to explore the critical role of
inclusivity and social cohesion in enhancing societal
resilience. Societies face a myriad of challenges and their
ability to adapt to and withstand these challenges is
closely linked to social inclusivity and cohesion. Factors
such as socio-economic, gender, cultural, and ethnic
markers, along with organisational structures and for-
eign relations can either enhance or undermine societal
resilience.

There are certain dimensions of social cohesion that pro-
vide insights into the linkage between social inclusion
and resilience. These are:

1) Belonging versus Isolation of social ties;

2) Inclusion versus Exclusion (“otherness/othering”)
in resource allocation and access;

3) Participation versus Non-involvement in commu-
nity-based activities;

4) Recognition versus Rejection of a plurality of
values; and

5) Legitimacy versus Illegitimacy of societal norms.

Each of these factors can generate varied levels of civic
participation and engagement. On the spectrum from
disasters and crisis management to conflict, social cohe-
sion is important at the preparatory level (pre-crisis/
conflict) as much as during the crisis/conflict and at
the recovery stage (post-crisis/conflict). At the prepara-
tory level, socially resilient communities will demon-
strate strong mechanisms of governance that operate
with inclusive values. During the crisis/conflict, these
mechanisms then enable the society to deal with shocks
and disruptions, and in the post-crisis/conflict phase,
social cohesion is assumed to positively influence a
community’s ability to rapidly recover. A comprehensive
exploration in this Lesson will serve as a foundation for
understanding the multifaceted relationship between
inclusivity, social cohesion, and societal resilience, pro-
viding learners with the knowledge and tools necessary
to contribute to the creation of more robust and adap-
tive communities.



Learning Objectives

Learners will be able to:

1)

2)

3)

Understand the importance of inclusivity and social
cohesion in governance structures,

Explain the mechanisms for fostering and main-
taining social inclusion.

Describe how and why social divisions and
inequalities present a challenge to societal resilience.

Issues for Consideration in Designing the Lesson

1)

2)

3)

Consider how people living in areas that experi-
ence natural disasters, such as wildfires and floods
respond to adversity, loss, and stress.

The role of the military in fostering social inclusion
in a variety of resilience scenarios.

Cohesion exists in both abstract and physical
senses, but it is also reactive and contextual. Con-
sider what kinds of shocks bring communities
together, versus those that can drive them apart.

Potential Questions

1)

2)

How do social cohesion, inclusion, and resilience
interrelate?

What are some of the key dimensions of social
cohesion and why are they important?

Learning Methods/Assessment

1)

2)

Teaching delivery may include lectures by subject
matter experts (SMEs).

Assessment can be conducted through individual
or group assignments, requiring learners to analyse
various dimensions of social cohesion. They can
also examine case studies showcasing the positive
effects of inclusive decision-making on resilience.

Core Readings

1)

2)

Almedom, A. M. (2005). Resilience, hardiness,
sense of coherence, and posttraumatic growth: All
paths leading to “Light at the End of the Tunnel”?
Journal of Loss and Trauma, 10(3), 253-265. DOI:
10.1080/15325020590928216

McCandless, E. (2020). ‘Resilient Social Contracts
and Peace: Towards a Needed Reconceptualization’.
Journal of Intervention and Statebuilding, 14(1),
1-21. DOI: 10.1080/17502977.2019.1682925

3)

4)

5)

Sonn, C., & Fisher, A. T. (1998). Sense of
community: Community resilient responses to
oppression and change. Journal of Community
Psychology, 26(5), 457-472. DOI: 10.1002/
(SICI)1520-6629(199809)26:5<457:AlD-
JCOP5>3.0.CO;2-O

Townshend, 1., Awosoga, O., Kulig, ]. etal. (2015).
Social cohesion and resilience across communities

that have experienced a disaster. Nasural Hazards,
76, 913-938. DOI: 10.1007/s11069-014-1526-4

Uslaner, E. M. (2016). Disasters, trust, and
social ~cohesion.  Ritsumeikan —Language and
Culture  Study, 28.2. DOI:  htps://www.

ritsumei.ac.jp/acd/re/k-rsc/lcs/kivou/pdf 28-1/
RitsIILCS 28.1pp.183-191USLANER. pdf

See vignette 4.2.3. on community resilience
highlighting the self-organising aspect of a
community coming together to address a common
problem and building resilience in the local
ecosystem in a sustainable manner.
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Description

The public education sector plays a crucial, though often
overlooked, role strengthening societal resilience in a
whole-of-society approach to national defence. Civic
education fosters and maintains individual and collec-
tive capacities as well as cultural values and democratic
principles necessary for effective societal resilience.
It integrates people into society, providing them with
a sense of belonging around shared values, goals, and
traditions. Education on core democratic values such
as integrity, curiosity, creativity, reflexivity, respect for
diversity, openness, self-reliance, communitarianism,
advocacy, equity, human rights, respect for law and jus-
tice helps to promote relationship building and civic
engagement. This lesson emphasises the importance of
commitment to and safeguarding of those shared values
and the democratic institutions that embody them.
Teaching what has been called “honest and reflective
patriotism” encourages active, responsible, and informed
civic engagement rather than blind conformity or abso-
lute loyalty. Honest and reflective patriotism emphasises
sustained critique of the strength of, and challenges to,
shared values and democratic institutions thereby con-
tributing to a more inclusive and resilient society. This
approach to civic education stands in a direct contrast to
intrusive “social engineering” (psychological manipula-
tion) or uncontrolled interventions in civil society, both
of which can lead to far-reaching negative consequences.

Beyond a desire or willingness to actively and meaning-
fully contribute to national defence and security, indi-
viduals must be equipped with the necessary skills and
knowledge to do so. Educational institutions should
provide learners with training on emergency preven-
tion, preparedness, and response in relation to environ-
mental and ecological disasters and crises such as fire,
floods, earthquakes, or power disruptions. Learners
also learn critical thinking, communication, digital and
media literacy skills that bolster individual, community,
organisational and societal level resilience in relation to
hybrid threats, cyber-attacks, and information threats
campaigns. Outside of the formal education sphere but
sometimes connected to it, many nations have organ-
isations such as the scouts or joint civilian-military
exercises that teach and reinforce survival skills, self-
defence techniques, and public-military co-operation.
Pedagogical approaches and programmes developed by
educators have been adopted by NGOs and businesses

to provide their members and/or employees with CPR
training, emergency management models, problem-
solving strategies, and opportunities for collaborative
decision-making.

While education systems play a key role in strength-
ening societal resilience, there could be challenges to
their effectiveness or purpose. For example, educational
facilities and programmes might become targets of dis-
information campaigns or recruitment sites for the radi-
calisation of disaffected and marginalised groups.

Learning Objectives
Learners will be able to:

1) Explain how civic education and training enhance
democratic governance, social inclusion, and soci-
etal resilience.

2) Describe what critical thinking means in rela-
tion to societal resilience.

3) Discuss different civic education and training pro-
grammes — formal/informal and public/military —
for their capacity to generate dialogue and learning
between and among civil society, civil government,
and the military.

Issues for Consideration in Designing the Lesson

1) Different countries have different views on whether
societal resilience is enhanced through close(r) links
between public education and military education
sectors.

2) In addition to a common set of values held by
all members of an international organisation like
NATO, each country has its own specific set of cul-
tural values.

3) The relationship between formal and informal
education and training changes over time and across
countries.

Potential Questions

1) The resilience of most national educational sys-
tems was severely tested and compromised by the
COVID-19 pandemic. How can nation states
improve the teaching of adaptability, inclusivity,
and resilience in their educational systems?



2) What civic or democratic values, mindsets, knowl-
edge, and skills were you taught as an adult learner
within the military education system? How does
this relate to what you learned in your public edu-
cation system as an adult, young person, and child?

Learning Methods/Assessment

1) Teaching delivery may include lectures by subject
matter experts (SMEs) and seminars.

2) Assessment can be administered through an
individual or group assignment, where learners
are asked to analyse different national approaches
to building and maintaining societal and national
resilience through civic education and training.

Core Readings

1) Hoggan-Kloubert, T., Brandi, U., Hodge, S.,
Khnight, E., & Milana, M. (2023). Civic lifelong
education: Fostering informed citizenship amidst
global challenges and democratic transformations.
International Journal of Lifelong Education, 42(4),
335-341. https://doi.org/10.1080/02601370.2023
2234133

2) Jermalavidius, T., & Parmak, M. (2014). Societal
resilience: A basis for whole-of-society approach

to national security. In Resistance Views: Tartu
Resistance Seminar Essays on Unconventional
Warfare and  Small (pp-
23-47). Retrieved from https://www.academia.
edu/58559346

3) Kreija-Gaikste, S., & Katane, 1. (2021).
Multidimensional and multifunctional content

State  Resistance

of national defence training in Latvian schools.
Research for Rural Development, 36, 337-343.

4) Lesenciuc, A., Nagy, D., & Lesenciuc, S. (2022).
Between resilience through education and resilience
through war. Intercultural Education, ~Security
Education, 10(1), 25-31. Retrieved from https://

www.afahc.ro/ro/rcic/2022

5) Lipert-Sowa, M. (2022). Enhancing resilience:
The state of play in NATO, European Union, and
Poland. Begpieczeristwo Teoria i Praktyka, 48(3),
278-296. Retrieved from https://repozytorium.
ka.edu.pl

6) Shea, J. (2022). NATO and climate change: Better
late than never. The German Marshall Fund of the

United States. Retrieved from https://www.gmfus.
org/sites/default/files/2022-03/Shea%20-%20

NATO%20climate%20-%20brief. pdf

Securing Public Education Systems from

Hybrid Threats

In January 2024, Estonian authorities arrested a
Russian academic at the University of Tartu on
espionage charges. Professor of international polit-
ical theory, Viacheslav Morozov taught Russia-EU
relations at the university and published widely on
Russian political identity and foreign policy. Esto-
nian officials highlighted Russia’s interest in infil-
trating various aspects of Estonian life, including
the academic sector, which teaches democratic
and civic values. Morozov was later found guilty
of espionage and sentenced by a court to more
than six years in prison. This case highlights how
external actors might target educational systems.

Consider the roles and responsibilities of political
and educational authorities in protecting public
education systems from hybrid threats, which
might also include cyber-attacks, information
threats, etc.

References

Gorzashko, S. (2024). Estonia arrests Russian professor
suspected of spying for Moscow. Politico. Retrieved
from  hteps://www.politico.eu/article/russia-professor-

arrested-estonia-suspected-espionage-tartu/

Ngendakumana, P E. (2024). Estonia sentences
Russian professor to six years in prison over espionage.
DPolitico.
article/estonian-sentences-russian-professor-vyacheslav-

Retrieved from  https://www.politico.cu/

MOrozZovV-six-years-p rison—over—espionage—moscow/
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Description

This lesson addresses the role of formal/top-down
(i.e., legal frameworks, regulations, and standards) and
informal/bottom-up (i.e., self-organisation) governance
mechanisms applicable to societal resilience in the con-
text of deterrence and defence. It also considers the
impact of “good governance” on societal resilience.

In a formal/top-down approach, governments outline
their vision for societal resilience in national and sec-
toral strategies and in corresponding laws and regula-
tions. While such strategies set out a government’s vision
over a mid- to long-term period, laws, regulations, and
standards address different phases and requirements for
societal resilience. Key components of such laws focus
on contingency planning, training, exercises, educa-
tion, risk, and threat awareness within the public, and
close cooperation with regional and local authorities,
and NGOs and the private sector. These components
provide a formal governance structure through which
the government can involve the society, and, by exten-
sion, enable/empower them to play their appropriate
role during peace, crisis, and conflict. In this context,
a country’s overall quality of formal governance, e.g.,
“good governance” is critical. Some of the governance-
related factors, such as levels of corruption, societal
trust, and high-quality political leadership would repre-
sent key indicators of a nation’s and its society’s ability
to be resilient.

In contrast, a self-organisation/bottom-up approach
represents an informal organisation and reaction of a
civil society to shocks or disruptions. Through self-help,
self-reliance, and self-organisation, groups and commu-
nities can respond to an emergency, crisis, or conflict
by creating their own structure(s), by pooling resources
and skills, and by executing necessary tasks, notably
without government support, guidance, or involve-
ment. Self-organisation draws on day-to-day interac-
tions, previous experiences, relations with other actors,
and learning established in peacetime or previous crises.
Self-organising often represents the first response to an
event, until a formal (government) response is initiated.

Learning Objectives
Learners will be able to:

1) Understand the difference between formal (top-
down) and informal (bottom-up) governance
mechanisms shaping societal resilience.

2) Recognise the value of comprehensive and balanced
laws, regulations, and standards addressing societal
resilience.

3) Explain key characteristics and purpose of self-
organisation in the context of emergency, crisis, and
conflict.

4) Demonstrate awareness of key factors (levels of
corruption, societal trust, and high-quality political
leadership) determining the overall quality of gover-
nance and its impact on societal resilience.

Issues for Consideration

1) Consider why distinct national contexts necessitate
tailored approaches to governing societal resilience.
For example, consider the differences between cen-
tralised and decentralised countries.

2) 'The lesson should include some discussion of how
self-organisation, both as an activity and a resource,
represents an important factor to consider in the
context of military activities and operations.

3) Without

and civic, across the society supporting efforts to

senior leaders, both formal/elected
enhance resilience governance, it might be difficult

to achieve this goal.
Potential Questions

1) What are the benefits of having formal governance
structures supported by legislation, regulations, and
standards as opposed to relying on self-organisation?

2) Which key components should be considered
when preparing legislation aimed at strengthening
societal resilience, especially in a broader security
and defence context?

3) How does

pendence, efficiency, and transparency translate

organisational/institutional  inde-

into greater societal resilience?



Learning Methods /Assessment

1) Teaching delivery may include lectures and case
studies reviewing the strategies, frameworks, and
laws governing societal resilience.

2) Assessment can be administered through individual
or group assignments. For example, instructors can
ask learners to:

a) Review and prepare a summary of the UK’s
formal approach to resilience by drawing on
the UK’s national legislation, frameworks, and
strategies.

b) Find and assess other examples of governance
structures and explain how they are different or
similar to the UK’s approach.

c) Review and assess Ukraine’s response to the
2022 invasions through the lens of self-organ-
isation.

Core Readings

1) Brown, E Z. (2022). Governance for resilience:
How can states prepare for the next crisis? Retrieved
from https://carnegieendowment.org/2022/05/23/

governance-for-resilience-how-can-states-prepare-

for-next-crisis-pub-87175
2) Dewaele, L., & Lucas, R. (2022). Policymaking

to support resilience in democratic countries:

An examination of Sweden, Israel, and Australia.
European Journal of Futures Research, 10, 13. https://
doi.org/10.1186/540309-022-00200-y

3) Theussen, A. (2023). The promises and perils of law-

making as the way to strengthen societal resilience.

DIIS Policy Brief February. Retrieved from https://
pure.diis.dk/ws/files/16374350/promises and
perils digi.pdf

4) OECD. (2023). Build, reinforce and protect:
Democratic resilience in an era of multiple crises. In
Government at a Glance 2023. OECD Publishing,
Paris. https://doi.org/10.1787/128bebb5-en

5) UK Government (2023). “Integrated Review
Refresh 2023”, https://www.gov.uk/government/

publications/integrated-review-refresh-2023-

responding-to-a-more-contested-and-volatile-

world
6) UK Government (2022). “UK Government
Resilience  Framework”,  https://www.gov.uk/

government/publications/the-uk-government-

resilience-framework

7) UK Government (2013). “Resilience in society:

infrastructure, communities and businesses”,

https://www.gov.uk/guidance/resilience-in-society-

infrastructure-communities-and-businesses

8) Anderson, B., and Peter A. (2012). “Governing
Events and Life: ‘Emergency’ in UK Civil
Contingencies”, Political Geography 31 (1): 24-33,
https://doi.org/10.1016/j.polgeo.2011.09.002

Self-organisation in Ukraine in 2022

Self-organisation, also in the form of civil resis-
tance (discussed in Lesson 3.2.2), in Ukraine
played and continues to play, an important role in
responding to Russias full-scale invasion. Ukrai-
nian self-organisation showcases actions taken by
ordinary people with skills or resources that they
chose to share, when necessary, without relying
on state institutions or political parties to do what
needed to be done. For example, residents in Kyiv,
utilising social media, organised cars to help evac-
uate people, deliver supplies to towns and cities
under siege, and share information about acces-
sible routes. Behind the occupation line, resistance
networks engaged in sabotage and other guerrilla
warfare tactics as well as non-violent actions, such
as large-scale protests, the blocking of roads, as
well as face-to-face or social media confrontations.

These examples of self-organisation demonstrate
key principles through which ordinary people and
communities can respond to conflict and other
crises by creating their own structure(s), pooling
resources and skills, and executing necessary tasks.

References

Channell-Justice, E. (2022). Molotov cocktails and self-
organisation in a time of war. Hot Spots, Fieldsights,
March 11.

fieldsights/molotov-cocktails-and-self-organisation

Retrieved  from  https://culanth.org/

Morton, J., Aljona Zorina, & Sri Kudaravalli. (2023).
“The strategic value of IT-enabled self-organised
collectives during crises”, Journal of Strategic Information

Systems, 32(3), 101792. https://doi.org/10.1016/].
jsis.2023.101792
Krohley, N. (2024). “Ukrainian civilians are

pioneering the art of resistance.” Foreign Policy. https://

foreignpolicy.com/2024/02/28/ukrainian-civilian-

resistance—movements—women—war—mavkas/
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Aim

The aim of this theme is to provide a broad overview of
how to develop resilience, implement management and
sustainment processes, and assess resilience at each level
of analysis (e.g., individual, community, organisational,
national, and multinational). The intent is to highlight
how the context impacts the development, implementa-
tion and assessment of resilience.

Goal

Building on the previous themes and by providing con-
crete conceptualisations of resilience, the goal of this
theme is to provide a methodological way to develop,
implement, and assess resilience at the various levels of
analysis, while highlighting how these concepts apply
within national defence and security sectors.

Learning Objectives
Learners will be able to:

1) Identify processes for developing and planning for
resilience for each of the levels of resilience and their
respective contexts.

2) Analyse practical approaches for managing and
sustaining resilience, including stakeholder engage-
ment, resource allocation, monitoring and assessing.

3) Evaluate assessment strategies for the levels of resil-
ience and their respective contexts.

4) Explain specific considerations for developing,
implementing, and assessing resilience in the con-
text of national defence and security.

5) Create a resilience strategy within a specific context
that considers the development, implementation,
and assessment components.



Description

This module will provide learners with the necessary
information and tools to identify, analyse, and compare
available development and planning approaches for
establishing resilience at a specific level of consideration
(e.g., individual, community, organisational, national,
multinational) and in a chosen context. The module
will highlight how the different levels of resilience apply
to defence and security considerations. For example,
leaders at the small unit level may be focused on indi-
vidual resilience, command leaders may be focused on
organisational resilience, and governmental leaders may
be concerned about resilience at the national and mul-
tinational levels.

Learning Objectives
Learners will be able to:

1) Describe and evaluate elements of resilience,
including those related to anticipating, responding

2)

3)

4)

5)

to, adapting to, and recovering from sudden and
unexpected shocks and prolonged change to
improve functions going forward.

Compare and contrast the advantages and dis-
advantages of available methods to develop and
plan for resilience.

Analyse how to develop resilience at each level with
an understanding of how development will shift
based on the context in which one is operating.
Discuss how each of the levels of resilience apply to
defence and security considerations.

Create a developmental plan that builds on the ele-

ments of resilience at the various levels as related to
the context.

Community members in Kotzebue, Alaska, demonstrate patient transfer on a distinguished visitor during Arctic Chinook,
Aug. 24, 2016.Community members in Kotzebue simulated triage and shelter for injured role players. U.S. Coast Guard

photo by Petty Officer 3rd Class Meredith Manning
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Description

This lesson will highlight some of the broad complexi-
ties of developing and planning for resilience. One of
the most significant challenges is that resilience must
be considered at different governance levels (individual,
community, organisational, national, and multina-
tional). While resilience is about preparing for, adapting
to, and recovering from shocks and disruptions regard-
less of the level, the approach to developing and planning
for resilience at each governing level implies different
considerations and challenges. Thus, it is important to
understand the focal level before planning or creating
programmes for resilience. Another challenge to devel-
oping and planning for resilience is that resilience must
be developed and planned for in two different domains:
proactive resilience processes and reactive strategies to
an unexpected disruption. For example, resilience may
be developed proactively for something such as climate
change. However, consideration must also be given to
developing capacities to demonstrate resilience to unex-
pected challenges, such as developing a culture of adapt-
ability for a community so that it is willing and able to
adjust as needed to unexpected disruptions.

Another aspect involves the challenges of recognising
and planning for the successive stages of resilience: antic-
ipating, managing, adapting, and recovering. Antici-
pating involves preparing for both known and unknown
disruptions. Managing includes accepting that a disrup-
tion is occurring and developing and implementing
solutions. Adapting involves using the lessons learned
and changing to persist through the disruption. Recov-
ering is a time of reflection, resource recovery, and reor-
ganisation for future disruption. These stages remain
the same regardless of the level of resilience; however,
the process to develop and plan for resilience with these
stages in mind will differ at each level.

Fundamentally, this lesson will highlight the complexity
of developing and planning for resilience and the neces-
sity for a multifaceted approach.

Learning Objectives
Learners will be able to:

1) Describe the distinctions between developing pro-
active processes for resilience and reactive processes
to unexpected disruption.

2) Identify the structure of developing and planning
for the successive stages of resilience (anticipating,
managing, adapting, and recovering).

3) Examine the challenges to developing and planning
for resilience within systems.

Issues for Consideration in Designing the Lesson

1) Resilience as a concept is complex and there are
numerous considerations when developing and
planning for resilience. It may be important to
narrow the focus to a certain context to reduce the
complexity.

2) 'This lesson is meant to highlight the challenges and
may not result in comprehensive conclusions or
solutions. However, it may bring up lots of ques-
tions that could be challenging, but also create
space for additional dialogue.

Potential Questions

1) What level of resilience do you consider the most
important to develop?

2) What stage/s of resilience (anticipating, managing,
adapting, and recovering) do you have experience
with developing? Which stage is the most impor-
tant to plan for and develop?

3) What are the challenges to planning for resilience at

the different levels — individual, community, organ-
isational, national, and multinational?

Learning Methods/Assessment

1) 'The lesson will benefit from minimal lecture (to
present some of the foundational challenges) to be
followed by discussions both in small and larger
groups.

Core Readings

1) Bartone, P T. (2006). Resilience under military
operational stress: Leaders influence hardiness?
Military Psychology, 18(Suppl.), S131-S148.

2) Coutu, D. L. (2002). How resilience works.
Harvard Business Review, 80(5), 46-56.



3)

4)

5)

Duchek, S. (2020). Organisational resilience:
A capability-based conceptualization.  Business
Research, 13(1), 215-246.

Seligman, M. E. (2011). Building resilience.
Harvard Business Review, 89(4), 100-106.

Southwick, S. M., Bonanno, G. A., Masten,
A. S., Panter-Brick, C., & Yehuda, R. (2014).
Resilience definitions, theory, and challenges:
Interdisciplinary perspectives. European Journal
of  Psychotraumatology, 5(1), 25338. https://doi.
org/10.3402/ejpt.v5.25338

Reactive and proactive approaches to organisa-
tional resilience

Read the following article about reactive and
proactive approaches to organisational resilience.
What are the three principal disadvantages with
applying a reactive approach and what are the
three principal advantages with applying a proac-
tive approach instead?

Reference

Business Continuity Institute (2023). Balancing
reactive and proactive approaches to build new
resilience capabilities. The Business Continuity Institute
(BCI). A global institute for business continuity and
resilience. Retrieved from  https://www.thebci.org/

news/balancing-reactive-and-proactive-approaches-to-

build-new-resilience-capabilities.html

Resilience Reference Curriculum Writing Team Workshop, Vienna, February 2024.
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Description

Developing individual resilience often revolves around
performance — developing ways to perform under pres-
sure, rebound from challenges, and perform optimally
despite obstacles. There are several studies that examine
military performance in combat as a benchmark for
understanding ways to develop resilience. An explo-
ration and description of the stressors often found in
combat operations, specifically: isolation, ambiguity,
powerlessness, boredom, danger, and workload, present
opportunities to explore mitigation techniques, thereby
increasing resilience. It is also important to note that
many of these concepts of building individual resilience
are universal and can be applied to civilians as well.

Another approach to developing resilience entails a
framework of performance improvement in which
increasing positive behaviours and actions enhance
performance rather than attempting to solely reduce
maladaptive behaviours. By working on areas such as:
motivation for the task or mission, learning orienta-
tion, a sense of shared risk, a common lifestyle, com-
petence, the ability to develop trust from subordinates,
and loyalty to the organisation, one can improve perfor-
mance and develop greater resilience at the individual
level. Building personal resilience also entails resil-
ient thinking, strengthening supportive relationships,
finding purpose, and setting goals.

Learning Objectives
Learners will be able to:

1) Describe the typical responses to adversity that
contribute to or detract from resilience (e.g., self-
destructive state; more fragile/less resilient; return
to previous normal; more resilient).

2) Identify steps to build individual resilience as
derived from the foundations of individual resil-
ience (e.g., mental agility/mindfulness, physical
health, mental/emotional health, growth mindset,
social support, meaning and purpose).

3) Discuss the role that stress plays in developing
individual resilience and how to find the balance
between stress and performance (e.g., Eustress vs.
Distress).

4) Identify factors that can lead to stress and prevent
the development of resilience.

Issues for Consideration in Designing the Lesson

1) Resilience is often manifested in response to an
event or situation. Thus, there should be consider-
ation placed on developing strategies to demonstrate
resilience in the face of an event and learning from
past experiences to build resilience for future chal-
lenges.

2) Aswith many of these topics, there are cultural com-
ponents that must be considered when discussing
the development of resilience.

Potential Questions

1) How does developing individual resilience enhance
community or organisational resilience?

2) What is the connection of individual resilience to
grit and hardiness?

3) What is the connection of individual resilience to
mindfulness?

Learning Methods/Assessment

1) The lesson can use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

2) 'Thelesson can also include opportunities for learners
to apply their learning through hands-on activities.

Core Readings

1) Connor, K. M., & Davidson, J. R. T. (2003).
Development of a new resilience scale: The Connor
Davidson Resilience Scale (CD-RISC). Depression
and Anxiety, 18, 76-82.

2) Ledford, A., Raver, C., Dixon, D. B, Miles, P,
& Lynch, S. M. (2022). The role of mindfulness
and resilience in Navy SEAL training. Military
Psychology. https://doi.org/10.1080/08995605.202
2.2026558

3) Raver Luning, C., & Ledford, A. (2020). The
necessity of grit and hardiness in leading with
character.  Journal —of Character and Leader
Development, 7(1), 84-95.

4) Reivich, K. J., Seligman, M. E. P, & McBride, S.
(2011). Master resilience training in the U.S. Army.
American Psychologist, 66(1), 25-34.

5) Szivak, T. K., & Kraemer, W. ]J. (2015). Physiological

Pillars

preparedness. 7he Journal of Strength & Conditioning

Research, 29, S34-S39.

readiness and resilience: of military
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Importance of risk acceptance

People performing high-risks jobs often have a
high level of awareness about the, often severe, risks
associated with their work duties. What equips
people in high-risk occupations to maintain a con-
stant vigilance of risks in order to control them,
while not being overwhelmed with the potential
severe consequences that may occur regardless of
the controls in place? How do they find the mental
hardiness to apply standardised responses in situa-
tions where their lives are at risk? The case studies
in this report tell stories of how people working
in high-risk jobs deal with the uncertainties and
high stress in such situations. The instructor may
divide learners into four groups and assign each
a sub-section (anticipating, learning, monitoring,
responding) in section 3 “Resilient Minds” and ask
them to identify 3 attributes that all the case per-
sonalities have in common. Have groups present
these to each other and close with a discussion

around 3.6. “Resilient Minds: A Round-up.”

Reference

Anne van Galen, Linda J. Bellamy. (2015). Dealing
with uncertainty in practice: Strengths and traps in
human intervention. Welkom. Retrieved from https://

www.resilienceacademy.nl/wp-content/uploads/2016/1
1/150206Resiliencecasestudies1.pdf

Description

While some of the foundational principles are similar
to individual resilience, community resilience moves
beyond sole focus on the individual to how an entire
community and its integrated networks can be devel-
oped to enable resilience of an entire ecosystem, in this
case a community. Community resilience is generally
considered as the ability of a community to prepare for
anticipated hazards, adapt to changing conditions, and
withstand and recover rapidly from disruptions. This
may include a variety of disaster preparedness mea-
sures: prevention, protection, mitigation, response, and
recovery.

Community resilience can be approached from a variety
of lenses. Two of the most common are from a socio-
ecological systems lens or a psychological development
and mental health lens. The socio-ecological systems
lens considers a community to be a series of nested levels
spanning from individuals to family units, to organisa-
tions, to government, to the values that drive how the
entire system operates. This lens focuses on the interre-
lated nature of humans within the systems in which we
live and operate. With a socio-ecological lens for devel-
oping and planning for community resilience, the focus
is to understand the connection between the systems,
and how those connections can enhance and detract
from resilience.

The psychological development and mental health lens
for community resilience focuses on developing com-
munity through individual agency and self-organisation.
There is emphasis placed on the connections between
people and places, values and beliefs, knowledge and
learning, social networks, collaborative governance, eco-
nomic diversification, infrastructure, and leadership.
The most integrated approaches to community resilience
try to combine these two lenses focusing on the complex
socio-ecological systems integrated with the psycholog-
ical perspectives to create agency and self-organisation
within those complex systems.

Regardless of the approach, planning for and developing
community resilience must come from first generating
awareness of the types of threats that would necessi-
tate a resilient response, such as natural disasters, eco-
nomic uncertainty, and external threats (environmental,
political, or military). While the foundational aspects
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of community resilience remain the same regardless of
the threat, the planning for the specific types of threats
may require distinct considerations. To develop com-
munity resilience, there are a myriad of considerations.
However, it is generally accepted that both the systems
(socio-ecological response) and psychological consider-
ations (individuals developing agency to demonstrate
individual resilience and support community responses)
must be accounted for to develop community resilience.
This lesson will address how these two aspects come
together through development of policies and proce-
dures, infrastructure, resources and resource distribu-
tion, and interconnected services for individuals and the
community at large.

Learning Objectives
Learners will be able to:

Compare and contrast the resilience of a community
with the resilience of individuals.

1) Describe the lens (e.g., socioecological, psycholog-
ical, and mental health) through which to develop

community resilience.

2) Examine the various events and adverse condi-
tions that may necessitate community resilience.

3) Investigate the various structures, policies, and pro-
cesses that enhance community resilience.

Issues for Consideration in Designing the Lesson

1) Community resilience is a broad topic, and it will
be important to discuss the size and scope of the
community to shape the discussion (e.g., a local
municipality, city, or a neighbourhood).

2) 'The cultural context of the country may drive
the lens (e.g., socio-ecological or psychological
lens). Generally, an integrated approach is what is
optimal. However, societal culture may drive what
is naturally the lens from which community resil-
ience is viewed.

Potential Questions

1) What are some distinctions between individual and
community resilience? What are different consider-
ations when differentiating community resilience
from individual resilience?

2) How does a community create an integrated
approach to resilience? What are some consider-
ations in developing that integrated approach?

3) When planning for resilience, how does a commu-
nity take into consideration the different disaster
preparedness measures - prevention, protection,
mitigation, response, and recovery?

4) When developing resilience, how does a commu-
nity take into consideration the different disaster
preparedness measures - prevention, protection,
mitigation, response, and recovery?

Learning Methods/Assessment

1) The lesson can use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

2) Simulations through potential games may be a more
effective method to understand the intricate nature
of the systems perspective to community resilience.

Core Readings

1) Berkes, E, & Ross, H. (2013). Community
resilience: Toward an integrated approach. Sociery
& Natural Resources, 26(1), 5-20. https://doi.org/1
0.1080/08941920.2012.736605

2) Koliou, M., van de Lindt, J. W., McAllister, T.
P, Ellingwood, B. R., Dillard, M., & Cudler,
H. (2020). State of the research in community
resilience: Progress and challenges. Sustainable and
Resilient Infrastructure, 5(3), 131-151.

3) RAND Corporation. (n.d.). Community resilience.
Retrieved

from  https://www.rand.org/topics/

community-resilience.html

4) Schoon, 1. (2021). A socio-ecological developmental
systems approach for the study of human resilience.
In M. Ungar (Ed.), Multisystemic Resilience:
Adaptations and Transformations in Contexts of

Change (pp. 335-359). Oxford University Press.

5) Steratore, R., Clark-Ginsberg, A., Shelton, S. R,
Malika, N., Leuschner, K. J., & Reese, T. (2023).
Community and individual disaster resilience

floods: improving. RAND

Corporation. Retrieved from https://www.rand.

org/pubs/research reports/RRA1770-1.html

for Options  for
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Case of Tarnagulla community

The Tarnagulla community is a remote township
in Central Victoria in Australia. The community
is located in the traditional lands of the Dja Dja
Wurrung Clan, first nations people of Australia
that have a deep sense of belonging to their land.
Their lands extend over 16,000 square kilometres
with a total population of 133 people.

Without support, Tarnagulla township, like the
1,700 other small towns in Australia (approxi-
mately 9.7% of the total population) are at risk
of disappearing due to reduction in population,
deteriorating buildings, low economic prospects,
and climate risks. Some of the ongoing challenges
facing the Tarnagulla community include unre-
liable electricity, long distances from business
opportunities, lack of adequate public transpor-
tation, lack of health care facilities, threat from
bushfires, occasional floods, droughts, and storms.

The report describes how the project supported the
Tarnagulla community in resilience planning by
adopting a co-production method that involved
the community residents and key external stake-
holders to: 1) increase awareness of the risks and
instil trust and participation in the project, 2)
community identification of strengths, challenges,
vulnerabilities, and adaptive capacities to identi-
fied climate scenarios, and 3) development of a
community resilience action plan.

The case provides an example of community driven
resilience planning. How could similar efforts
to improve community resilience be adapted in
other small remote communities? What are the
strengths, as well as potential weaknesses, of such
approaches to community resilience planning?

Reference

PreventionWeb. (n.d.). Resilience action plan for
Tarnagulla community. Retrieved from https://www.

preventionweb.net/publication/resilience-action-plan-

tarnagulla-community

Description

The concept of organisational resilience builds on the
foundations of psychological resilience. However, just
as community resilience is different from individual
resilience, organisational resilience is distinct from the
other levels of resilience. The foundational concepts are
similar in that they are about overcoming challenging
and adverse events. However, organisations exist for an
explicit purpose whereas communities and individuals
may not have an explicit purpose. Further, within organ-
isations, there are different organisational processes, pol-
icies, and cultural dynamics that contribute to or detract
from organisational resilience. In general, organisational
resilience is defined as a process supported by various
organisational characteristics which help an organisa-
tion to overcome challenging and adverse events.

There are multiple conceptualisations of organisational
resilience: 1) A process of responding and adapting to
adverse events; 2) Perspectives focused on the under-
lying characteristics and capabilities that lead to organ-
isational resilience; 3) Resilience as a combination of
factors to include processes, characteristics and capa-
bilities, and solidification of those components through
ongoing response to minor setbacks and major disrup-
tions. Generally, many consider organisational resil-
ience to be a combination of factors that include pro-
cesses, characteristics, and capabilities that are solidified
through the cultural response within an organisation to
challenges and setbacks. While many disagree about the
key components of organisational resilience, some of the
broadest principles include: fortitude embedded into
the culture of an organisation, teamwork, open com-
munication channels, processes that enable adaptability,
and policies to support flexibility in the organisation.
While many of these components are aspirational, at the
bare minimum, organisations should prepare processes
for continuity of operations during times of crisis.

For organisations to demonstrate resilience, there are
several mechanisms that they can embed within the
organisation to lay a foundation for resilience. Those
include: planning for adversity, policies and processes to
manage adversity when faced with challenges, and poli-
cies to recover from adversity. Ultimately, leaders play
a key role in creating an organisational environment
that is primed to demonstrate resilience. This lesson will
expand upon how leaders can create a culture of resil-
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ience by understanding and communicating the com-
ponents of organisational resilience and establishing the
mechanisms to lay the foundation for resilience.

Learning Objectives
Learners will be able to:

1) Compare and contrast how resilience at the organ-
isational level differs from resilience at the indi-
vidual and community level.

2) Identify the various conceptualisations of organisa-
tional resilience.

3) Describe key components of organisational resil-
ience.

4) Explain how organisations can demonstrate organ-
isational resilience.

5) Investigate the role that organisational leaders play
in establishing an environment to foster and ensure
organisational resilience.

Issues for Consideration in Designing the Lesson

1) 'This lesson is meant to be a broad overview of how
to develop organisational resilience. However, it
is quite complex because establishing organisa-
tional resilience relies on creating a culture within
the organisation that is primed to be adaptable to
anticipated and unanticipated challenges.

2) 'This lesson is meant to highlight some abstract ideas
about how to develop organisational resilience. It
will be key to tie in examples of organisational resil-
ience that will be familiar to those in the lessons.

Potential Questions

1) What are some distinctions between individual,
community, and organisational resilience? What are
different considerations when discussing resilience
at each of these levels?

2) How does a leader create a culture of resilience
within their organisation?

3) How is organisational resilience developed within
the military?

Learning Methods/Assessment

1) 'The lesson can use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

Case studies, including positive and negative exam-
ples of organisational resilience, within the context
of the country in which the learners are learning may
be most beneficial for understanding the concept.

Core Readings

1)

2)

3)

4)

5)

Barasa, E., Mbau, R., & Gilson, L. (2018). What is
resilience and how can it be nurtured? A systematic
review of empirical literature on organisational
resilience. International Journal of Health Policy and
Management, 7(6), 491-503.

Duchek, S. (2020). Organisational resilience:
A capability-based conceptualization.  Business
Research, 13, 215-246.

McKinsey & Company. (2022). Raising the
resilience of your organisation. Retrieved from
https://www.mckinsey.com/capabilities/people-

and-organisational-performance/our-insights/
raising-the-resilience-of-your-organisation

Suarez, FE E, & Montes, J. S. (2020). Building
organisational resilience. Harvard Business Review.
Retrieved from https://hbr.org/2020/11/building-
organisational-resilience

Sutcliffe, K. M., & Vogus, T. J. (2003). Organizing
for resilience. In K. S. Cameron, J. E. Dutton,
& R. E. Quinn (Eds.), Positive Organisational
Scholarship: Foundations of a New Discipline (pp.
94-110). Berrett-Koehler Publishers, Inc.

Organisational Resilience and Climate Change

Read the following article about a report that
examined what distinguished companies that
faired best during the challenging year of 2020.
What were the key actions that these companies
took and how do they relate to the five charac-
teristics of resilience the report highlighted? What
are the potential other characteristics to develop
resilience not mentioned in the report? Can you
develop such characteristics systematically in an
organisation?

Reference

World Economic Forum (2021). Climate Change.
Resilience in an age of disruption. Retrieved from

hetps://www.weforum.org/agenda/2021/01/business-

resilience-pandemic-disruption/
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Description

Given available approaches and methods, this lesson will
provide the participants with the necessary knowledge and
tools to enable independent thinking and agency in plan-
ning national resilience. National resilience is a dynamic
and multifaceted concept that lacks a universal definition.
It is deeply influenced by the historical, cultural, geo-
graphical, and socio-political context of the nation.

This lesson will explore how different nations perceive,
prioritise, and plan resilience based on their unique cir-
cumstances. It aims to provide an insightful overview
of national resilience, emphasising its complexity, the
absence of a universal definition, and its diverse interpre-
tations across different societies. Moreover, it delves into
the “common components” that contribute to national
resilience, shedding light on the essential elements that
should be considered when developing national resil-
ience strategies.

This lesson will explore each of these components in-
depth, showcasing real-world examples and best prac-
tices from various nations. Participants will gain a com-
prehensive understanding of how these components
interact and enable national resilience planning.

Learning Objectives
Learners will be able to:

1) Define and explain the concept of national resil-
ience and its significance for a country’s security,
defence, and overall well-being.

2) Understand the role of government agencies
and other stakeholders in national resilience plan-

ning.

3) Compare and contrast resilience planning
approaches in different countries.

4) Design a comprehensive national resilience

plan for a hypothetical country, considering various
sectors and potential threats.

Issues for Consideration in Designing the Lesson

1) The context in which (both internal and external)
national resilience planning is applied has signifi-
cant implications for the objectives, approaches,
and methods used in each individual country. How

can we adapt leading practices and transfer les-
sons learned from one country to another? If each
country’s specific resilience project is considered so
unique to its specific context, does each country
need to start from scratch? How can we identify
practices that are likely to apply to other countries
and adapt them accordingly?

2) Adhering to a whole-of-society approach requires
broad constituencies that are consulted and included
in the process. It will be key to engage stakeholders
representing divergent interests and perspectives,
while ensuring common objectives and cohesion is
included in planning.

3) How do we account for the divergent interests of
various regions, communities, and sectors, while
producing a comprehensive and cohesive effort in
national resilience planning?

Potential Questions

1) Why is it difficult to establish a universal definition
of “national resilience”? Would it be helpful to have
one?

2) How can “national resilience” be defined in the
context of national resilience planning?

3) What are the essential elements of resilience that
should be considered in the context of national
planning?

4) Who are the key government agencies and
other stakeholders that should be involved?

Learning Methodology

1) 'The lesson can use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

2) The lesson can also include opportunities for

learners to apply their learning through hands-on
activities.

Core Readings

1) Canetti, D., Waismel-Manor, 1., Cohen, N., &
Rapaport, C. (2014). What does national resilience
mean in a democracy? Evidence from the United
States and Israel. Armed Forces & Society, 40(3),
504-520. https://www.jstor.org/stable/48609337

2) Howard, Martin (2021). the
new black. Diplomat. Retrieved from https://

Resilience is

diplomatmagazine.com/resilience-is-the-new-

black/
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3) Fjider, C. (2014). The nation-state, national
security, and resilience in the age of globalisation.
Resilience, 2(2), 114-129. https://doi.org/10.1080/
21693293.2014.914771

4) RAND Europe (2021).
contribution to societal resilience in the UK:

Enhancing defence’s

Lessons from international approaches. Retrieved

from https://resiliencefirst.org/sites/default/
files/2021-09/RAND RRA1113-1.pdf

5) The
(2023). GOV.UK. Retrieved from https://www.gov.

UK Government Resilience Framework.

uk/government/publications/the-uk-government-

resilience-framework

Sweden’s “Total Defence” model

In the Nordic countries, developing and plan-
ning for national resilience is conducted in the
context of a “Total Defence” model. For instance,
Sweden employs a concept of Total Defence as a
foundational concept for building national resil-
ience. According to Swedish law, total defence is
defined as the preparations and planning required
to prepare Sweden for war. When the government
has declared highest alert, all societal functions fall
under the concept of total defence, which consists
of military defence and civil defence. Parliament,
government authorities, municipalities, private
enterprises, and voluntary defence organisations, as
well as individuals are all part of the total defence.

Different countries may have differing political,
cultural, and historical attitudes towards employing
a “Total Defence” approach to national resilience.
What are the aspects of the Swedish approach that
could be applied in your country? Which aspects
would not be acceptable or possible?

Reference

Von Sydow, Bjorn. (2018). Resilience: Planning
“Total Defence”. NATO Review.

Retrieved  from  https://www.nato.int/docu/review/

for Sweden’s

articles/2018/04/04/resilience-planning-for-swedens-

total-defence/index.html

Description

In today’s interconnected world, the impact of global
crises can extend far beyond national borders, leaving no
country immune to disruption. Multinational resilience
refers to the ability of nations to collaborate effectively
to anticipate, mitigate, respond to, and recover from
global challenges. This includes developing a shared
understanding of threats, coordinating responses, and
sharing resources.

The goal of this lesson is to provide learners with the
necessary knowledge to understand, conceptualise, and
design policy and planning responses for developing
multinational resilience from their national perspectives
across relevant policy areas.

Learning Objectives
Learners will be able to:

1) Explain the concept of multinational resilience and
its significance in a globalised world.

2) Describe
pandemics or climate change, can impact multiple

how transnational threats, such as

nations.

3) Analyse and compare case studies of multina-
tional responses to global crises and evaluate their
effectiveness in terms of resilience.

4) Design a comprehensive multinational resil-
ience framework that addresses a specific global
challenge, such as supply chain continuity, cyberse-
curity, or climate change.

5) Devise innovative strategies for fostering coop-
eration between countries in response to a global
crisis.

Issues for Consideration in Designing the Lesson

1) Consider the ongoing and potential changes in the
multinational system (e.g., between globalisation
with high levels of interdependence and the re-
emergence of geopolitical and geoeconomic compe-
tition resulting in elevated conflict potential). These
dynamics have an impact on the possible scope and
extent of multinational cooperation in resilience.
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2)

The transnational threat environment is dynamic
and complex. Hence, key threats and their impacts
can vary over time and geographic locations. Con-
sider both the contemporary and potential future
threats, as well as the diverse views on these across

the Alliance.

Potential Questions

1)

2)

3)

4)

What are the principal opportunities and bottle-
necks for developing and planning multinational
resilience in the contemporary context?

How can this context change, and what impli-
cations would that change have for developing and
planning multinational resilience?

What are the key threats that are common to
potential partners in developing and planning mul-
tinational resilience?

How can we consider the potential future
threats and their implications?

Learning Methods/Assessment

1)

2)

The lesson can use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

The lesson can also include opportunities for
learners to apply their learning through hands-on
activities. These can include case studies or gaming.

Core Readings

1)

2)

3)

Adobor, H. (2020). Supply chain resilience: An
adaptive cycle approach. 7he International Journal
of Logistics Management, 31(3), 443-463. https://
www.emerald.com/insight/content/doi/10.1108/

[JLM-01-2020-0019/full/html

Bown, C. P, Snyder, C. M., & Staiger, R. W. (2022).
Vaccine Supply Chain Resilience and International

Cooperation. Dartmouth College Economics
Department working paper. Retrieved from https://
ies.princeton.edu/wp-content/uploads/2022/06/
BSS VaccinesOffshoring 06012022

PrincetonVersion Final.pdf

De Maio, G. (2020). NATO’
COVID-19 lessons for resilience and readiness.
https://www.
brookings.edu/wp-content/uploads/2020/10/
FP 20201028 nato covid demaio-1.pdf

response to

Foreign  Policy. Retrieved from

4)

5)

Down, A., & Cook, C. (2022). Bolstering
collective resilience in Europe. Center for Strategic
and International Studies (CSIS). Retrieved from

https://www.csis.org/analysis/bolstering-collective-
resilience-europe

Entin, M., & Galushko, D. (2021). Resilience of
the European Union as a determinant of its post-

pandemic development. Eastern_Journal of European
Studies, 12. Retrieved from https://www.ceeol.com/
search/article-detail?id=994015

NATO’s Approach to Resilience

In 2016, NATO Allies outlined seven Baseline
Requirements of National Resilience, offering a
yardstick, against which to evaluate their national
preparedness. In 2021, NATO Heads of State and
Government strengthened their commitment to
resilience against a spectrum of threats. The Resil-
ience Committee guides strategic direction and
policy as senior-level committee at NATO Head-
quarters, overseeing coordination and linking with
partners. Simultaneously, Allied Command Trans-
formation spearheads the military adaptation,
focusing on the Layered Resilience Concept, a
pivotal component of Multi-Domain Operations.

NATO’s comprehensive approach aligns the efforts
of its headquarters and military command, essen-
tial to confront the strategic challenges of today
and tomorrow. The layered resilience concept,
focusing on military aspects of resilience, ensures
that NATO militaries will remain agile, adaptive,
and prepared in the face of evolving threats in the
future. This case illustrates how an international
organisation may guide the planning and develop-
ment of multinational resilience within its area of

responsibility.

Reference

NATO

(2023). civil ~ preparedness.

Resilience,

Retrieved from https://www.nato.int/cps/en/natohq/
topics 132722.hum
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Description

The goal of this module is to provide learners with the
necessary information and tools to effectively manage
and sustain resilience at various levels. Strategies to
do this at the individual level provide a pathway for
leaders to encourage this within organisations, thereby
enhancing organisational and community resilience.
Accounting for the influence of cultural and national
contexts, this module will also explore broader strategies
for maintaining resilience at national and multinational
levels.

Learning Objectives
Learners will be able to:

1) Describe how to implement, manage, and sustain
elements of resilience at each level (individual,
community, organisational, national, and multina-
tional), including those pertaining to anticipating,
responding to, adapting to, recovering from sudden
and unexpected shocks and prolonged change to
improve functions going forward.

2) Compare and contrast the advantages and dis-
advantages of available methods to manage resil-
ience.

3) Describe how to manage stakeholder relation-
ships required for managing and sustaining resil-
ience across each level.

4) Discuss defence and security considerations for
managing and sustaining resilience.

5) Explore strategies for sustaining resilience over
time and how the strategies should be adapted to
changing circumstances.

Description

While the general concept of resilience is easily under-
stood, managing, and sustaining resilience processes is
quite complex. This lesson will highlight the primary
challenges that lead to this complexity. One of the pri-
mary challenges is that there are multiple types of dis-
ruption against which to build resilience. For example,
there may be slow, enduring challenges that require resil-
ience to adapt to the challenge and persevere through it.
There may be anticipated sudden disruptions in which
resilience is required to overcome the disruption. There
may also be sudden unanticipated disruptions that
require yet another form of perseverance and adapt-
ability to demonstrate resilience.

Another primary challenge to managing and sustaining
resilience processes is that the processes for imple-
menting resilience vary depending on the focal level
(e.g., individual, community, organisational, national,
multinational). Thus, leaders must be clear about what
level they are focused on when creating processes for
managing and sustaining resilience. If they aim to focus
on multiple levels, there should be distinctions on how
to implement, manage, and sustain resilience at those
distinct levels.

A third key challenge is that while there are numerous
case studies at various levels there are limited models that
provide a comprehensive overview of how to implement,
manage, and sustain resilience. Further, the models that
do exist may focus on different key contributing pro-
cesses or ideas. This makes it difficult to find a single
solution as to which framework or model to implement
in an effort to manage and sustain resilience. One of
the primary reasons that there is not a single solution is
the context dependence when deciding on the respec-
tive framework to use to manage and sustain resilience.
Considering these challenges, one of the most impor-
tant things for leaders to consider is developing a broad
understanding of multiple approaches to creating resil-
ience and then selecting one approach or modifying a
few approaches to fit the context in which they are oper-
ating.



Learning Objectives

Learners will be able to:

1)

2)

3)

Recognise how the processes for managing and sus-
taining resilience will vary based on the level (e.g.,
individual, organisational, community, national,
multinational) that one is considering.

Compare and contrast processes (e.g., embedding
cultural norms vs. processes) that enable systems to
manage, adapt to, and recover from adverse events.

Identify challenges to creating processes to manage,
adapt to, and recover from adverse events.

Issues for Consideration in Designing the Lesson

1)

2)

Managing and sustaining resilience are overlapping
but also somewhat distinct aspects of demonstrating
resilience. The lesson should include some discus-
sion of how those terms overlap in the context of
resilience and how they are distinct.

This lesson is meant to highlight the challenges
but may not result in comprehensive conclusions.
It may bring up lots of questions which could be
frustrating, but also create space for additional dia-
logue.

Potential Questions

1)

2)

3)

What level of resilience do you consider to be the
easiest to implement, manage, and sustain resil-
ience?

How does the type of adverse event (e.g., prolonged,
sudden anticipated, sudden unanticipated) enhance
or diminish the ability to implement, manage, and
sustain resilience?

What role does a leader play in managing and sus-
taining resilience?

Learning Methods/Assessment

1) 'The lesson will benefit from minimal lecture (to
present some of the foundational challenges) to be
followed up with a discussion both in small and
larger groups.

Core Readings

1) Burnard, K. J., & Bhamra, R. (2019). Challenges

for organisational resilience. Continuity & Resilience
Review, 1(1), 17-25. Retrieved from https://
doi/10.1108/CRR-01-2019-0008/full/html

2)

3)

4)

5)

Gillespie-Marthaler, L., Nelson, K. S., Baroud,
H., Kosson, D. S., & Abkowitz, M. (2019). An
integrative approach to conceptualizing sustainable
resilience. Sustainable and Resilient Infrastructure,
4(2), 66-81. https://doi.org/10.1080/23789689.2
018.1497880

Nelson, K., Gillespie-Marthaler, L., Baroud, H.,
Abkowitz, M., & Kosson, D. (2020). An integrated
and dynamic framework for assessing sustainable

resilience in complex adaptive systems. Sustainable
and Resilient Infrastructure, 5(5), 311-329. https://
doi.org/10.1080/23789689.2019.1578165

Seligman, M. E. (2011). Building resilience.
Harvard Business Review, 89(4), 100-106. Retrieved
from https://hbr.org/2011/04/building-resilience
Van Der Vegt, G. S., Essens, P, Wahlstrom, M., &
George, G. (2015). Managing risk and resilience.
Academy of Management Journal, 58(4), 971-980.
https://doi.org/10.5465/amj.2015.4004

Finland’s Comprehensive Security Approach
Finland’s Security Strategy for Society (2017) pro-

vides an example of how resilience can address
multiple levels of resilience in broad collaboration
between the government, businesses, non-govern-
mental organisations, and citizens. The strategy
addresses building resilience for individuals, local
communities, and regions at the national level and
in Finland’s international interdependencies with
other countries. This “Comprehensive Security”
approach can thus serve as an example of a layered,
yet comprehensive, approach to societal resilience.

The case demonstrates how tasks between various
government institutions, the private sector, and
the civil society can be organised and coordinated.

Reference

Security Committee. (n.d.). Security Strategy for

Society. Retrieved from https://turvallisuuskomitea.fi/

en/security-strategy-for-society/security-actors/
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Description

This lesson addresses strategies in managing and sus-
taining individual resilience. It will cover tools for both
the individual to manage and sustain their own resilience
and for leaders tasked with managing and sustaining
resilience of others. To manage and sustain resilience,
one must first understand its foundations: meaning and
purpose, mindfulness, physical health, mental/emo-
tional health, a growth mindset, and social support. Brief
descriptions of these foundations are provided below:

*  Meaning and Purpose — Belief that life has a pur-
pose greater than oneself.

*  Mindfulness — Controls tendency to become over-
whelmed during difficulties.

*  DPhysical Health — Helps prepare for adversity and
maintain clarity of mind during adversity.

¢ Mental/Emotional Health — Enables self-awareness
and emotional stability.

*  Growth Mindset — Embraces challenge, learns from
setbacks.

*  Social Support — Community that serves as a net-
work before, during, and after adversity.

It is often best for individuals to focus on each of these
foundations of resilience as individual pillars, building
each of them up over time. For example, individuals
should reflect upon their own meaning and purpose and
how they serve as a foundation for operating. Another
example includes building, maintaining and expanding
one’s social network to ensure they have social connec-
tions when adversity happens.

Leaders should consider these foundations of resilience
and work to develop them in their subordinates. By pur-
posely focusing on each of these foundations, leaders can
help others manage and sustain the skills necessary to be
resilient in times of adversity. Ultimately, this lesson will
highlight methods for the leader to identify and reinforce
meaning and purpose, encourage mindfulness exercises,
emphasise the importance of exercise, nutrition, proper
sleep, and hydration, provide resources for mental health
support, allow subordinates to grow from mistakes, and
finally provide opportunities to a network for community
support. This lesson will demonstrate that by using these
techniques, a leader can maintain the individual resilience
of their subordinates in preparation for times of adversity.

Learning Objectives
Learners will be able to:

1) Identify management techniques that an individual
can employ when faced with an adverse event.

2) Describe how an individual develops adaptive
capacities to sustain function when faced with an
adverse event.

3) Examine the systems that enable individual recovery
following an adverse event (e.g., physiological, psy-
chological, and social).

4) Investigate the systems and feedback mechanisms
that support one’s ability to manage, adapt to, and
recover from adversity.

5) Examine the role that leaders play in enhancing or
detracting from the development of resilience in
their followers.

Issues for Consideration in Designing the Lesson

1) Recognise that each of the foundational pillars of
resilience requires deliberate effort and time that
might appear to detract from the focus on per-
formance, but over time, has a positive impact on
long-term growth in the performance of individuals
and organisations.

2) Without the support of a leader in an organisation

in maintaining and sustaining resilience, many of
the foundational pillars are difficult to enhance.

Potential Questions

1) What are specific ways to build resilience under
each of the foundational pillars of resilience?

2) What are ways to identify one’s goals and purpose
that enhance resilience?

3) How does a leader’s resilience affect their ability to

remain an ethical leader?

4) How does a leader encourage subordinates to grow
from mistakes and how does that sustain resilience?

Learning Methods/Assessment

1) 'The lesson can use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

2) The lesson can also include opportunities for
learners to apply their learning through hands-on
activities.



Core Readings

1) American (2020).
Building your resilience. Retrieved from https://

Psychological ~ Association.

www.apa.org/topics/resilience

2) Bartone, P T. (2006). Resilience Under Military
Operational ~ Stress:  Can  Leaders Influence
Hardiness? Military Psychology, 18(supl), S131-
S$148.

3) Ledford, A. K., Beckner, M. E., Conkright, W. R,,
Raver, C., Dixon, D. P, Miles, P, ... & Lynch, S.
M. (2022). Psychological and physiological changes
during basic, underwater, demolition/SEAL
training. Physiology & Behavior, 257, 113970.

4) Ledford, A. K., Dixon, D., Raver Luning, C,
Martin, B. J., Miles, P. C., Beckner, M., Bennett,
D., Conley, J., & Nindl, B. C. (2020). Psychological
and physiological predictors of resilience in Navy
SEAL training. Behavioral Medicine, 46(3-4), 290-
301. https://doi.org/10.1080/08964289.2020.171
2648

Managing Individual Resilience in an organisa-
tional context

Managing resilience in an organisation can have
major benefits for the performance of both indi-
viduals and the entire organisation. Yet, organ-
isations and leaders often struggle with how to
support and maintain individual resilience. This
article outlines how business organisations can
build people-centric resilience in their respective
organisations. How would the approach outlined
in the article differentiate from managing organ-
isation in a military environment?

Reference

McKinsey & Company. (n.d.). Raising the resilience
of your organisation. Retrieved from https://www.
mckinsey.com/capabilities/people-and-organisational-

performance/our-insights/raising-the-resilience-of-
your-organisation

Description

Community resilience is primarily approached through
one or both of two lenses: a psychological developmental,
and mental health lens or a socio-ecological systems
lens. The lens that one is using may impact the perspec-
tive on how to manage and sustain resilience. However,
there is also value in applying systems approach to man-
aging and sustaining community resilience. Thus, there
is a focus on understanding and highlighting how all
aspects of a community operate holistically to prepare
for, adapt to, and persevere through adversity to display
resilience.

Part of managing community resilience involves estab-
lishing strategies to prepare for adversity and enact
during times of crisis. Broadly, seven of those strategies
include: 1) threats and hazards identification; 2) risk
and disaster resilience assessment; 3) understanding
the interconnected systems of a community and how
those work together in crisis; 4) long-term vulnerability
reduction; 5) planning; 6) operational coordination; 7)
public information and warning.

To sustain community resilience, establishing recov-
ering processes is necessary to ensure the community
is able to repair from adverse events, adapt to a new
environment, and prepare for future challenges. Some
considerations during the recovery process include: eco-
nomic recovery, health and social services, infrastructure
systems, natural and cultural resources, evaluation of
response to prior adversity, and adapting for responses
to future adversity. Ultimately, leaders need to consider
a systems perspective for managing and sustaining com-
munity resilience, considering how all aspects of a com-
munity work together to anticipate, manage, adapt to,
and recover from adverse events. As part of that systems
approach, leaders need to consider both the holistic
structure of the community and the individuals within
the community to ensure all are considered as part of
the management and sustainment process.

Learning Objectives

1) Describe the processes for managing and sustaining
community resilience both as preparation for crisis
and during crisis.
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2) Identify how different adverse conditions may
necessitate different management and sustainment
efforts for community resilience.

3) Compare and contrast different management and
sustainment approaches to community resilience.

Issues for Consideration in Designing the Lesson

1) While there are two approaches to community resil-
ience (psychological and socio-ecological systems
approaches), the systems approach is generally taken,
which enables leaders to consider how all aspects of a
community must work together to display resilience.
However, this perspective may vary based on the cul-
ture in which one is teaching this lesson.

2) Managing and sustaining resilience are overlapping
ideas. Thus, in teaching the lesson, it may be helpful
to discuss some of this overlap.

Potential Questions

1) What are some instances of community resilience
that you have observed? What “systems” within the
community operated together to demonstrate resil-
ience?

2) In what ways is managing and sustaining commu-
nity resilience distinct from individual resilience?

3) What is the difference between managing and sus-
taining community resilience? What does a leader
need to do differently to manage versus to sustain
community resilience?

Learning Methods/Assessment

1) The lesson can use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

2) Simulations through games may be a more effective
method to understand the intricate nature of com-
munity resilience.

Core Readings

1) Federal Emergency Management Agency. (2024).
Community Resilience.  FEMA National Risk
Index. Retrieved from https://hazards.fema.gov/nri/

community-resilience#: ~:text=Community%20
resilience%20is%20the%20ability,and%20
recover%20rapidly%20from%20disruptions

2) Institute of Public Policy. (n.d.). Guidebook of
the Community Resilience Assessment Online

3)

4)

Tool. Harry S. Truman School of Public Affairs,
University of Missouri. Retrieved from https://
truman.missouri.edu/sites/default/files/resilience-

tool-guidebook-final.pdf

National Institute of Standards and Technology.

(2024). Community Resilience Planning Guide.
U.S. Department of Commerce. Retrieved from
https://www.nist.gov/community-resilience/
planning-guide

University of South Carolina. (2024). Hazard
vulnerability & resilience institute. Retrieved

from  https://www.sc.edu/study/colleges schools/

artsandsciences/centers _and institutes/hvri/index.

php/bric

UN approach to Climate

Since 2019, the United Nations Environment Pro-
gramme (UNEP) in-collaboration with Partners
for Resilience (PfR) have developed and imple-
mented scalable Ecosystem-based Disaster Risk
Reduction (Eco-DRR) models, working alongside
various governments and their respective commu-
nities in strengthening their capacity and shaping
Eco-DRR policy interventions.

This case study illustrates the self-organising aspect
of a community coming together to address a
common problem and building resilience in the
local ecosystem in a sustainable manner.

Reference

ReliefWeb. (2022). Indonesia Case Study: Upscaling
Community Resilience Through Ecosystem-Based

Disaster Risk Reduction. Retrieved from hteps://

reliefweb.int/report/indonesia/indonesia-case-study-

upscaling-community-resilience-through-ecosystem-

based-disaster-risk-reduction-2022
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Description

This lesson highlights the primary principles of man-
aging and sustaining organisational resilience. There
are multiple approaches to managing and sustaining
organisational resilience. They generally are grouped
into three categories: resistance to the adverse event and
then recovery from the adversity; adaptation to persist
through the adversity; anticipation of the adversity. Each
of these three categories would call for a different man-
agement and sustainment approach to resilience. Thus,
leaders should consider which approach the organisa-
tion has used in the past and which they plan to use in
the future.

This lesson will also highlight how leaders must gen-
erate strategies to manage and sustain resilience relative
to different types of threats — external versus internal.
While many strategies will remain the same regard-
less of an external or internal threat, some may differ.
For example, an external threat may be more visible to
external resources and partners, while an internal threat
may be more disruptive to the climate and performance
of the people within the organisation. Finally, this lesson
will highlight factors that leaders should consider in cre-
ating management and sustainment strategies. Some
of those considerations include: material resources;
preparedness and planning; information management;
adversity planning; collateral pathways; policies and
procedures; leadership practices; human capital; organ-
isational culture; social networks and collaboration.

Learning Objectives
Learners will be able to:

1) Recognise the different viewpoints on how organ-
isational resilience can be managed and sustained.

2) Describe how awareness of external and internal
factors and threats are necessary in managing and
sustaining organisational resilience.

3) Discuss the factors that enable leaders to manage

and sustain organisational resilience.

4) Formulate management and sustainment proposals
for organisational resilience that could be imple-
mented in various scenarios.

Issues for Consideration in Designing the Lesson

1) Technically, organisational and institutional levels
can be considered distinct from one another (e.g.,
an army base — the organisation, the entire army
— the institution). Thus, when discussing managing
and sustaining resilience at both organisational and
institutional levels it might be helpful to highlight
this slight distinction in class discussions.

2) Organisations and institutions may be able to create
management and sustainment strategies to be resil-
ient in certain circumstances, but then fail in other
instances. (e.g., able to withstand a public relations
issue, but not withstand an environmental disaster).
Thus, it might warrant some open dialogue during
class discussions.

Potential Questions

1) What management and sustainment strategies for
resilience have you observed for organisations/insti-
tutions?

2) What are the leader’s roles in managing and sus-
taining organisational resilience?

3) What policies and procedures can an organisation
establish to sustain resilience?

4) What differentiates an organisation that is able to
withstand adversity from another seemingly similar
organisation?

Learning Methods/Assessment

1) 'The lesson can use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

2) Case studies focused on the leader’s role in man-
aging and sustaining resilience within the country
in which the learners are learning may be most ben-
eficial for understanding the concept.

Core Readings

1) Carden, L. L., Maldonado, T., & Boyd, R. O.
(2018). Organisational resilience: A look at
McDonald’s in the fast-food industry. Organisational
Dynamics, 47(1), 25-31. https://doi.org/10.1016/].
ORGDYN.2017.07.002

2) Labaka, L., Hernantes, J., & Sarriegi, J. M. (2015).

Resilience framework for critical infrastructures:

An empirical study in a nuclear plant. Reliability
Engineering & System Safety, 141, 92-105. https://
doi.org/10.1016/j.ress.2015.03.009
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3) Samba, C., Vera, D., Kong, D., & Maldonado,
T. (2017). Organisational resilience and positive
leadership: An integrative framework. Academy
of Management Proceedings, 2017(1). https://doi.
org/10.5465/AMBPP2017.11903abstract

4) Shmul, Y., Reeves, M., & Levin, S. (2022, April
8). Building a Mutually Reinforcing System of

Organisational and Personal Resilience. Boston
Consulting Group. Retrieved from https://www.bcg.

com/publications/2022/building-organisational-

personal-resilience-reinforcing-system

5) Sommer, S. A., Howell, J. M., & Hadley, C. N.
(2016). Keeping positive and building strength:
The role of affect and team leadership in developing
resilience during an organisational crisis. Group &
Organisation Management, 41(2), 172-202. https://
doi.org/10.1177/1059601115578027

Case of Canterbury earthquakes recovery

This case study demonstrates how the leadership
of an organisation can manage and sustain organ-
isational resilience through utilising a network of
contacts in the industry and community to coor-
dinate measures with others impacted by the same
critical event. The lessons learned from the case
study also include the importance of leadership,
maintaining the staff’s motivation and resilient
spirit, projecting credibility towards customers
and other key stakeholders, and maintaining a
pragmatic approach to responding to disasters, in
this case an earthquake.

The case can be utilised for discussing what net-
works the learners have that could be utilised for
resilience under adverse conditions, as well as how
such personal networks can have a positive impact
on responding to crises and disasters.

Reference

Resilient Organisations. (n.d.). EPL Case Study.
Retrieved from https://www.resorgs.org.nz/resources/

case-studies/epl-case-study/

Description

The goal of this lesson is to understand the concept of
national resilience and learn to develop strategies and
frameworks for effectively managing and sustaining
national resilience. National resilience, however, lacks
a universal definition and remains highly contextual.
National resilience is a dynamic and multifaceted con-
cept. It is deeply influenced by unique characteristics,
such as a nation’s history, culture, geography, and socio-
political context. Yet, national resilience plays a pivotal
role in safeguarding the well-being and continuity of a
nation in the face of various challenges, such as natural
disasters, economic crises, pandemics, or geopolitical
and security threats.

This lesson will explore how different societies perceive
and prioritise resilience based on their unique circum-
stances. For instance, a country situated in a region
prone to natural disasters may prioritise disaster pre-
paredness, while a nation facing economic instability
may focus on economic resilience and diversification.
Understanding these variations is crucial for tailoring
effective national resilience strategies.

This lesson intends to provide an insightful overview
of national resilience, emphasising its complexity, the
absence of a universal definition, and its diverse interpre-
tations across different societies. Moreover, it delves into
the common components that contribute to national
resilience, shedding light on the essential elements that
should be considered when building national resilience
strategies. It will discuss the key components of national
resilience, including military and civilian aspects, such
as social, economic, and environmental resilience.

Having completed this lesson, learners will appreciate
the intricate nature of national resilience, recognise its
adaptability across different contexts, and be equipped
with insights and tools to design, manage, and sustain
frameworks and strategies of national resilience.

Learning Objectives
Learners will be able to:

1) Understand the various definitions of national
resilience and their impact on the formulation of
national resilience frameworks and strategies.


https://doi.org/10.5465/AMBPP.2017.11903abstract
https://doi.org/10.5465/AMBPP.2017.11903abstract
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https://doi.org/10.1177/1059601115578027
https://doi.org/10.1177/1059601115578027
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2) Describe and analyse frameworks and strategies for
managing and sustaining national resilience.

3) Develop a comprehensive plan for enhancing and
sustaining national resilience in a hypothetical sce-
nario.

4) Evaluate the effectiveness of different strategies for
managing and sustaining national resilience.

Issues for Consideration in Designing the Lesson

1) Consider utilising a diverse set of examples for
national resilience in order to illustrate the contex-
tual nature of national resilience.

2) Compare and contrast the strategies in different
countries to illustrate how contextual understanding
of resilience influences frameworks and strategies.

3) Utilise case studies that represent various aspects of
resilience, e.g., military, civilian, critical infrastruc-
ture, disaster resilience, etc.

Potential Questions

1) What are the factors that influence the definition of
resilience in individual nations?

2) How does this definition influence the principal
focus on resilience?

3) What are the key differences in approaches to main-
taining and sustaining resilience in different coun-
tries and contexts?

Learning Methods/Assessment

1) 'The lesson can use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

2) The lesson can also include opportunities for
learners to apply their learning through hands-on
activities.

Core Readings

1) Ablong, M. (2024). National Resilience: Lessons
for Australian policy from international experience.
Australian  Strategic  Policy Insticute  (ASPI).

Retrieved from  https://www.aspi.org.au/report/
national-resilience-lessons-australian-policy-

international-experience

2) Department of Homeland Security. (2022).
Resilience. Retrieved from https://www.dhs.gov/

topics/resilience

3)

4)

5)

Fjider, C. (2014). The nation-state, national
security, and resilience in the age of globalisation.
Resilience — International Policies, Practices and
Discourses, 2(2), 114-129. https://doi.org/10.1080
/21693293.2014.914771

McLennan, M. (2020). Building national resilience.
Retrieved from https://www.marshmclennan.com/

insights/publications/2020/apr/national-resilience-

report.html
Reznikova, O. (2022). National resilience in a

changing security environment. National Institute
for Strategic Studies, Kyiv. Retrieved from https://
www.marshallcenter.org/en/publications/marshall-

center-books/national-resilience/about-volume

UK Government resilience framework

The UK Government resilience framework sets out
the principles for how the systems and capabilities
that support national resilience are developed and
sustained. The framework focuses on the UK’s ability
to anticipate, assess, prevent, mitigate, respond to,
and recover from known, unknown, direct, indirect,
and emerging civil contingency risks.

This framework represents a package of measures
to broaden and strengthen the resilience system
centred on six themes: risk, responsibility and
accountability, partnership, community, invest-
ment, and skills.

The UK Resilience Framework, published under
the 2022 to 2024 administration, is being reviewed,
with an expected completion in Spring 2025, as a
result of the July 2024 commitment by the Chan-
cellor of the Duchy of Lancaster to review the
UK’s resilience and as part of that the Resilience
Framework and its commitments, including the
best approach to governance and accountability.

How does this framework address the consider-
ations for establishing a comprehensive national
plan for resilience? What are the areas it does not
cover, or does not cover sufficiently?

Reference

The UK Government Resilience Framework. (n.d.).
GOV.UK. Retrieved from  https://www.gov.uk/

government/publications/the-uk-government-

resilience-framework
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Description

The goal of this lesson is to provide an overview of con-
siderations and approaches to managing and sustaining
multinational resilience. It will discuss the key compo-
nents of multinational resilience, including the oppor-
tunities and challenges of developing resilience together
with multinational partners. The lesson will also explore
strategies for managing and sustaining multinational
resilience.

Learning Objectives
Learners will be able to:

1) Explain the concepts of managing and sustaining
multinational resilience.

2) Describe how ongoing global challenges impact the
need for continuous resilience-building efforts.

3) Analyse and summarise case studies of sustained
multinational resilience efforts and assess their
effectiveness.

4) Examine the geopolitical factors influencing multi-
national cooperation in the long-term maintenance
of resilience.

5) Devise innovative strategies for fostering long-term
cooperation between countries in maintaining
global resilience.

Issues for Consideration in Designing the Lesson

1) Refer to Lesson 4.1.6 Developing and Planning for
Multinational Resilience

2) Focus on key elements of developing and planning
for multinational resilience, as detailed in Lesson
4.1.6 Developing and Planning for Multinational
Resilience.

3) Emphasise the importance of managing and sus-

taining efforts in the long-term, considering the
changes in the dynamic threat landscape.

Potential Questions

1) What are the main challenges for managing and
sustaining multinational resilience in the contem-
porary context?

2) What are the available frameworks and strategies for
managing and sustaining multinational resilience?

3) What good examples of managing and sustaining
multinational resilience can be found in recent
reports or media coverage?

Learning Methods/Assessment

1) 'The lesson will use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

2) The lesson will also include opportunities for
learners to apply their learning through hands-on

activities.
Core Readings
1) De Maio, G. (2020). NATO’s response to

COVID-19 lessons for resilience and readiness.
Foreign ~ Policy. https://www.brookings.edu/
wp-content/uploads/2020/10/FP 20201028
nato_covid demaio-1.pdf
2) Demchak, C. (2021).
Resilience in a Great Systems Conflict Era. 7he

Achieving  Systemic

Cyber Defense Review, 6(2), 51-70. https://www.
jstor.org/stable/27021376

3) Patel, K. R. (2023). Enhancing Global Supply
Chain Resilience: Effective Strategies for Mitigating
Disruptions in an Interconnected World. BULLET:
Jurnal Multidisiplin Ilmu, 2(1), 257-264. https://
journal.mediapublikasi.id/index.php/bullet/article/
view/3482

Case of Nordic Regional Cooperation

The Nordic countries have a long history of coop-
eration in various aspects of resilience. Against the
backdrop of the COVID-19 crisis and Russia’s war
of aggression against Ukraine, Nordic cooperation
in crisis preparedness and supply chain security
have taken on new urgency. Consequently, per-
ceptions of crisis preparedness and supply chain
security have undergone a major change in the
Nordic region. The COVID-19 pandemic dem-
onstrated the fragility of many of the critical flows
on which the Nordics depend for their supply
chain security. At the same time, the crisis height-
ened concerns over Nordic cooperation. The dif-
ferent strategies and travel restrictions adopted by
the Nordic countries in response to the pandemic
created disturbances in people’s work and private
lives especially in cross-border regions. Since Feb-
ruary 2022, the war in Ukraine has caused further


https://www.brookings.edu/wp-content/uploads/2020/10/FP_20201028_nato_covid_demaio-1.pdf
https://www.brookings.edu/wp-content/uploads/2020/10/FP_20201028_nato_covid_demaio-1.pdf
https://www.brookings.edu/wp-content/uploads/2020/10/FP_20201028_nato_covid_demaio-1.pdf
https://www.jstor.org/stable/27021376
https://www.jstor.org/stable/27021376
https://journal.mediapublikasi.id/index.php/bullet/article/view/3482
https://journal.mediapublikasi.id/index.php/bullet/article/view/3482
https://journal.mediapublikasi.id/index.php/bullet/article/view/3482

disruptions to critical supply chains, including
energy, food, medical, and raw material imports.

A report by the Finnish Institute of International
Affairs (FIIA) provides an illustrative example of
regional cooperation in resilience, maintaining,
sustaining, and developing it further.

While the Nordic countries have deep historical,
cultural, and linguistic ties to leverage on, many of
the aspects of Nordic cooperation can probably be
adapted to fit the needs in other regional contexts.
Can you identify three such examples? In which
regional context could these be utilised? How
should they be adapted to consider the specific
context of the region you are applying them to?

Reference

Finnish Institute of International Affairs (2022). Nordic
resilience: Strengthening cooperation on security of
supply and crisis preparedness. Retrieved from https://

www.fiia.fi/en/publication/nordic-resilience

Resilience Reference Curriculum Writing Team Workshop, Vienna, February 2024.
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Description

The goal of this module is to provide participants with
the necessary information and tools to effectively assess
resilience at the various levels. Strategies to do this at
different levels may differ significantly, due both to the
level and the context in which one is assessing resilience.
Through this module, learners will gain understanding
of the pros and cons of each method to assess resilience.

Learning Objectives
Learners will be able to:

1) Recognise the complexity in assessing resilience
across the different levels (individual, organisa-
tional, community, national, and multinational).

2) Analyse, compare, and apply the various assessment
strategies, frameworks, and methods for each level
and understand how the context will impact those
strategies.

3) Understand how to communicate the significance
of assessments to create buy-in and ownership.

Description

This lesson will highlight some of the basic principles
when assessing resilience, as well as the challenges in
assessing the abstract concept of resilience. There are
three fundamental things that learners should consider
when assessing resilience.

The first consideration is identifying how resilience is
operationalised in the specific context. Resilience is an
abstract concept; thus, to be able to assess it, a learner
must decide how it will be defined to make it observable
and measurable.

A second consideration is the framework that will be
used to assess resilience. Resilience can often be consid-
ered a process that is used during an adverse event, but it
can also be considered an outcome of persistence. These
distinctions are important as they will shape the assess-
ment tools used.

A third consideration is the level (e.g., individual, com-
munity, organisational, national, multinational) at which
resilience is being assessed. While the theoretical ideas of
resilience are similar at the various levels, the conceptu-
alisation, and ways to operationalise resilience vary at the
differing levels; thus, the assessment tools need to match
the level of assessment.

This lesson will also broadly address the challenges with
assessing resilience. Some of the challenges with assessing
resilience will be clarified through operationalising resil-
ience in the context that is being assessed. However,
despite clarity established in the operationalisation, some
of the most prolific challenges include: 1) assessment of
resilience capabilities or resilient responses; 2) the tem-
poral components of resilience — resilience as a process
unfolds overtime, making assessments difficult; 3) levels of
analysis in assessing resilience — when assessing resilience
at higher levels of analysis it both becomes increasingly
more complex to measure and includes, but is also distinct
from, resilience at lower levels of analysis; 4) confounding
factors — it is difficult to measure resilience in isolation
from other potential confounding factors, which is why
it is difficult to ensure that one is actually measuring resil-
ience and no other potentially overlapping factors. This
lesson will discuss how leaders can take into account the
key considerations in assessing resilience to combat some
of the challenges to conducting the assessment.



Learning Objectives
Learners will be able to:

1) Identify the key considerations in assessing resil-
ience.

2) Recognise the challenges in assessing resilience.

3) Discuss strategies for combating the challenges to
assessing resilience in a variety of contexts.

Issues for Consideration in Designing the Lesson

1) Assessing resilience is complex and will vary
depending on how it is operationalised and the
societal lens that is used to understand resilience.
Thus, the lesson should take into consideration the
perspectives of the learners to identify how resil-
ience is and can be assessed at all levels of a par-
ticular society.

2) It is important that learners understand the only
way to assess resilience is to operationalise it in
some manner (i.e., specify how it will be defined in
a specific context to understand how to measure it).
This enables an understanding of what aspects of
resilience are assessed and which aspects may not be
assessed in any assessment process.

Potential Questions

1) What methods have you used to assess resilience in
your operating environment?

2) What challenges have you experienced in assessing
resilience? What challenges do you anticipate in
developing an assessment of resilience within your
operating environment?

3) What is a leader’s role in assessing resilience?
Learning Methods/Assessment

1) The lesson will benefit from minimal lecture (to
present some of the foundational challenges) fol-
lowed by a discussion both in small and larger
groups.

Core Readings

1) Bowling, ]J., Jason, K., Krinner, L. M., Vercruysse,
C. M., & Reichard, G. (2022). Definition and
operationalization of resilience in qualitative health
literature: A scoping review. International Journal
of Social Research Methodology, 25(4), 495-509.
https://doi.org/10.1080/13645579.2021.1903241

2)

3)

4)

Cumming, G. S., Barnes, G., Perz, S., Schmink,
M., Sieving, K. E., Southworth, J., & Van Holt, T.
(2005). An exploratory framework for the empirical
measurement of resilience. Ecosystems, 8, 975-987.
https://doi.org/10.1007/s10021-005-0129-2

Davidson, J. L., Jacobson, C., Lyth, A., Dedekorkut-
Howes, A., Baldwin, C. L., Ellison, J. C., & Smith,
T. E (2016). Interrogating resilience: Toward a

typology to improve its operationalization. Ecology
and Society, 21(2). Retrieved from https://www.
jstor.org/stable/26270410

Kalaidjian, E., Becker, A., & Pinel, S. (2022).
Operationalizing resilience planning, theory, and

practice: Insights from US seaports. Frontiers in
Sustainability, 3, 963555. https://doi.org/10.3389/
frsus.2022.963555

Example of UK measuring resilience

The UK Government, acknowledging the chal-
lenges with measuring resilience, released a guide
in 2019 that provides an overview of the various
methodologies and tools, as well as assesses their
strengths and weaknesses. This guide can be uti-
lised as a base for discussing the various aspects
of the conceptual and methodological challenges
with measuring resilience.

Reference

UK Government. (2016). EoD Topic Guide: Measuring
Resilience. Retrieved from https://assets.publishing.
service.gov.uk/media/57a08956e5274a27b200002f/

EoD Topic Guide Measuring Resilience May 2016.

pdf

95


https://doi.org/10.1080/13645579.2021.1903241
https://doi.org/10.1007/s10021-005-0129-z
https://www.jstor.org/stable/26270410
https://www.jstor.org/stable/26270410
https://doi.org/10.3389/frsus.2022.963555
https://doi.org/10.3389/frsus.2022.963555
https://assets.publishing.service.gov.uk/media/57a08956e5274a27b200002f/EoD_Topic_Guide_Measuring_Resilience_May_2016.pdf
https://assets.publishing.service.gov.uk/media/57a08956e5274a27b200002f/EoD_Topic_Guide_Measuring_Resilience_May_2016.pdf
https://assets.publishing.service.gov.uk/media/57a08956e5274a27b200002f/EoD_Topic_Guide_Measuring_Resilience_May_2016.pdf
https://assets.publishing.service.gov.uk/media/57a08956e5274a27b200002f/EoD_Topic_Guide_Measuring_Resilience_May_2016.pdf

96

Description

This lesson will describe methods to assess individual
resilience and include some of the pros and cons of each
of these methods. Broadly, assessments of resilience at
the individual level can be done cognitively (e.g., define
individual resilience), behaviourally (e.g., evaluate
behaviours that demonstrate resilience), and affectively
(e.g., measure if resilience is embodied by the indi-
vidual). A short description of the primary behavioural
and affective methods used by many social scientists, a
resilience survey, done as a self-report tool will occupy
much of the lesson. These self-report instruments in
many cases have reliable properties that provide sufh-
cient validity in assessing resilience. But self-reported
data can also incur biases, which can be problematic for
accurate assessment of individual resilience.

Other methods of assessing resilience on an individual
level are observations, interviews, and focus groups.
These additional methods require substantial resources
and have drawbacks (e.g., time consuming to collect
data, challenges with evaluating data, lack of coherence,
and potential researcher bias) in providing accurate
assessment. This lesson suggests that a combination of
these methods is the most accurate way to assess resil-
ience, although it might not be feasible to do so.

Learning Objectives
Learners will be able to:

1) Describe cognitive, behavioural, and affective
methods to assess individual resilience.

2) Discuss how the definition of individual resilience
(trait perspective, process perspective, outcome)
will shape the assessment tools that are used.

3) Compare and contrast various methods to assess
individual resilience and the context in which those
methods are relevant.

4) Examine a leader’s role in assessing individual resil-
ience of their team.

Issues for Consideration in Designing the Lesson

1) External variables play a significant part of the dis-
cussion of assessing resilience such as the amount of
time and resources available for assessment.

the

Davidson Resilience Scale”, although commonly

2) Resilience instruments, such as “Connor
used in Western countries, could have cultural
dimensions that impact its reliability in other con-

texts.
Potential Questions

1) How does the time-distance (i.e., the amount of
time between the event and the assessment) of an
assessment from the event or circumstance impact
resilience?

2) How do leaders effectively and efhciently assess the
resilience of individuals in their organisation?

3) What are the factors of resilience found in common
resilience instruments?

Learning Methods/Assessment

1) The lesson will use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

2) 'The lesson will also include opportunities for
learners to apply their learning through hands-on
activities.

Core Readings

1) Cicchetti, D. (2010). Resilience under conditions
of extreme stress: A multilevel perspective. World
Psychiatry, 9(3), 145-154.

2) Connor, K. M., & Davidson, J. R. T. (2003).
Development of a new resilience scale: The Connor
Davidson Resilience Scale (CD-RISC). Depression
and Anxiety, 18, 76-82.

3) Ozbay, E, Johnson, D. C., Dimoulas, E., Morgan,
C. A., Charney, D., & Southwick, S. (2007).
Social support and resilience to stress. Psychiatry
(Edgmont), 4(5), 35-40.

4) Reivich, K. ]., Seligman, M. E. P, & McBride, S.
(2011). Master resilience training in the U.S. Army.
American Psychologist, 66(1), 25-34.

5) Seery, M. D., Holman, E. A., & Silver, R. C. (2010).
Whatever does not kill us: Cumulative lifetime
adversity, vulnerability, and resilience. Journal of

Personality and Social Psychology, 99(6), 1025-1041.

6) Seligman, M. E. P (2011). Building resilience.
Harvard Business Review, 89(4), 100.



7) Szivak, T. K., & Kraemer, W. ]J. (2015).
Physiological readiness and resilience: Pillars of
military preparedness. 7he Journal of Strength &
Conditioning Research, 29, S34-S39.

Example of Resilience Scale for Adults

The Resilience Scale for Adults (RSA) is a well-
established tool for assessing and evaluating
resilience, specifically in the adult population.
Developed in Norway, the RSA looks at six core
dimensions of resilience, perception of self, per-
ception of the future, social competence, family
cohesion, and social support.

Reference

Lee Kum Sheung Center for Health and Happiness.
(2022). Resilience scale for adults (RSA). Harvard T.H.
Chan School of Public Health. Retrieved from https://

www.hsph.harvard.edu/health-happiness/resilience-
scale-for-adults-rsa/

Description

This lesson will highlight the benefits and challenges
to assessing community resilience within both the
whole-of-government and whole-of-society perspec-
tives. A whole-of-government approach to assessing
community resilience would include considering the
role that a government plays or played in resilience
preparation for a disruption or the response that a gov-
ernment had during a disruption. The whole-of-society
approach focuses more on the communities and assess-
ment would centre on assessing the community. Some
assessments may focus on both an integrated whole-of-
government and whole-of-society response to adversity.

This lesson will also highlight the two considerations
that are important in creating community assessment
measures for resilience. One consideration focuses on
formative assessment techniques, which include con-
tinuous monitoring of the community for resilience
and providing feedback to guide development. The
other consideration includes summative measures,
which are measures of the interventions taken post
crisis to evaluate the overall resilience at a specific point
in time. Most of the time summative assessments are
implemented; however, formative measures can enable
leaders to be more prepared prior to disruptions by con-
tinuously monitoring a community’s resilience processes
and capabilities.

This lesson will also highlight the potential outcomes
that may be anticipated from assessing community resil-
ience. Outcomes from assessment of community resil-
ience may vary; thus, leaders must anticipate a variety of
potential results. One of the most important outcomes
may be a better understanding of how well a community
operates as a system in a crisis situation or how prepared
they are to operate in a crisis as a networked system.
This understanding can enable a leader to establish poli-
cies that enhance a community’s capacities to operate as
a networked system in times of crisis. Finally, this lesson
will highlight the role and responsibilities of leaders in
assessing community resilience. Leaders have an obliga-
tion to create plans and initiatives for assessing resilience
as it creates an understanding of how well prepared a
community is to face threats and challenges.
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Learning Objectives
Learners will be able to:

1) Explain the value of assessing community resilience
within various contexts (e.g., whole-of-government,
whole-of-society).

2) Describe the two broad categories for community
resilience assessment: “formative” and “summative.”

3) Examine the outcomes that may be relevant to con-
sider when assessing community resilience.

4) Explore the role of leaders in creating community
resilience assessment plans and initiatives.

Issues for Consideration in Designing the Lesson

1) Assessing community resilience may vary greatly
depending on whether a whole-of-government
or whole-of-society approach is taken. The lesson
may benefit from considering how using both
approaches would be valuable to assessing commu-
nity resilience.

2) If using a systems perspective to community resil-
ience, it can be difficult to assess it as that requires
an understanding of how the entire community is
connected and able to respond as a collective entity.
However, this approach provides the most robust
assessment.

Potential Questions

1) What assessment techniques have you observed to
assess community resilience?

2) How do you define the limits of a community in
order to assess that community (e.g., municipality,
networked groups)?

3) What is the leader’s role in establishing community
resilience assessment plans and measures?

4) How does a leader create buy-in to assess commu-
nity resilience?

Learning Methods/Assessment

1) The lesson can use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

2) Exercises where learners use various community
resilience assessment methods may be the most
beneficial for understanding this material.

Core Readings

1)

2)

3)

4)

5)

Asadzadeh, A., Kétter, T., Salehi, P, & Birkmann, J.
(2017). Operationalizing a concept: The systematic
review of composite indicator building for measuring
community disaster resilience. International Journal
of Disaster Risk Reduction, 25, 147-162. https://doi.
org/10.1016/}.ijdrr.2017.09.015

Chandra, A., Acosta, J., Howard, S., Uscher-
Pines, L., Williams, M., Yeung, D., Garnett, J.,
& Meredith, L. S. (2011). Building community
resilience to disasters: A way forward to enhance
national health security. Rand Health Quarterly,
1(1), 6. htps://www.rand.org/pubs/technical
reports/TR915.html

Nguyen, H. L., & Akerkar, R. (2020). Modelling,
measuring, and visualising community resilience:
A systematic review. Sustainability, 12(19), 7896.
https://doi.org/10.3390/su12197896

Sharifi, A. (2016). A critical review of selected
tools for assessing community resilience. Ecological
Indicators, 69, 629-647. https://doi.org/10.1016/].
ecolind.2016.05.023

Suleimany, M., Mokhtarzadeh, S., & Sharifi, A.

(2022). Community resilience to pandemics: An

assessment framework developed based on the
review of COVID-19 literature. International
Journal of Disaster Risk Reduction, 103248.
https://www.sciencedirect.com/science/article/pii/

S$2212420922004678

Example of New Zealand Resilience Index
The New Zealand Resilience Index (NZRI) is a

standardised benchmarking and monitoring of
disaster resilience at the sub-national level. It pro-
vides a standardised, quantitative measure to track
changes in the resilience of communities over time.
The NZRI includes resilience concepts across 7
capital frameworks (built (physically engineered
structures and systems), economic, environmental,
governance, cultural, social, and human), along
with 13 national resilience indicators, and regional
and local resilience data, that all contribute to the
resilience of New Zealand.


https://doi.org/10.1016/j.ijdrr.2017.09.015
https://doi.org/10.1016/j.ijdrr.2017.09.015
https://www.rand.org/pubs/technical_reports/TR915.html
https://www.rand.org/pubs/technical_reports/TR915.html
https://doi.org/10.3390/su12197896
https://doi.org/10.1016/j.ecolind.2016.05.023
https://doi.org/10.1016/j.ecolind.2016.05.023
https://www.sciencedirect.com/science/article/pii/S2212420922004678
https://www.sciencedirect.com/science/article/pii/S2212420922004678
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Resilient Organisations. (n.d.). Measure resilience: New
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Description

This lesson will highlight methods and challenges to
assessing organisational resilience. One of the first chal-
lenges that must be addressed prior to assessing organ-
isational resilience is that it is multilevel in nature. This
means that organisational resilience includes individ-
uals, teams, and perhaps additional levels of consider-
ation, such as departments and suppliers. However, this
does not mean that organisational resilience is the sum
of the resilience at lower levels of analysis; it is merely a
consideration in identifying assessment techniques.

This lesson will also focus on considering what aspects of
organisational resilience are to be assessed. This includes:
1) an assessment focused on capacities and capabilities
of the organisation; 2) an assessment focused on prac-
tices that are used in the organisation in preparation for
adversity or during adversity; 3) an assessment using a
cultural lens to understand if the culture of the organisa-
tion is adaptable and able to withstand challenges; 4) an
assessment focusing on organisational adaptability and
how well the organisation adapted in the face of chal-
lenge or is able to adapt to challenges. Another consid-
eration in assessing resilience is the process components
being assessed (e.g., monitoring, response, organisa-
tional learning, or anticipatory policies for adversity).

In understanding how to assess organisational resil-
ience, it is also important to include a discussion of
potential outcomes of the assessment. The outcomes
will depend on what aspects and process components
are in the assessment. Some potential outcomes could
include recognising deficiencies in the organisation and
the need to create better policies to withstand adversity.
Another potential outcome could be a better cultural
understanding of how adaptable the organisation is to
adversity, which could necessitate organisational culture
change initiatives to embed a resilience mindset into the
cultural values of the organisation. Finally, this lesson
highlights the roles and responsibility of leaders in
assessing the resilience of organisations, including how
a leader establishes plans and initiatives for assessing
organisational resilience.

Learning Objectives
Learners will be able to:

1) Recognise the multilevel nature of assessing organisa-
tional resilience.

2) Describe the indicators for assessing organisational
resilience.

3) Discuss methods to assess organisational resilience
by focusing on process components of resilience.

4) Examine the outcomes that may be relevant to con-
sider when assessing organisational resilience.

5) Explore the role of leaders in creating organisational
resilience assessment plans and initiatives.

Issues for Consideration in Designing the Lesson

1) The discussion of a leader’s role in assessing
organisational resilience is vitally important in
this discussion. A leader needs to understand the
key role they play in generating buy-in for organ-
isational resilience measures.

2) Assessing organisational resilience is multi-faceted
and will often include multiple techniques.

3) Assessing organisational resilience may include both
qualitative and quantitative approaches. It is impor-
tant to consider what the difference is between both
and how both can be beneficial to understanding
the resilience of an organisation.

Potential Questions

1) How does an organisation assess resilience over
time?

2) How do qualitative and quantitative measures of
organisational resilience vary? What are the benefits

and drawbacks to both?

3) What is a leader’s role in assessing organisational
resilience? How does a leader generate buy-in to
establish ongoing organisational resilience assess-
ments?

Learning Methods/Assessment

1) The lesson can use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

2) Case studies focused on the leader’s role in assessing
organisational resilience may be most beneficial for
understanding the concept.



Core Readings

1) Jovanovié, A., Klimek, P, Renn, O., Schneider,
R., Qien, K., Brown, ], & Chhantyal,
P (2020). Assessing resilience of healthcare
infrastructure exposed to COVID-19: Emerging
risks, resilience indicators, interdependencies and
international standards. Environment Systems and
Decisions, 40, 252-286. https://link.springer.com/
article/10.1007/s10669-020-09779-8

2) Patriarca, R., Di Gravio, G., Costantino, E,
Falegnami, A., & Bilotta, F. (2018). An analytic
framework to assess organisational resilience. Safezy
and Health at Work, 9(3), 265-276. https://doi.
0rg/10.1016/j.shaw.2017.10.005

3) Rahi, K. (2019). Indicators to assess organisational

resilience — a review of empirical literature.
International Journal of Disaster Resilience in the
Built  Environment, 10(2/3), 85-98. https://doi.
org/10.1108/IJDRBE-11-2018-0046/full/html

Rehak, D. (2020). Assessing and strengthening
organisational resilience in a critical infrastructure
system: Case study of the Slovak Republic. Safery
Science, 123, 104573. https://www.sciencedirect.
com/science/article/pii/S0925753519321848

5) Tasic, J., Amir, S., Tan, J., & Khader, M. (2020).
A multilevel framework to enhance organisational
resilience. Journal of Risk Research, 23(6), 713-738.
https://doi.org/10.1080/13669877.2019.1617340

4)

Example of Australia’s Resilience Health Check

Australias Department of Home Affairs offers
organisations an online Organisational Resilience
Health Check, which allows any organisation to
conduct a quick self-assessment to evaluate the
organisation’s resilience attributes and find ways to
improve its capabilities in resilience. The tool is an
example of the various indicator-based methods to
assess organisational resilience.

Reference

Australian  Government.  (n.d.).  Organisational
Resilience Health Check: Overview. Retrieved
from https://www.organisationalresilience.gov.au/

HealthCheck/overview

Description

Assessing the effectiveness of strategies, frameworks, and
measures is fundamental for sustainable development of
resilience. It is also one of the hardest aspects of devel-
oping resilience. Assessing national resilience can involve
qualitative and quantitative assessments of performance
against the existing national strategy or framework,
maturity and performance indices, or benchmarking
against other countries or commonly used frameworks,
such as NATO’s seven Baseline Requirements.

Learning Objectives
Learners will be able to:

1) Describe the relationships between various factors
that influence national resilience.

2) Understand the role of government agencies, stake-

holders, and communities in the assessment pro-

CEss.

3) Compare and contrast resilience assessment meth-
odologies employed in different countries and assess
their effectiveness in guiding policy and resource
allocation decisions.

4) Design a comprehensive national resilience assess-

ment framework tailored to the needs of a specific

country.
Issues for Consideration

1) There is no universally accepted framework or
methodology for assessing national resilience.
While existing frameworks can be used as an inspi-
ration, the assessment framework has to be nation-
ally tailored.

2) While quantitative methods have their uses in resil-
ience assessments, they are challenged by resilience
objectives that are typically qualitative in nature.

3) The involvement of diverse stakeholders is required
for integrating diverse views on resilience, making
it challenging to reach agreement on methods and
results.

Potential Questions in Designing the Lesson

1) What are the objectives of resilience assessments in
the context of national resilience?
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2)

3)

Which widely used frameworks and methodologies
can be used to construct a national resilience assess-
ment framework?

How do you account for the diversity of the required
stakeholders?

Learning Methods/Assessment

1)

2)

The lesson can use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

The lesson will also include opportunities for
learners to apply their learning through hands-on
activities.

Core Readings

1)

2)

3)

4)

5)

Argyroudis, S. A., Mitoulis, S. A., Hofer, L,
Zanini, M. A., Tubaldi, E., & Frangopol, D.
M. (2020). Resilience assessment framework
for critical infrastructure in a multi-hazard
environment: Case study on transport assets.
Science of the Total Environment, 714, 136854.
https://www.sciencedirect.com/science/article/pii/

S0048969720303648

Ferrario, E., & Zio, E. (2021). Resilience Assessment
and Importance Measure for Interdependent Critical

Infrastructures. Retrieved from https://re.public.
polimi.it/retrieve/6277efe9-7ael-4aac-a516-
37d9649fb801/Resilience%20Assessment%20
and%20Importance%20Measure%20for%20
Interdependent%20Ciritical%20Infrastructures.pdf
Fisher, D., Teo, Y. Y., & Nabarro, D. (2020).
Assessing national performance in response
to COVID-19. The Lancet, 396(10252), 653-
655.  htps://www.thelancet.com/article/S0140-
6736(20)31601-9/abstract

Kumar, N., Poonia, V., Gupta, B. B., & Goyal, M.
K. (2021). A novel framework for risk assessment

and resilience of critical infrastructure towards
climate change. Technological Forecasting and Social
Change, 165, 120532. https://www.sciencedirect.
com/science/article/pii/S0040162520313585

Mottahedi, A., Sereshki, E, Ataei, M., Qarahasanlou,
A.N., & Barabadi, A. (2021). Resilience estimation
of critical infrastructure systems: Application of

expert judgment. Reliability Engineering & System
Safery, 215, 107849. https://www.sciencedirect.
com/science/article/pii/S0951832021003689

6) Sun, W., Bocchini, P, & Davison, B. D. (2020).
Resilience metrics and measurement methods for
transportation infrastructure: The state of the art.
Sustainable and Resilient Infrastructure, 5(3), 168-
199. https://www.tandfonline.com/doi/abs/10.108
0/23789689.2018.1448663

Case of Nepal 2019

In 2019, the UK Government published a report
on Tools for Measurement of Resilience in Nepal.
The report aimed to identify tools and methods
for measuring Nepals resilience portfolio. While
specifically aimed at assisting Nepal in measuring
resilience, the report points out several challenges
with measuring resilience and provides a compre-
hensive review of the potential tools and methods
that could be utilised. This case study could be
used for asking the learners to assess the pros and
cons of applying different methodologies and
identifying methods and tools from the report that
could be useful for their own country’s efforts to
measure resilience.

Reference

UK Government. (2019). Resilience measurement
LitRev FINAL-updatedl ML June 2019. Retrieved
from https://assets.publishing.service.gov.uk/
media/5cff7c18e5274a3cc494e7bl/Resilience
measurement LitRev FINAL-updatedl ML

June 2019.pdf
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Description

Assessing multinational resilience is challenged by the
limited comparability of national strategies and frame-
works. Consequently, measuring multinational resil-
ience should be based on mutually agreed and shared
goals. Moreover, assessments should be conducted in a
manner that acknowledges and allows for national pri-
orities, frameworks, and approaches to resilience.

Learning Objectives
Learners will be able to:

1) Identify key data sources and stakeholders relevant
to multinational resilience assessments.

2) Describe the interdependencies and complexities of
factors influencing multinational resilience.

3) Evaluate the strengths and weaknesses of current
multinational resilience assessment strategies.

4) Formulate recommendations for improving the
accuracy, comprehensiveness, and inclusivity of
multinational resilience assessments.

5) Design an innovative and adaptable multinational
resilience assessment framework that addresses

emerging global challenges.
Issues for Consideration in Designing the Lesson

1) Most assessment frameworks for multinational
resilience are focused on disaster resilience. Con-
sider how these can be utilised as examples across
other areas of resilience.

2) In case of lack of available examples of multina-
tional frameworks, consider asking the learners to
select 2-3 national frameworks and suggest a frame-
work for assessing those based on the identified
similarities.

Potential Questions

1) Each nation has generally unique objectives and
priorities for resilience. How do you measure col-
lective resilience in a multinational context?

2) What are the possible other complexities that
should be considered?

3) What qualitative and quantitative methods are
available for measuring resilience in multinational

resilience? What are the primary sources and how
would you utilise the available data?

Learning Methods/Assessment

1) The lesson will use a variety of learning methodolo-
gies, including lectures, case studies, group discus-
sions, and simulations.

2) The lesson will also include opportunities for
learners to apply their learning through hands-on
activities.

Core Readings

1) Béné, C., Bakker, D., Chavarro, M. J., Even,
B., Melo, J., & Sonneveld, A. (2021). Global
assessment of the impacts of COVID-19 on food
security. Global Food Security, 31, 100575. https://
doi.org/10.1016/j.¢£5.2021.100575

2) Berrang-Ford, L., Siders, A. R., Lesnikowski, A.,
Fischer, A. P, Callaghan, M. W., Haddaway, N.
R., ... & Abu, T. Z. (2021). A systematic global

stocktake of evidence on human adaptation to

climate change. Nature Climate Change, 11(11),
989-1000.  https://doi.org/10.1038/s41558-021-
01170-y

3) Gasser, P, Suter, J., Cinelli M., Spada, M.,
Burgherr, P, Hirschberg, S., ... & Stojadinovi¢,

B. (2020). Comprehensive resilience assessment
of electricity supply security for 140 countries.
Ecological Indicators, 110, 105731. https://doi.
org/10.1016/j.ecolind.2019.105731

4) Jovanovi¢é, A., Klimek, P, Renn, O., Schneider, R.,
Qien, K., Brown, J., ... & Chhantyal, P (2020).
Assessing  resilience of healthcare infrastructure

exposed to COVID-19: emerging risks, resilience
indicators, interdependencies and international
standards. Environment Systems and Decisions, 40,
252-286.  https://doi.org/10.1007/s10669-020-
09779-8

5) OECD. (2018). Assessing Global Progress in the
Governance of Critical Risks, OECD Reviews of
Risk Management Policies. OECD Publishing.
https://doi.org/10.1787/9789264309272-en

6) Sharkov, G. (2020). Assessing the maturity of
national cybersecurity and resilience. Connections:
The Quarterly Journal, 19(4), 5-24. Retrieved from
hteps://it4sec.org/system/files/19.4.01 sharkov
cyber resilience maturity.pdf
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Case of UN Disaster Risk Reduction

The Sendai Framework Monitor is an online tool
that captures self-reported (by member states)
progress data against a set of 38 Sendai Framework
indicators towards the seven Sendai Framework
global targets. The indicators measure progress and
determine global trends in the reduction of risk
and losses.

The Sendai Framework is the successor instru-
ment to the Hyogo Framework for Action (HFA)
2005-2015: Building the Resilience of Nations
and Communities to Disasters. It is the outcome
of stakeholder consultations initiated in March
2012 and inter-governmental negotiations held
from July 2014 to March 2015, supported by the
UN Ofhce of Disaster Risk Reduction (UNDRR)
upon request of the UN General Assembly.

The Sendai Framework focuses on the adoption
of measures to address the three dimensions of
disaster risks (exposure to hazards, vulnerability
and capacity, and hazard characteristics) to prevent
the creation of new risks, reduce existing risks, and
increase resilience. The Sendai Framework outlines
seven global targets and four priorities to guide
and against which to assess progress.

Reference

United Nations Office for Disaster Risk Reduction.
(2015). What is the Sendai Framework for Disaster
Risk Reduction? Retrieved from https://www.undrr.
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