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What is NATO'’s Approach
to Counter Information Threats?

NATO's approach to Counter Information Threats was endorsed by the Ministers of
Defencein October 2024. The approach focuses oninformation threats. Information
threats are intentional, harmful, manipulative and coordinated activities
conducted by state and non-state actors, which can include but is not limited
to information manipulation and interference by foreign actors, information
operations, and disinformation. NATO’s approach to Counter Information Threats
is rooted in NATO’s commitment to upholding fundamental rights, including freedom
of speech. Focusing the work to counter information threats on manipulative behavior
instead of content further strengthens this principle. NATO counters information
threats with short, medium and long-term response options and pro-active measures.
These options ensure flexibility and ability to scale up or down, depending on the
threat, and support NATO's strategic communications objectives and priorities.
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NATO’s Response to Information threats
will span the following areas:

Understand

Through monitoring, analysis and assessment
of information from internal, Allied and external
sources, NATO provides tailored and timely
information threat assessment. This supportsthe
Alliance’s situational awareness of information
threats following the riskbased approach.

Prevent

Through early warning and alerting of relevant
stakeholders, NATO and Allies prevent
information threats from damaging NATO's
credibility and/or undermining their objectives.
Responses include, but are not limited to:
proactive communication; raising awareness;
building societal resilience and information
integrity; building and maintaining expert
networks with relevant stakeholders.

Contain & Mitigate
NATO andAllies containaninformationincident
@ or campaign and mitigate its effectiveness,
Dy through coordinated public statements,
corrections, debunking, countering hostile

narratives, public attribution, and other
measures.

Recover
g\ Through an assessment of the vulnerabilities
(\i@; exploited by malign actors, NATO and Allies
are encouraged to determine alternative

responses to prevent, contain or mitigate
future incidents.

Why does it matter?

NATO continues to face growing hybrid threats and challenges
from state and non-state actors. Strategic competitors test our
resilience and seekto exploitthe openness, interconnectedness
and digitalisation of our nations.

Malign actors routinely conduct hostile information operations
against NATO, Allies and NATO partners. They develop new
tactics, techniques and procedures (TTPs) to manipulate
information and public opinion. Information threats are not a
new danger to the Alliance, but new challenges, including rapidly
emerging technologies such as artificial intelligence, and the
scale and sophistication of TTPs have reached unprecedented
levels.

NATO approach to counter information threats helps to
further strengthen the Alliance’s, Allies’ and partners’ ability
to understand, prevent, contain and mitigate and recover
from information threats.

How does it work?

Incorporating the right methodology in NATO's Approach
ensures cooperation across the Alliance as well as supports
efforts in relevant stakeholder networks. Ultimately this
makes insights more comprehensive, agile and actionable.

ABCDE

Monitoring, analysis and assessment of information
threats requires a holistic approach, which includes an
understanding of the actor, behaviour, content, degree
and effect.

Compatability

NATO and Allies will continue to cooperate with each
other, and with all relevant stakeholders to establish
a common analytical approach. This will enable faster
integration of insights to strengthen a comprehensive
picture of the current information threats.

Interoperability

A shared standard for structured threat information
exchange ensures better interoperability across the
Alliance and with relevant stakeholders beyond the
NATO Enterprise in accordance with the relevant NATO
policies and procedures.

NATO'’s Rapid Response Group

As part of NATO's new approach to counter information
threats, the NATO Rapid Response Group (NRRG) was set
up. This group is a collective response mechanism that
includes NATO and Allied experts who can detect, flag
and respond to information threats. The NRRG increases
NATO's common situational awareness of information threats
and encourages all members to share best practices and
lessons identified for increased information integrity.
The NRRG compliments other existing collective response
mechanisms, including the G7 Rapid Response Mechanisms
(RRM), the EU Rapid Alert System (RAS) and other similar
networks.
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