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SPECIAL REPORT BY THE INTERNATIONAL BOARD OF AUDITORS
ON THE NEED TO REFORM GOVERNANCE OF THE
NATO SECURITY INVESTMENT PROGRAMME

Note by the Deputy Secretary General

1. | attach an International Board of Auditors for NATO (IBAN) Special Report to
Council on the Need to Reform NATO Security Investment Programme (NSIP)
Governance. The report has been reviewed by the Resource Policy and Planning Board
(RPPB), which has provided its own report with conclusions and recommendations to the
Council.

2. The IBAN report highlights governance shortfalls that hinder effective and timely
implementation and completion of NSIP projects. The RPPB confirms the urgent need for
improvement and recommends a solid package of measures as an important step towards
ensuring delivery of common-funded capabilities within approved cost, scope and
schedule.

3. The Council is scheduled to discuss the issue of improving capability delivery at its
meeting on 10 June 2015. This report, and a closely related one by the RPPB and the
Military Committee addressing the Wales Summit tasking to present initial
recommendations to improve the delivery of common-funded capabilities, will serve as a
basis for the discussion.

4, I do not intend to seek Council approval of this report during the Council meeting
itself. Instead, and unless | hear to the contrary by 18.00 hours on Thursday, 11 June
2015, | will assume that Council has noted the IBAN report IBA-AR(2014)35 and agreed
the recommendations contained in the RPPB report.

(Signed) Alexander Vershbow

3 Annexes
Original: English
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IBAN SPECIAL REPORT TO COUNCIL ON THE NEED
TO REFORM NATO SECURITY INVESTMENT PROGRAMME GOVERNANCE
REPORT BY THE RESOURCE POLICY AND PLANNING BOARD

References: (a) IBA-A(2015)60 & IBA-AR(2014)35
(b)  AC/4-D(2015)0003-FINAL
(c)  AC/335-N(2015)0016-REV6
(d)  AC/335-N(2015)0013-REV6
(e) PO(2015)0052
() C-M(2014)0052

INTRODUCTION

1. The present report by the Resource Policy and Planning Board (RPPB) contains
the RPPB’s assessment and recommendations concerning the International Board of
Auditors for NATO (IBAN) Special Report to Council on the Need to Reform NATO
Security Investment Programme (NSIP) Governance (reference (a)).

2. The report takes full account of the review of the IBAN report provided by the
Investment Committee (IC) (reference (b)).

AIM

3. The aim of this report is to provide the Board’s position on the IBAN observations
taking into account the ongoing work in the Resource Committees to improve NSIP
governance and delivery of common-funded capabilities. The underlying intent of these
resource reforms is to ensure effective capability delivery within approved cost, scope and
schedule to meet the military requirements of the Alliance.

BACKGROUND

4, Since 1951 the NSIP has delivered Alliance common-funded capabilities through
the Cold War, crisis and operations. Over the past 64 years 33 billion Euro in common
funds have been spent to support NATO’s integrated command structure, NATO
operations, deployable capabilities and deploying NATO forces. NSIP remains an
important and visible sign of Alliance solidarity and should continue to be used as an
effective enabler to deliver Alliance capabilities.

5. Given the tempo of activity and the significant scale of NSIP investments in support
of operations over the past 10 years, the more traditional elements of the NSIP have
experienced problems in terms of delays with capability delivery. These problems are not
unique to NATO and not unusual for a multi-billion investment programme with complex
capability programmes, subject to changes in military requirements, and multi-year
implementation timelines. Tackling these problems to ensure effective and efficient
capability delivery has been the subject of NATO resource reform efforts over many years.
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6. The IBAN report comes at a time when NATO is working on different strands of
work to improve the management, accountability and transparency of NATO common
funding including in response to the Wales Summit tasking on Improving the Delivery of
Common-funded Capabilities (reference (c)), development of a final Customer Funding
Regulatory Framework for the NATO C&l Agency (reference (d)) and implementation of
the recommendations to improve transparency and accountability agreed by Council at
reference (e).

7. The common theme in the IBAN report and the Board’s parallel work is the lack of
accountability and enforcement throughout the capability delivery process which has
hindered the delivery of common-funded capabilities within agreed costs, scope and
schedule. The overall capability delivery process involves different stakeholders and
includes the requirements setting and development process under responsibility of the
Strategic Commands; the approval processes under the responsibility of the Council, the
RPPB, the Military Committee, and the IC with the support of the NATO Office of
Resources (NOR); the implementation process under responsibility of Host Nations
(nations and NATO Agencies), monitored and governed by the IC, again with the support
of the NOR; and the in-service phase which is under responsibility of the military user. The
IBAN report only addresses the NSIP implementation process.

IBAN REPORT SUMMARY

8. The IBAN report assesses how far NSIP governance enables NATO oversight
bodies to monitor projects well and in good time, and NATO implementation bodies to
complete them within agreed costs, scope and schedule. It addresses projects that are still
under implementation and projects that are physically complete but still require technical
and/or financial close-out.

9. The IBAN findings and conclusions are supported by the assessment of 156
selected NSIP projects in 2013 and 2014 - out of a total of 3,000 NSIP projects - and a
specific IBAN review of 21 NSIP projects. The IBAN observed, inter alia, that in 2014, two-
thirds of the 156 projects planned for authorisation did not meet their milestones and 90%
of the final authorisations did not happen as planned; that from 2010 to 2014, annual NSIP
spending has been about 19% lower than adjusted contribution ceilings and forecasts; and
that for the reviewed 21 projects, latest cost estimates show that actual costs will be about
one-third higher than initially programmed, primarily driven by additional scope. The IBAN
also reviewed NSIP policies and procedures and the work of NATO oversight and
implementation bodies in relation to the policies.

10. The IBAN report highlights governance shortfalls that hinder effective and timely
implementation and completion of NSIP projects needed to deliver required capabilities
within approved cost, scope and schedule. The IBAN recognises policy changes and
improvements to remedy shortcomings in NSIP implementation and management
oversight, but concludes that progress to date has been insufficient to produce significant
improvements in performance. The IBAN report also points out where stakeholders in the
NSIP implementation process — the IC, Host Nations, the NOR and the Strategic
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Commands — have failed to adhere to existing procedures and need to step up
performance to improve overall NSIP accountability and control.

11. The IBAN report makes the following key points:

- NSIP stakeholders struggle to implement or effectively oversee implementation of
projects needed to deliver required capabilities within approved cost, scope, and
schedule.

- While some improvements from recent policy changes are evident, fundamental
challenges in accountability and enforcement remain and show urgent need for further
action.

- Existing NSIP governance principles may not be fit for the purpose to ensure effective
and efficient capability delivery.

- Given the challenges in other steps of the capability delivery process, improving
project implementation alone will not provide capabilities on time.

12. The IBAN makes recommendations to improve NSIP project implementation in the
short and longer term. The six short-term recommendations address improvements within
the existing NSIP governance structure and essentially focus on improving IC decision-
making during the authorisation process to ensure that projects presented for authorisation
reflect accurate and realistic assessments on cost, scope and schedule estimates. The
five longer-term recommendations aim at a reform of NSIP governance to improve
accountability, control and enforcement to ensure the long-term viability of the NSIP, and
include commissioning of an examination by external subject-matter experts, drawn from
national administrations.

13. The IBAN recommends that these experts provide recommendations to the Council,
by addressing, at a minimum, changing NSIP principles as necessary; developing a
governance model that enables more effective direction and enforcement; creating
effective incentives, with particular emphasis on the NATO Agencies, to encourage Host
Nation adherence to agreed timelines and commitments; and making the organisational
changes in NATO bodies involved in capability delivery as necessary.

14. The Director, NOR, and the Chiefs of Staff for Allied Command Operations and
Allied Command Transformation provided comments which are included in the IBAN
report. These comments demonstrate no fundamental differences in opinion regarding
many of the main problems and the need to improve.

DISCUSSION AND ASSESSMENT

15. The shortcomings highlighted in the IBAN report are well known within NATO, and
the issues raised have been addressed extensively over the past several years through a
number of resource reform initiatives. The Board is reassured that the IBAN report has not
identified any major new problems but is dissatisfied with the persistent problems and
difficulties in both NSIP implementation and NSIP oversight. The Board accepts the IBAN
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report, concurs with most of the observations and confirms the urgent need for further
improvement measures.

Reforms have not yet led to measurable improvements in capability delivery

16. The IBAN report argues that despite the resource reform efforts the fundamental
problems that surround NSIP project delivery remain unchanged. NSIP projects continue
to be implemented with substantial delays and at higher costs. The IBAN states that Host
Nations struggle to give accurate and feasible estimates of cost, scope and schedule; that
the NOR has not screened project schedules to ensure that these are realistic; that the
Strategic Commands reporting on the impact of project delays is incomplete, and that the
IC has been unable to effectively control project schedules, cost and scope estimates.

17. The Board notes that previous reform initiatives had high expectations to address
the recurring problems but failed so far to deliver tangible results. The Board is
disappointed that circumstances did not yet allow the IC to undertake a more focused
hands-on implementation management to achieve more effective delivery of NSIP
projects.

18. The IBAN audit was conducted at a time - March through November 2014 - when
the changed NSIP policy framework was largely in place but without the means to fully
implement it and the full determination of the different NSIP stakeholders to adhere to it.
This was partly due to the then limited functionalities of the former NSIP database and the
limited availability of implementation milestone data up to the end of 2014. For the first
time, with the introduction of the new Common-funded Integrated Resources Information
System (CIRIS), conditions now exist for the IC to exercise implementation management
and oversight for all projects.

Concrete additional reform measures initiated

19. The RPPB appreciates the comprehensive report by the IC (reference (b) refers)
in response to the IBAN findings and welcomes the NSIP Management Action Plan with its
concrete immediate measures to improve implementation management, oversight and
control by the IC, both at individual project and Capability Package level. The Board tasks
the IC to fully implement the NSIP Management Action Plan and make the Board aware of
any difficulties that could hamper its implementation.

20. The Board underscores the need for urgent implementation of all measures to
strengthen IC management oversight, increase Host Nation accountability and enforce
stronger scope and schedule control. The Board invites the IC to fully exercise its
management authority when agreeing to the Capability Package Implementation Plans to
establish the baseline implementation schedule for the individual projects; when
authorising individual NSIP projects submitted by Host Nations and based on technical,
scope, policy, eligibility, risk and lifecycle cost assessments from the NOR; when
accepting the technical inspection reports and as part of the effective monitoring and
review of on-time Host Nation submissions of advance planning funds and cost estimates,
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on time contract awards and project completions by Host Nations, and of timely technical
and financial verification and validation of NSIP projects.

21. The Board believes that the NOR needs to systematically review and assess the
risk and implementation schedules of all project submissions from Host Nations as part of
a cost and risk management framework and to improve assurance to the IC that schedule
and scope risks are adequately controlled. The Board also believes that the Strategic
Commands need to be actively involved at all process steps to confirm that proposed
solutions meet military requirements and that operational impacts from project delays are
known and fully made part of IC decision-making.

22. The above project-level measures in the IC need to be complemented by
systematic reviews at Capability Package level to improve management of the NSIP, to
assess project interdependencies and to identify the impact of changes in individual
project schedules on the overall capability. This will be done, inter alia, through the
refocusing of the Capability Package Implementation Plans to obtain clear commitments
from Host Nations to implement NSIP projects in accordance with agreed targets (scope,
cost, timelines and acceptance criteria), and to formalise the responsibility of Host Nations
to seek IC authorisation regarding scope, cost and schedule changes and the need for
clear impact statements by the Strategic Commands on the operational impact of these
changes.

23. The Board also stresses the need for preparation of annual Capability Status
Reports for Capability Packages, as a comprehensive management tool for the IC to
review and monitor Host Nation® implementation timelines and expected completion dates
set at the time of the Capability Package approval, to address risks and possible
implementation delays and to direct mitigation measures, where required. As a further
integral part of NSIP implementation management, the Board also welcomes the IC
qguarterly review of the project portfolio planning of the two NATO Agencies and the
enhanced Performance Measurement Framework, put in place by the IC in early 2015,
aiming at measuring progress in key areas over time through a distinct set of key
performance indicators, distinguishing performance amongst Agencies and territorial Host
Nations, based on intermediate and overall targets.

24. The IC also addressed other shortcomings related to NSIP implementation, not
covered in the IBAN report, but which are considered relevant and related to the overall
goal of improving the delivery of required capabilities. These include general comments on
unrealistic implementation timelines set outside the control of the IC; the role of the NATO
Agencies in NSIP implementation and possible alternate hostnationship for implementation
of simple communication and information systems projects; possible weaknesses in
capability delivery outside the implementation process; and the need for more and more
continuity in manpower resources — in particular the need for sufficient support from NOR
which is considered critical for implementation of the improvement measures.

! With reference (d), the IC has been invited to assess the performance as regards cost, schedule and scope
of the NATO C&I Agency in particular.
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25. The Board is aware that the NSIP Management Action Plan measures will not un-
do already incurred project delays and cost increases but expects that the IC monitoring
and management efforts will bring these systematically into the open so as to obtain
justifications and to bring projects back on track. Where project planning efforts are yet to
start and authorisations to be granted, the RPPB calls on all NSIP stakeholders to make
full use of the improvement measures to ensure realistic project planning and commitment
to agreed milestones, scope and cost. Overall, the Board expects to see credible results
from the reform measures by no later than mid-2016.

26. In principle, the actions put in place by the IC should improve accountability,
oversight, control and enforcement by the 28 Nations of NSIP projects. However, given the
failure of previous NSIP reform efforts, the Board remains to be fully convinced whether
these latest measures will produce the tangible improvements in NSIP performance and in
overall capability delivery that Heads of States and Government have mandated at the
Wales Summit.

27. The Board will keep implementation of the additional reform measures under close
supervision and will play an active role in monitoring that these measures lead to the
expected results. It tasks the IC to present periodic progress reports for the Board’s review
at its biannual plenary meetings, starting with the first stock-taking at the Board’s
December 2015 meeting. The Board also believes that the Council should underscore the
need to implement, and closely monitor, all measures to improve efficiency and
effectiveness in delivering common-funded capabilities and to better hold NSIP
stakeholders accountable to meet their commitments. This is also in line with one of the
IBAN short-term recommendations.

IC improvement measures not to be seen in isolation

28. The Board recognises that the IC’s efforts cannot be seen in isolation from the
recommendations that are currently being developed in response to the Wales Summit
taskings. These address, inter alia, the need to define responsibilities and clear
accountability structures throughout the entire capability delivery process; the need for risk
management plans and clear project implementation milestones as early as of the initial
project planning documentation stage; and the need to obtain early Host Nation
commitment to implement projects in accordance with agreed targets.

29. Work on the final Customer Funding Regulatory Framework seeks to streamline
responsibilities in the governance structure of NATO C&I Agency and to establish specific
mechanisms to validate and ensure effective and efficient service provision by the Agency,
given its privileged position in delivering communication and information system
capabilities to NATO.

30. Given their different nature, the parallel strands of work will result in distinct, yet
interrelated, recommendations to Council for improvement measures. They represent
mutually reinforcing building blocks to improve accountability and effectiveness in
capability delivery. Collectively, they represent a solid package of reform measures and
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address the shortcomings and the short-term recommendations identified in the IBAN
report. A comprehensive overview of the reform measures from the different initiatives is
provided at Appendix 1. The Board will provide progress updates to Council as part of its
future reports on implementation of the recommendations to improve delivery of common-
funded capabilities.

31. The Board also underlines the need to guard against complacency. NSIP policies
and procedures need to be kept under constant review to ensure that they provide an
optimum structural framework to support effective and efficient delivery of required
capabilities.

Timely close-out of completed projects is a must

32. The continued slow close-out of NSIP projects is unacceptable to the Board.
Insufficient progress has been made towards the timely close-out of completed projects
with too little emphasis put by Host Nations to submit their requests for technical and
financial verification and validation, and the NOR has been unable to fully keep up with the
timely processing of the technical inspection requests within available resources.

33. The Board recalls the Council tasking to fully close-out by mid-2016 projects that
were physically complete by mid-2014 (reference (f) refers) and reiterates the demand on
Host Nations to adhere to agreed milestones for requesting the technical and financial
close-out of NSIP projects. The IC will be answerable for the management of the timely
close-out of completed NSIP projects in line with existing NSIP procedures and Council
decisions and will keep the Board informed of progress.

34. The Board calls on the IC to keep these milestones under close supervision and
requests an IC assessment by October 2015 of a range of possible measures to enforce
better Host Nation compliance, also by taking into account the proposals at reference (c)
and the RPPB’s decisions as part of its recent endorsement of a new Capability Package?.
The Board also welcomes the future preparation of annual reports on completed NSIP
projects and looks forward to receiving the results of the assessment work on developing
an NSIP asset database as important steps to further improve transparency and
accountability on the use of NATO common funds.

Enforcing accountability and governance as overarching themes

35. The IBAN highlights the lack of accountability and the fragmented governance
structure as fundamental problems affecting the NSIP. The lack of clear accountability
structures and the need to identify the responsible and accountable entities are also seen
as the most important issues which are being addressed as part of the work in response to
the Wales Summit tasking on Improving Capability Delivery. This is why definition of the

2 Capability Package 9A0101 — Wireless Communication Transmission Services (other than SATCOM)
(AC/335-N(2015)0005-REV3 refers.
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accountability structure throughout the entire capability delivery process is being proposed
as one of the urgent areas for improvement.

36. Recognising that the capability-based approach and the principles of clear
separation of planning, programming, budgeting and implementation functions are sound,
the Board also considers that recommendations from past review and reform efforts still
have not been fully implemented and enforced. Greater focus is therefore needed on
recommending concrete measures that improve the delivery of common-funded
capabilities and that can be implemented rapidly. The Board also considers that nations
should put the interests of the Alliance ahead of national or industrial interests when
agreeing to NSIP projects to achieve more effective capability delivery.

37.  Streamlining the governance and improving accountability of the NATO C&Il Agency
in particular are also key elements of the Board’s considerations in the context of defining
a Customer Funding Regulatory Framework for the NATO C&I Agency aiming at achieving
effective and efficient provision of communications and information technology capabilities.
In this regard, the Agency’s performance regarding their responsibilities for capability
delivery must be measured, the Agency must be held accountable for individual project-,
and its overall capability-, delivery results, and the RPPB must be appraised of the
outcome of this improved accountability.

38. Improved performance of the NATO C&l Agency will also have a direct and
significant impact on NSIP performance given the number of complex software projects
under its implementation. In addition, the Board will consider proposals for an integrated
process to merge the provision of information technology capabilities services and asset
renewal, and a future review of the Regulatory Framework which could identify further
measures to improve accountability and capability delivery by the Agency.

Addressing specific IBAN observations
Monitoring of Key Identified Capabilities

39. The review of the common-funded elements of a selected number of key capability
programmes is a key element of the Board’s resource management activities to maintain
awareness and supervise the implementation of Alliance priority programmes. The Board
agrees with IBAN that this work needs to be fully informed by and aligned with the IC’s
activities in these areas. This is why since 2015 these reports include, in addition to the
operational impact statements by the Strategic Commands, an assessment from the IC to
highlight particular issues with regard to the implementation of related NSIP projects and
the actions put in place to ensure timely delivery of common-funded capabilities.

Enhanced Reporting to and Involvement of Council
40.  As part of the efforts to improve financial transparency and accountability (reference

(e) refers), it has already been agreed that Council should hold more regular, dedicated
discussions on forward looking strategic resource issues. Council has an important role to
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play in strengthening accountability and corporate governance within NATO. This includes
holding responsible stakeholders to account. While Council is the supreme decision
making body, enhanced accountability and clearer lines of responsibility needs to be
strengthened at all levels.

Weaknesses in other processes of capability delivery

41. The IBAN report concludes that improvements in just the NSIP implementation
process will be not be enough to achieve overall improvement in capability delivery. This
has also been recognised as part of the Wales Summit tasking on Improving Capability
Delivery which asks for improvements across the whole spectrum of the capability delivery
process, and recommendations are being developed to that effect.

42.  Similar to the way the present IBAN findings and recommendations on the NSIP
implementation process has informed the Board’s overall work on improving common-
funded capability delivery, the Board considers that an IBAN performance audit on the
requirements setting and capability development phase in particular could complement
future analysis work in this area.

IBAN longer-term recommendations to reform the NSIP

43. Nations are unanimous in their views that the NSIP has been underperforming for
too long and mandate more effective capability delivery within approved cost, scope and
schedule. They fully agree with the IBAN that further reform efforts are needed and
confirm that the recommended improvement measures from the different strands of work
need to demonstrate tangible improvements in NSIP performance to confirm that the
programme, with its governance model and principles, is fit for purpose to deliver Alliance
capabilities where needed and when needed. The tangible improvements must be credible
and measurable, against an agreed baseline and clear performance targets to be
presented to the Board by the IC by end of October 2015.

44.  Several nations support the IBAN longer-term recommendations, as detailed in
paragraph 13, to commission a group of external subject-matter experts — with diverging
views whether this expert advice should be called from national administrations, an outside
consultancy company or provided by a NATO HQ Tiger Team - to develop proposals to
reform NSIP governance and principles as a very useful initiative which could build on and
complement the ongoing improvement measures in the Resource Committees to address
the shortcomings in the NSIP implementation process and ensure the long-term viability of
the programme.

45.  Other nations do not see the need to convene a group of external subject-matter
experts at this stage, believing that the NSIP governance structures and processes are
sound and that the mandated improvement measures will enable improved accountability,
control and enforcement in delivering common-funded capabilities. These nations are
willing to accept that time is needed for all measures — existing and new - to come into full
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effect and stand ready to reconsider decision on whether to call on a group of experts on
the basis of a future assessment of the achievements.

RPPB CONCLUSIONS

46. The RPPB welcomes the IBAN Special Report to Council on the Need to Reform
NSIP Governance. This report highlights numerous shortcomings in NSIP management
and establishes a foundation for further improvement measures.

47. It is important not to look at the IBAN report in isolation. The IBAN report arrives at
a defining moment in NATO resource reform, where mounting concerns about capability
delivery, accountability and governance have coalesced into concrete initiatives with clear
deliverables. These initiatives identify additional improvements in the delivery of common-
funded capabilities, as mandated by the Council and endorsed by Heads of States and
Governments at the Wales Summit; aim at achieving effective and efficient provision of
communications and information technology capabilities; and implement the Council-
agreed recommendations to improve overall transparency and accountability within NATO.

48. The specific actions put in place in response to the IBAN observations on the
NSIP implementation process represent one set of improvement measures which is fully
coherent and integrated with the parallel initiatives in the Board. Collectively, these
measures address the shortcomings and short-term recommendations in the IBAN report
and put in place a solid package of additional improvement measures to ensure delivery of
common-funded capabilities within approved cost, scope and schedule. Credible
achievements are expected by no later than mid-2016 and will be measured against clear
performance targets.

49. Many of these improvement measures are being implemented with immediate
effect; others require some time or further analysis before they will come into full force.
The measures seek improvements across the capability delivery process. More
specifically, they define implementation milestones as early as of the Capability Package
planning stage; seek clear Host Nation commitment to agreed implementation targets,
more comprehensive assessments by the NOR as to possible risks for scope and
schedule changes, increased military involvement at all stages of the implementation
process; and underscore the importance of a comprehensive monitoring, evaluation and
control mechanism in the IC to improve NSIP management.

50. The RPPB will play an active monitoring role to ensure that the additional
improvement measures produce the expected results. It has tasked the IC to present
periodic progress reports for the Board’s review at its biannual plenary meetings, starting
with the first stock-taking at the Board’s December 2015 meeting. The Board also believes
that the Council needs to be kept fully abreast of the progress made in this area and will
do so as part of its future reports in response to the Wales Summit tasking, starting with a
first stock-taking in time for the October 2015 Defence Ministerial meeting.

NATO UNCLASSIFIED
1-10



NATO UNCLASSIFIED

ANNEX 1
C-M(2015)0043

51. The Board has examined the IBAN longer-term recommendation to convene a
group of external subject-matter experts that could make proposals to reform NSIP
governance and principles to improve accountability, control and enforcement. The Board
saw merit in this recommendation but there was no agreement on convening such a group
at this stage. Recognising that specifically the new measures needed time to produce
expected results, the Board agreed to come back to this issue and make a
recommendation to Council on this matter by no later than the October Defence Ministerial
meeting in 2016.

52. The RPPB concludes that the IBAN Special Report to Council and its own report
do not contain information which, according to the NATO Policy on Public Disclosure of
NATO Information, should be withheld from public disclosure, and therefore, in line with
the agreed policy in PO(2015)0052, the subject IBAN report should be publicly disclosed.

RPPB RECOMMENDATIONS
53. The Resource Policy and Planning Board recommends that Council:
53.1 note the IBAN report IBA-AR(2014)35 along with the present report;

53.2 note that the Board’s position on the IBAN observations is fully coherent and
integrated with parallel work in the Resource Committees to improve NSIP governance
and delivery of common-funded capabilities as part of NATO resource reform;

53.3 note that the improvement measures from the parallel works strands address the
shortcomings in the NSIP implementation process highlighted in the IBAN report and
present a solid package of improvement measures that represent an important step
towards ensuring delivery of common-funded capabilities within approved cost, scope and
schedule;

53.4 endorse the conclusions of the Board as outlined in paragraphs 46 through 52 and
endorse the improvement measures presented at Appendix 1;

53.5 task the Board to keep implementation of the improvement measures under close
supervision and to provide periodic progress updates to the Council as part of the future
reports on implementation of the recommendations to Improve Delivery of Common-
funded Capabilities in response to the Wales Summit tasking, with a first progress report to
be presented in time for the October 2015 Defence Ministerial meeting;

53.6 invite the IBAN to consider providing a performance audit report on the process for
setting requirements and developing Capability Packages by the end of 2015 to be used
by the RPPB to develop further recommendations to improve the delivery of common-
funded capabilities in time for the first 2016 Defence Ministerial meeting;

53.7 note that the IBAN report IBA-AR(2014)35 and this report, in line with the agreed
policy in PO(2015)0052, should be publicly disclosed.
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accountability, enforcement
structures and processes.

policies and procedures contribute to NCIA
efficiency and effectiveness and to avoid
overlap and duplication. Ensure NCIA
accountability for its capability delivery
responsibilities.

Customer
Funding
Regulatory
Framework.

IBAN observation/ Recommended/Existing Presented
Iltem IBAN recommendation® Measure with Action Entity® Timelines
General
1 Weak and fragmented | Define accountability structure over the | RPPB/NMA DNOR, in close | End of October 2015
accountability, enforcement | entire capability delivery process (covering | work on Wales | coordination
structures and processes. the identification, definition, development, | Summit tasking. | with other
NSIP governance hinders | and submission of capability requirements, stakeholders
the effective and timely | Host Nation contracting and implementation;
completion of projects. financial management; acceptance; auditing;
Existing governance | and operation and maintenance) and across
structure may not be fit for | all responsible entities (including accountable
purpose. positions/individuals).
2 Weak and fragmented | Define governance structure to ensure that | RPPB work on | RPPB, End July 2015

supported by
NOR

® These are: the work in the RPPB and by the NATO Military Authorities (NMA) on Improving Delivery of Common-funded Capabilities in response to the
Wales Summit tasking (AC/335-N(2015)0016-REV6); on defining a final Customer Funding Regulatory Framework for the NATO C&I Agency (NCIA) (AC/335-

N(2015)0013-REV6); the IC report and its NSIP Management Action Plan in response to the IBAN report (AC/4-D(2015)0003-FINAL).

* with focus on the key observations as reflected in the Summary Note for the Council and the IBAN conclusions and the short-term recommendations (IBA-
AR(2014)35 refers).
® Where actions are derived from the RPPB/NMA work on the Wales Summit tasking, responsible and accountable persons/functions have been identified as
part of document (AC/335-N(2015)0016-REV6).
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interests when agreeing to NSIP projects to
achieve more effective capability delivery.

report on NSIP
audit.
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IBAN observation/ Recommended/Existing Presented
Iltem IBAN recommendation® Measure with Action Entity® Timelines
3 Resource and military | Review of the IC Implementation | Resource IC, supported by | Second half of 2015
communities to synchronise | Management Procedure. Committees’ NOR
implementation guidance. report on NSIP
IBAN short-term audit.
recommendation
(paragraph 5.7 (1) refers).
4 Results of published NATO | Audit of requirements setting and | Resource IBAN Second half of 2015
studies strongly suggest | Capability Package development phase | Committees’ (to be confirmed)
that NATO stakeholders | proposed. report on NSIP
experience equal, if not audit.
greater, challenges during
other steps of the capability
development process.
5 Performance Measurement Framework with | Resource IC, supported by | Quarterly; annually;
Key Performance Indicators distinguishing | Committees’ NOR ongoing
performance amongst Agencies and territorial | report on NSIP
Host Nations, and including intermediate and | audit.
overall targets.
6 Nations should put the interests of the | Resource RPPB; IC Immediate
Alliance ahead of national or industrial | Committees’
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needed to deliver required
capabilities within approved
cost, scope and schedule.
Project planning
documentation is
incomplete.

estimates and risk management as part of a
risk management framework; obtain clear
commitments from HNs to implement in
accordance with agreed targets (scope, cost,
timelines, acceptance criteria); formalise the
responsibility of HNs to seek IC authorisation
regarding scope, cost and schedule changes;
need for clear impact statements by the
Strategic Commands on the operational
impact of these changes; obtain confirmation
from SC that the implementation plan meets
military requirements; use review process to
review and control the requirements baseline
at every major milestone.

Resource
Committees’
report on NSIP
audit.

APPENDIX 1
ANNEX 1
C-M(2015)0043
IBAN observation/ Recommended/Existing Presented
Iltem IBAN recommendation® Measure with Action Entity® Timelines
Capability Planning Phase
7 Project planning | Improve the Joint Staff Screening Reports | RPPB/NMA NOR, in close | End of August 2015
documentation is | for Capability Packages to include, inter alia, | work on Wales | coordination
incomplete. a risk management plan, clear | Summit tasking. | with ACT and
implementation milestones, reporting IMS Logistics &
requirements and clearly assigned Resources
responsibilities for achieving the military Division
capability.
8 NSIP stakeholders struggle | Re-focus Capability Package | RPPB/NMA NOR End of August 2015
to implement or oversee | Implementation Plans to achieve realistic | work on Wales
implementation of projects | planning, timelines, deliverables, cost | Summit tasking.
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APPENDIX 1
ANNEX 1
C-M(2015)0043
IBAN observation/ Recommended/Existing Presented
Iltem IBAN recommendation® Measure with Action Entity® Timelines
Capability Implementation Phase
9 Host Nations struggle to | Produce annual Capability Status Reports | RPPB/NMA NOR, in | Ongoing
give accurate and feasible | of Capability Packages (including Host Nation | work on Wales | coordination
estimates of cost, scope | project implementation status and | Summit tasking. | with  Strategic
and schedule. Resource | assessment where latest cost estimates | Resource Commands and
community still does not | exceed project cost as agreed at the | committees’ Host Nations
give, collect, assess and act | Package Implementation Plan) to monitor | report on NSIP
on implementation data well | implementation timelines and, in particular, | gydit.
enough. project completion dates set at the time of the
SCs have not effectively | Capability Package approval, to address risks
reported on the impact of | anhd possible implementation delays, with
project delays. recommended mitigation actions as required.
10 NSIP stakeholders struggle | Monitoring and evaluation of NSIP project | Resource IC, with support | Started in 2015 on a
to implement or oversee | implementation for all NSIP projects (on-time | Committees’ from NOR, in | monthly and quarterly

implementation of projects
needed to deliver required
capabilities within approved
cost, scope and schedule.®

submission of requests, contract award,
project completions); where required, with
recommended mitigation actions for IC
direction.

Review of project portfolio planning of the two
NATO Agencies.

report on NSIP
audit.

Resource
Committees’
report on NSIP
audit.

coordination
with  SCs and
HNs.

IC, with support
from NOR.

basis; ongoing

Quarterly; ongoing

® In 2014, two thirds of the 156 projects planned for authorisation did not meet their milestones and 90% of final authorisations did not happen as planned. The
average completion delay for IBAN sampled Capability Package projects is 5.4 years; data on other projects show delays at all milestones. From 2013-2014,
Host Nations did not complete on time an average of 57% of the 156 monitored projects.
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APPENDIX 1
ANNEX 1
C-M(2015)0043
IBAN observation/ Recommended/Existing Presented
Iltem IBAN recommendation® Measure with Action Entity® Timelines
11 IC authorisation process | Screening reports to the IC to systematically | Resource IC; NOR Immediate
gives poor assurance and | include risk, life cycle, scope and | Committees’
weak timeline control. implementation schedule assessments of | report on NSIP
NOR did not assess risks | the Host Nation project submissions to | audit.
for scope and schedule | improve assurance to IC during authorisation
changes to ensure that they | Process and  reinforce IC  role as
are realistic. implementation management authority.
IC did not consider impacts
prior to lengthening project
schedules.’
IBAN short-term
recommendations
(paragraphs 5.6 (1), (2) and
(3) refer).
12 NMAs have not yet given | Active involvement of Strategic | Resource Strategic Immediate
expected project | Commands at all process steps of NSIP | Committees’ Commands
implementation advice | implementation process to confirm that the | report on NSIP
when projects are delayed; | proposed solution meets the military | audit.
reporting incomplete and | requirement and to assess operational impact
not linking project-level | of delays, where required.
delays to capability delivery.

" For the IBAN-sampled projects, latest estimates show that actual costs will be about one-third higher than initially programmed, driven primarily by additional
scope.
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APPENDIX 1
ANNEX 1
C-M(2015)0043
IBAN observation/ Recommended/Existing Presented

Iltem IBAN recommendation® Measure with Action Entity® Timelines

13 Lack of effective approach | Payment against achievement of | Resource NOR, in | Ongoing
to encourage Host Nation | milestones for projects under | Committees’ coordination
performance. implementation by the NCIA. report on NSIP | with NCIA

audit.
Capability Close-out Phase

14 The nations will not meet | Comprehensive overview and action plan | Resource IC, with support | Ongoing
their commitments to | on the exact status of completed projects and | Committees’ from NOR
eliminate the backlog of | outstanding actions in terms of technical | report on NSIP
physically complete NSIP | verification and validation and audit for | audit.
projects. ® projects that were physically by mid-2014.

15 NATO has not effectively | Monitoring and evaluation of timely | Resource IC, with support | Immediate
closed and recorded | submission by Host Nations of requests for | Committees’ from NOR.
completed projects. technical inspection and audit. report on NSIP

audit.

16 No comprehensive reporting | Turn the current technical verification and | RPPB/NMA NOR, in | End of 2015,
by NATO users to track | validation process into a real project and | work on Wales | coordination proposals to Military
completed projects; this | capability acceptance procedure with the | Summit tasking. | with IMS and | Committee and
hinders accountability and | aim of providing the military community the | Resource Strategic RPPB
visibility over NSIP projects. | confirmation that the complete capability has | committees’ Commands.

been delivered, is and

sustainable.

operational

report on NSIP
audit.

® About 65% for the over 3,000 active NSIP projects are complete but not technically inspected and/or submitted for certification.
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APPENDIX 1
ANNEX 1
C-M(2015)0043
IBAN observation/ Recommended/Existing Presented

Iltem IBAN recommendation® Measure with Action Entity® Timelines

17 NOR to more | Annual report on completed NSIP | Resource NOR Beginning of 2016 on
comprehensively track | investment projects, in relation to their | Committees’ the basis of tracked
completed projects. parent Capability Package, where applicable. | report on NSIP project completion
Full extent of completed audit. through  CIRIS in
NSIP projects is unknown. 2015
IBAN short-term
recommendation
(paragraph 5.7 (2) refers).

18 No comprehensive reporting | Assess the potential of developing an asset | RPPB/NMA NOR, in close | End of 2015 to
by NATO users to track | data base. work on Wales | coordination Military ~ Committee
completed projects; this Summit tasking. | with ACT, ACO | and RPPB
hinders accountability and and IMS
visibility over NSIP projects. Logistics &

Resources
Division

19 Lack of effective approach | Examination of a range of possible | Resource IC, supported by | October 2015

to encourage Host Nation | measures to enforce better Host Nation | Committees’ NOR

performance.

compliance with existing close-out
procedures and assessment to the RPPB.

report on NSIP
audit.
RPPB/NMA
work on Wales
Summit tasking.

NATO UNCLASSIFIED

1-18



NATO UNCLASSIFIED
ANNEX 2

C-M(2015)0043

IBA-AR(2014)35

Summary Note for the Council on the need to reform NATO
Security Investment Programme governance

Introduction

This report meets Article 17 of the International Board of Auditors for NATO (IBAN)’s charter.
The IBAN gives this special report to the North Atlantic Council (Council). The report assesses
how far NATO Security Investment Programme (Investment Programme) governance enables
NATO oversight bodies to monitor projects well and in good time, and NATO implementation
bodies to complete them within agreed costs, scope and schedule. The IBAN focused on the
project authorisation, implementation, and closure phases. To do this, the IBAN reviewed
policies and procedures and the work of NATO oversight and implementation bodies in
response to the policies. The IBAN also reviewed 21 projects and talked to officials from the
relevant NATO bodies and from National delegations.

Audit highlights
Key observations on Investment Programme project implementation

e In 2014, about two-thirds of the 156 projects planned for authorisation did not meet their
milestones and 90% of final authorisations did not happen as planned.

e From 2010-2014, annual Investment Programme spending has been about 19% lower than
adjusted contribution ceilings and forecasts.

o For the IBAN-sampled projects, latest estimates show that actual costs will be about one-
third higher than initially programmed, driven primarily by additional scope.

e The average completion delay for IBAN-sampled capability package projects is 5.4 years.
NATO Office of Resources (NOR) data on other projects show delays at all milestones.

e From 2013-2014, Host Nations did not complete on time an average of 57% of NOR-
monitored projects.

¢ About 65% of the over 3,000 currently active Investment Programme projects are complete
but not technically inspected and/or submitted for certification.

¢ No data are available on the total number of Investment Programme projects completed
since the Programme began.

Authorization process gives poor assurance and weak timeline control

Several studies show that Host Nations struggle to give accurate and feasible estimates of cost,
scope and schedule, particularly for communication and information systems projects. Also, for
projects reviewed by the IBAN the NOR did not fully assess and report in official decision-
making documents whether milestone dates were realistic before the Investment Committee
agreed them. This reduced assurance to the Nations that the projects could be completed as
authorised. The IBAN also found little evidence that the NOR identified and assessed the risk of
scope changes. Such changes occurred frequently and are associated with delays. Further, the
military community has not yet given project-level implementation advice expected by the
resource community. Without expanded review and provision of advice in these areas, the
Investment Committee will lack information to support decisions. Finally, the lack of an effective
approach by the implementing committees to encourage Host Nation performance limits control
of authorisation timelines.
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NATO does not effectively monitor, evaluate and control project implementation

The Investment Programme defines procedures for documenting project planning, identifying
problems, finding solutions and reviewing performance. Since 2012, the Nations took steps to
better implement these procedures and defined new ones. For example, they monitor an
increasing number of missed project milestones. However, Host Nations and the resource
community still do not give, collect, assess and act on implementation data well enough. In
addition, the Strategic Commands’ reporting on the impact of delays is incomplete and tends
not to link project-level delays to capability delivery. Further, for projects reviewed by the IBAN
the Investment Committee did not consider impacts prior to lengthening project schedules. As a
result, the Investment Programme has poor schedule control. Contributing factors include
weaknesses in governance and oversight, including accountability and enforcement.

NATO does not effectively close and record completed projects

To close completed projects, Host Nations must give timely requests for inspection and audit.
Since 2010, NATO has been unable to reduce the large number of uninspected and unaudited
projects. In September 2014 the Nations agreed a plan to close all completed projects by June
2016. Based on the number of projects submitted to the IBAN for audit, the Nations will not
meet commitments unless they greatly increase the rate at which they submit projects for
inspection and audit. In addition, the IBAN found no comprehensive reporting by NATO users or
the NOR to track completed projects. This hinders accountability and visibility over Investment
Programme-funded assets.

Governance reform needed

Since 2012, the Nations took steps to improve visibility of the problems. However, the IBAN did
not find measurable improvements in performance. Fundamental challenges in accountability
and enforcement remain. In the IBAN'’s opinion, a governance model that makes the 28 Nations
directly responsible for day-to-day oversight of project implementation may not be fit for the
purpose of delivering capabilities effectively and on time. Thus, governance reform, beginning
with an examination by independent external experts, is needed to ensure the long term viability
of the Investment Programme. These experts should address, at a minimum:

ensuring accountability for delivering project results is strengthened and clearly defined,
developing a governance model that enables effective direction and enforcement,
encouraging performance, with particular emphasis on the NATO Agencies, and
making structures and processes for capability delivery more efficient and cohesive.

Until the Nations decide whether to change Investment Programme governance, there are a
number of short term actions that can improve the current situation:

¢ the NOR enhance its advice so the Investment Committee can more frequently approve
projects with realistic cost, scope and schedule estimates,

¢ the resource and military communities synchronise implementation guidance,

o the NOR more comprehensively track completed projects and

e the resource and military communities enhance reporting to and involvement of Council.

Weaknesses in areas outside the current audit scope, and in particular requirements definition
for communications and information systems projects, are widely acknowledged. Improving
capability delivery will take more than just improving project implementation.
NATO UNCLASSIFIED
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International Board of Auditors for NATO

Special report to Council on the need to reform NATO Security
Investment Programme governance
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1. Background and introduction

1.1 Background

1.1.1 The NATO Security Investment Programme (Investment Programme) is a group
of capital investments to get military capabilities that exceed the national defence
requirements of individual nations." It was established in 1951 to provide facilities to
meet NATO military requirements. The Nations share Investment Programme costs,
with an agreed percentage for each participating Nation. Until the end of 1993, the
Nations authorised infrastructure funding in annual ‘Slices’ and individual projects. In
1994, the Nations agreed a new approach to better reflect all elements of a capability?,
referred to as the capability package process.

1.1.2 NATO uses several different funding methods, depending on the needs and the
desired level of co-operation or integration of the member Nations.

1.1.3 The ‘common funding’ method is for projects relating to NATO headquarters,
the military command structure, NATO command and control systems and NATO
operations. Common resources encompass three different “pillars”. The first pillar is
capital investment projects designed to enhance and update NATO'’s assets, funded
through the Investment Programme. The second pillar includes the military and civil
budgets. These budgets support NATO operations and maintenance costs. In addition,
the civil budget supports the international headquarters. The international workforce,
which is the third pillar, staffs NATO’s military structures.

1.1.4 According to the Investment Programme Manual,’ “the Programme provides the
funds for the development, construction, and implementation of facilities that are
required by the Strategic Commanders to complete their missions, but that are not
provided by the member Nations”. Common funding eligibility rules” state that, “common
funding eligibility will focus on the provision of infrastructure requirements which are
over and above those which could reasonably be expected to be made available from
national resources”.

1.1.5 Upto 1989, the Investment Programme included mainly civil works
infrastructure in NATO member Nations, implemented by territorial Host Nations with
little work assigned to the NATO agencies.’ In the past 25 years, the Investment

1 A capability is defined within NATO as “the ability to perform action(s) to achieve (a) desired
objective(s)/effect(s)”. See PO(2011)0210. Capability development is “the process from political guidance
through requirement identification and the subsequent planning steps, through acquisition, fielding, in-
service management and disposal. All these stages together form the through life-cycle of a capability.”
See PO(2012)0030.

% In NATO, the lines of development of a capability cover the aspects of doctrine (including concepts),
organisation, training, materiel (equipment), leadership, personnel, facilities and interoperability.

¥ NSIP Manual, version 2011.

* Updated in document C-M(93)38 (final).

* Investment Programme projects are implemented by either ‘territorial’ Host Nations that are NATO
member Nations, or by one of the NATO agencies (‘agency’ Host Nations).
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Programme has experienced a fundamental shift. Changes include greater spending for
investments supporting Alliance Operations and Missions, particularly in Afghanistan. In
addition, since the 1990s, the majority of investment started shifting towards more
complex and costly communication and information systems and software development
projects which were implemented more and more by the NATO Communications and
Information Agency (NCI Agency) and its programmes, which used to be independent
NATO entities. Today, in accordance with its charter the NCI Agency is NATO'’s
principal communications and information systems service provider.

1.1.6 As of 30 September 2014 the future expenses forecasted for the approved
Investment Programme were EUR 4.4 billion. Funds remaining to be spent for projects
implemented by the NATO Support and NCI Agencies account for 62% of this amount.
In particular, EUR 2.4 billion, or 56%, is to be implemented by the NCI Agency for
communications and information systems projects.® The remaining EUR 2 billion
includes mainly physical infrastructure projects implemented by the NATO Nations and,
to a lesser extent, by the NATO Support Agency. Paragraph 1.2.2 and Figure 1 provide
more details about Investment Programme projects.

1.1.7 The Investment Programme financial crisis in 2009 prompted re-prioritisation of
requirements and greater focus on getting the balance right between requirements and
resources. The crisis began a cycle of Investment Programme policy changes
addressing various aspects of implementation management and oversight by the
Investment Committee.” These changes underpinned the heightened monitoring and
evaluation activities the IBAN assesses in section 3.

1.1.8 Unlike activities funded through the military budget, by its nature the Investment
Programme is not controlled and overseen as a budgetary system. Rather, the
Investment Programme comprises multi-annual project funding from within annual
limits, referred to as contribution ‘ceilings’, as approved by Council. Nations provide
funding through quarterly calls for contribution, as approved by the Investment
Committee. The NATO Office of Resources (NOR) manages Investment Programme
expenditures through a system of multilateral compensation. In this system, the Nations
pay into the Investment Programme, receive funds to implement projects, or both. After
project completion, the NOR leads a technical verification process and the International
Board of Auditors for NATO (IBAN) conducts audits of expenses. Both steps occur upon
request by the ‘Host Nations’ who implement the projects.

® AC/4(PP)D/27405 Appendix 1.
" See AC/4-N(2014)0029.
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1.2 Overview

1.2.1 Since 2009, the Investment Committee authorised at least 2,159 projects
amounting to EUR 3.1 billion. In the same time frame, programme expenditures totalled
EUR 3.7 billion. In 2014, Investment Programme spending had decreased by nearly
one-third since 2009 and authorisations were 22% of the 2009 level.

Table 1: Annual Investment Programme authorisations and expenditure
(start 2009—mid-December 2014, EUR million

Investment Programme Investment Programme expenditure
Year .
authorisations (€m) (€m)
2009 923.8 777.1
2010 328.3 651.1
2011 626.8 686.3
2012 518.7 555.1
2013 603.1 525.9
2014 207.1 560.3 (estimated)

Source: NOR data, C-M(2014)0058

1.2.2 As of June 2014, the Investment Programme has 3,124 active projects.
According to later NOR analysis, 65% of these are complete (i.e. work has finished and
the Host Nation has handed over the project to the end user) and remain to be closed,
i.e. subject to technical and financial validation. The remaining 35% of projects currently
under implementation represent EUR 4.4 billion in funds remaining to be spent
according to latest cost estimates. Figure 1 categorises these projects by requirement
area:

Figure 1: Estimated funds remaining to be spent by requirement area

294 4% 3% 2% ® NATO-wide air command and control (39%)
- ) | NATO-wide consultation, command and control (20%)
H Deployable forces (16%)
B Support of deployable forces (12%)
B Training, exercise and education (4%)
NATO command structure (4%)
Nuclear deterrant posture (3%)
Alliance operations and missions (2%)

Source: AC/4(PP)D/27405
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1.3 Implementation management and governance

1.3.1 The standard management framework for the Investment Programme is the
capability package process. The process is split into five phases: identification and
prioritisation, development, approval, implementation and operation. Investment
Programme project implementation occurs during the ‘implementation’ phase of the
capability package process. Exceptions to projects identified and programmed through
the process include stand-alone projects, minor works and urgent requirement projects.
These exceptions shorten the timelines and to make the capability package framework
more flexible. Appendix 3 gives a high-level overview of the process, main
stakeholders and products.

1.3.2 Investment Programme stakeholders include the Investment Committee,
Resource Policy and Planning Board (the Resource Board), the Military Committee,
supported by the International Military Staff, territorial and agency Host Nations, the
NOR, the Strategic Commands and the IBAN. Figure 2 shows the main functions of
these entities in implementing or supporting the implementation of Investment
Programme projects as well as major accountable and working relationships. The IBAN
understands that each of these entities has many roles and responsibilities beyond
those indicated. In some cases, these roles may be their primary functions. However,
the IBAN’s intent is to present, as simply as possible, the functions included within the
scope of its audit—which focused on project implementation—and the complex
relationships between the various entities.

e The need for Investment Programme projects originates with the Strategic
Commands, who develop requirements identified through the NATO Defense
Planning Process. These requirements are translated into projects, approved
within NATO at the appropriate level through various procedures. At the various
project approval stages and during implementation, the Strategic Commands
ensure that all active projects continue to meet military requirements and report
impacts and requiring mitigation actions for delayed projects.

e The Military Committee, supported by the International Military Staff, provides
military advice for implementation in accordance with established guidance and
specific direction from the Nations. This advice should be based on the military
requirements and military necessity for capability packages, informed by
resource considerations.

e The Investment Committee authorises the common-funded resources needed
for Investment Programme projects based on implementation, technical and
financial information that Host Nations provide, and that the NOR collects,
reviews and assesses. It then monitors, controls and evaluates project
implementation to identify issues and take action. The Resource Board monitors
and controls implementation at the capability level for a selected number of Key
Identified Capabilities.
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e Host Nations are responsible and accountable to the Investment Committee for
managing projects within approved cost, scope and schedule.

e Host Nations, the NOR and the IBAN inspect, audit and close completed
projects. Project end users include the Nations, Strategic Commands (particularly
Allied Command Operations) and, in some cases, the NCI Agency.

e Council’s explicit responsibilities in the Investment Programme are to approve
contribution ceilings and the capability packages of which Investment
Programme projects are a part and to agree exceptional eligibility for common
funding for specific requests.

Figure 2: Main Investment Programme stakeholders, their roles in
implementation management and significant accountable and working

relationships

Council
e Approves Programme
expenditure limits
e Approves capability
packages including projects

?

Military Committee
¢ Provides military advice to
implementation authorities
¢ Informs Council on
potential impacts and risks
to the Alliance

?

Strategic Commands
» Define and validate
requirements
* Monitor and report impact
of delays
e May be end user

Resource Board
* Monitors Key Identified
1Capabilities
« |dentifies issues and takes

action

Investment Committee
e Authorises project scope
and funding
* Monitors and controls
project implementation
« Identifies issues and takes

action

Territorial Host Nations
e Accountable to implement

__|projects within authorised

cost, scope and schedule
* Provide data
* May be end user

Entity responsible and accountable for project

implementation

I

NOR
* Reviews and advises on
Host Nation requests
e Collects and assesses
data
o Leads project technical

acceptance

1
NATO Agency Host
Nations
o Accountable to implement
1 projects within authorised
cost, scope and schedule
e Provide data
e May be end user
T

IBAN

o Certifies expenditures

L e e e e e e e — 4

Entity with responsibilities related to monitoring
and/or controlling project implementation

——P Accountability

Working
relationships

Source: IBAN analysis

NATO UNCLASSIFIED

3-7



NATO UNCLASSIFIED
ANNEX 3

C-M(2015)0043

IBA-AR(2014)35

1.3.4 As shown in Figure 3, the Investment Programme project lifecycle includes
seven main milestones. Milestones 1 through 6 include specific work to monitor,
evaluate and control project progress, which the IBAN has separated by resource and
military community activity for ease of understanding. The NOR, with Host Nation input,
first assesses implementation milestones and expenditure profiles as part of the
capability package Joint Staff Screening Report (not audited in this review). The
subsequent capability package approval document sets the timing of these milestones
and profiles. Prior to implementation, the capability package implementation plan (CP
Plan) refines the expenditure profiles and milestones, which then become the initial
‘baseline’. The NOR should produce this within 3 months of capability package
approval.

1.3.5 NATO has an accepted definition of governance for project delivery in support of
capability development. Governance is “the provision of the oversight necessary to
ensure agreed direction and guidance and processes and procedures are followed”.?
The IBAN adheres to this and considers the roles and responsibilities, structures, and
business processes summarised in Figure 3 to be vital to Investment Programme
project implementation governance as a whole. Specific roles and responsibilities, as
assessed by the IBAN, are defined at the beginning of each findings section.

¥ PO(2012)0030.
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Figure 3: Project authorisation and implementation management framework

Investment
Programme
phase

Investment Resource -
Committee community M|I|tary_
decisions monitoring comr_nur_uty
(project and control monitoring
milestones)

1. Planning
authorised

2. Cost
estimate
approved

authorised

3. Commitment

Project cost, scope and schedule
baseline established (NOR lead)

S 77___L______T77J —_—
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1.4 Problem statement

1.4.1 The IBAN did an audit survey before doing major audit work. During the survey
stakeholders said that delays in project completion, capability delivery and associated
issues such as a low financial implementation rate® were the main problems with the
Investment Programme.

1.4.2 For the specific projects reviewed in accordance with the scope and methodology
stated below, the IBAN established that 15 out of 21 projects selected for review by the
IBAN were delayed.'® For the 14 capability package project reviewed, the average delay
in estimated completion dates compared to the approved completion dates at
programming was 5.4 years, with 1 project completed. For Alliance Operations and
Missions projects, the average completion delay was an estimated 8.2 months, with 4
out of 7 complete.

1.4.3 The IBAN could not get definitive figures or determine trends in delays in project
completion because global data are unavailable. However, available data assessed by
the NOR confirms what the IBAN observed with its sample projects. In 2013, Host
Nations did not complete 58% of a selected sample of projects that the NOR
monitored.'! In 2014, Host Nations did not complete 55% of projects from another
sample monitored by the NOR.*

1.4.4 Projects also start slowly. As of July 2014, over 300 projects, which is about 30%
of the number of projects currently considered ‘actively under implementation,” did not
show any sign of activity, such as authorisation by the Investment Committee, an
expenditure forecast, or recorded expenditures.™®

1.4.5 Figures that the NOR presented to the Nations, based on other projects sampled
for assessment,* confirm that delays occur at all project milestones:*

e The NOR found projects regularly take as long as 5 years to pass the milestone
at which the Host Nation is authorised to issue a contract.

% The implementation rate is the ratio of the amount actually expended in a time period compared to the
amount that was forecasted to be expended in that period.
195 of the “projects” selected by the IBAN were in fact not discrete Investment Programme projects, but
rather internal Host Nation milestones that were not agreed by the Investment Committee. The extent of
delays for these activities could not be determined with available information. 2 further projects were
delayed by an unknown amount and one project was not yet authorised as of September 2014.
1AC/4-WP(2015)0001. Average completion rate based on the scope of 24 projects listed in AC/4-
D(2013)0004.
2 These projects included ‘leftovers’ from 2013 and additional ones.
13 As of July 2014, the NOR’s resource information system showed 323 projects programmed prior to
2014, with no authorisation, zero expenditure and zero expenditure profiled. These projects also had not
been deleted or cancelled.
¥ The NOR was unable to provide further details on the size and composition of this sample.
1> AC/4-D(2013)0007-FINAL.
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e According to these same data, around a quarter of projects do not meet the
agreed contract award date.

e The NOR sample assessment found that the average time to award a contract
exceeds 2.5 years.

e Based on a sample of projects, the NOR calculated that the average project
takes 6 years to implement.

1.4.6 These implementation delays have consequences for financial management. In
particular, Investment Programme spending has been on average 19% lower than the
adjusted contribution ceilings since 2010.% Financial implementation rates have been
similarly affected. Specifically, Programme spending also been approximately 19%
lower than screened forecasts since 2010. Critical capabilities approved at the 2010
NATO summit in Lisbon, which include many complex communication and information
system projects, have particularly low financial implementation rates.!” Table 2 shows
actual spending compared to the contribution ceilings and approved forecasts since
2010.

Table 2: Annual Investment Programme contribution ceilings, approved
forecasts and spending, 2010-2014, in EUR million

Adjusted contribution

Approved

Year o Spending Underspending
ceilings forecasts

2010 949.9 870.4 651.1 298.8

2011 775.0 818.7 686.3 88.7

2012 650.0 664.1 555.1 94.9

2013 650.0 663.8 525.9 124.1

2014 700.0 671.7 560.3* 139.7*

* 2014 spending is an estimate due to lack of final financial information at the time of this audit.

Sources: C-M(2014)0048, AC/4-N(2015)0002, AC/4(PP)D/27392, AC/4(PP)D/27405.

1.4.7 The Nations want to improve the delivery of common-funded capabilities. At the
September 2014 NATO summit in Wales, Heads of State and Government asked the
Resource Board and the NATO military authorities to “present initial recommendations
to improve the delivery of common funded capabilities in time for the June 2015

16 For ease of understanding, the IBAN defines ‘underspending’ as the difference between actual
spending in each year and the adjusted contribution ceilings. Average underspending is close to the
average of the ‘amounts carried forward’ for the same time period, although the actual numbers differ.
Amounts carried forward in one period are based on the actual contributions provided by the Nations in
the previous periods. The NOR regularly reports amounts carried forward to the Nations. Paragraph 3.4.5
discusses the issue of amounts carried forward.
7 In March 2014 the NOR reported to the Investment Committee that projects comprising capabilities
agreed at the 2010 NATO Lisbon summit had achieved only a 66% implementation rate for the second
half of 2013 compared to the approved forecast. See AC/4(PP)D/27322.
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Defence Ministers meeting.”*® In 2013, the Deputy Permanent Representatives
Committee asked the IBAN to “perform an analysis of Investment Programme-related
audits with the aim of providing recommendations to improve Investment Programme
audits and tackle delays in a special report to Council in 2014.”°

1.5 Audit objective

1.5.1 In accordance with Article 17 of its Charter, the IBAN gives this special report to
Council to assess how far Investment Programme governance enables NATO oversight
bodies to monitor projects well and in good time, and NATO implementation bodies to
complete them within agreed costs, scope and schedule.

1.6 Scope and methodology

1.6.1 To meet the audit objective, the IBAN focused on capability package project
implementation. In particular, the IBAN examined the roles and responsibilities of the
following entities in providing advice, authorising, monitoring, evaluating, controlling and
closing projects:

The Military Committee
The Resource Board

The Investment Committee
The NOR

Strategic Commands

Host Nations

1.6.2 The IBAN reviewed urgent requirement projects and processes, but to a more
limited extent. IBAN did not review requirement setting, solution selection,
programming, procurement and the use of projects after completion.

1.6.3 To determine criteria the team reviewed Investment Programme governing
documents and policies agreed by Council, the Military Committee, Resource Board
and the Investment Committee. To measure performance against these criteria, the
team reviewed Investment Programme financial and implementation reporting. The
audit team:

e attended four Investment Committee management meetings (April 2014, July
2014, October 2014 and December 2014) and evaluated relevant documents
presented and discussed at these meetings to assess how the Nations acted on
the results of reporting,

e attended several relevant Resource Board meetings and

¥ PO(2014)0564.
¥ PO(2013)0253.
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e had discussions during the audit survey and fieldwork phases with officials from
selected national delegations,? Allied Command Operations, Allied Command
Transformation, the NCI Agency, the NOR and the NATO Support Agency.

1.6.4 The IBAN reviewed previous IBAN reports and published NATO studies on
Investment Programme project management and capability delivery. Finally, the IBAN
reviewed authorisation, project management and other documentation for a sample of
21 projects and associated capability packages representing the various types of
Investment Programme projects, e.g. communications and information systems
projects, to assess delays, explanations provided, and actions taken. The IBAN used
data collected and assessed by the NOR, but did not independently assess their
reliability.

1.6.5 Using these documents, the IBAN assessed information from the Host Nations
and screening that the NOR conducted. The IBAN could not get complete milestone
data for five of the sample projects. See Appendix 2 for a description of the IBAN'’s
sample selection criteria and list of projects. The IBAN conducted the audit between
March and November 2014.

? Time constraints prevented discussions with all Nations.
NATO UNCLASSIFIED
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2. Authorisation process gives poor assurance and weak
timeline control

2.1 Roles and responsibilities
Resource community

2.1.1 According to Investment Programme procedures, prior to implementing projects
Host Nations must give a series of timely and increasingly accurate cost, scope and
schedule estimates. The Nations agree these estimates on a broad level at capability
package approval and then at a more detailed, refined level with the capability package
implementation plan (CP Plan). Host Nations further refine these estimates during the
planning stage (‘advanced planning fund’ approval milestone). The estimate refinement
process culminates in the Authority to Issue the Invitation for Bids, (the ‘commitment’
milestone). From then onwards, a binding obligation exists between the Host Nation and
the Investment Committee to implement the project within agreed costs, scope and
schedule.

2.1.2 The NOR reviews all Host Nation project authorisation and funding requests from
technical, financial and economical aspects and makes recommendations for
Investment Committee authorisation in a process referred to as “screening”.”* NOR
screening reports are vital to the Investment Committee’s decision-making when
authorising a project. Through its screening reports, the NOR provides independent
expert advice on Host Nation estimates. The advice informs the Investment
Committee’s understanding of risk in the areas assessed by the NOR. It may include
recommendations to approve costs and scope adjusted from what the Host Nation
requests. The Investment Committee authorises project cost and scope on the basis of
these reports. In addition, for cost or scope change during project implementation the
Nations rely on the NOR screening prior to approving these changes.

Military community

2.1.3 At every authorisation, the Nations rely on the Strategic Commands to confirm
that the project in question remains valid. Before the Investment Committee agrees to a
project authorisation request, the Strategic Commands must validate that the solution
the Host Nation is providing will meet a valid military requirement. This is known as the
minimum military requirement.? This validation forms part of the Investment
Committee’s decision sheet.

2.1.4 NATO'’s military community has agreed to provide military advice to the
Investment Programme implementation authorities. Military advice identifies risk and

1 SRB-N(2007)0046-REV1, SG(2007)0227.

22Minimum military requirement is the most austere (in financial terms) solution to meet a capability
shortfall. It is measured against criteria and standards, where they exist. Where there are no criteria it is
determined using unfettered military judgement. See Bi-SC 85-1.
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analyses the possible impact if delays occur to capabilities, capability packages and
projects scheduled for implementation or to those already being implemented. Under
some conditions, such risk assessment may affect priority of Investment Programme
project implementation. For example, the methodology used to categorise projects
based on military risk, referred to as stratification,?®* was used to make
recommendations to Council to delay implementation of projects deemed lower risk
when requirements exceeded available resources. This occurred after the 2009
Investment Programme financial crisis.

2.1.5 The Nations increasingly seek military advice to better use available information
to understand risk and implement capabilities on time. For example, in July 2013 the
Nations in the Military Committee committed the Strategic Commands to review
annually all projects lacking full authorisation from within approved capability packages,
categorised by stratified ‘capability levels’ and by Host Nation. Using the results of this
review, the Military Committee agreed to provide annual implementation advice to the
Investment Committee on valid and critical projects due for implementation in the
coming year.?

2.2 Stakeholders have not performed effectively
Host Nations

2.2.1 Host Nations struggle to give accurate and realistic estimates in project funding
requests, increasing risk. For example, several studies within NATO, including the
IBAN’s previous work,? show that Investment Programme stakeholders do not fully
understand, and effectively manage, software requirements. In addition, the NOR
recently found that unlike other large public organisations, NATO lacks policies,
guidance and working procedures for complex software acquisition, referred to as
‘software intensive projects’.?® The NCI Agency is the Host Nation responsible for
implementing communication and information systems projects, which comprise the

majority of the Investment Programme’s financial volume as shown in paragraph 1.1.6.

2.2.2 To address these issues and others the NOR, NCI Agency, Strategic Commands
and the NATO Headquarters Consultation, Command and Control Staff established a
dedicated software intensive projects task force. In its first report, this task force
attributed shortfalls to numerous stakeholders. These included the NCI Agency acting in
its role as project implementation authority and the Strategic Commands as responsible

% Stratification is a methodology to assess the degree of risk incurred if the allocation of resources to
projects in specific capabilities were deferred or withheld. In 2010 the Military Committee agreed the
stratification mechanism to better assess and then take account of the imbalance between requirements
and resources in line with its remit. See MC 0612.
* MC 0612 Annex D.
> E.g. AC/4-N(2014)0019. In IBA-AR(2013)22, the IBAN found that for one project roughly half of delays
experienced during implementation were due to avoidable requirement changes requested by the user
(Allied Command Operations) after implementation had begun.
% AC/4(PP)N(2014)0075.
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for defining requirements and as the end users.?’ In its second report, the task force
made 20 recommendations addressing six main principles,”® including risk
management, which are intended, among other things, to improve the NCI Agency’s
ability to more clearly present project scope, cost and schedule in its estimates. The
recommendations also deal extensively with requirements definition, which is outside
the scope of this review. Nevertheless, in the IBAN'’s opinion the sample projects it
reviewed provide sufficient evidence that these issues contribute to increased costs,
scope and time to complete projects beyond initial forecasts.

NATO Office of Resources

2.2.3 In the project authorisation and screening documentation the IBAN reviewed for
its sample projects, NOR screening of project cost and scope was evident. Costs for the
projects reviewed by the IBAN tended to be approximately one-third higher than initially
programmed, with changes explained by the NOR. However, the IBAN found that the
NOR limits its screening only to the details in the specific requests made by the Host
Nation, and thus does not systematically address risk in its reports to the Investment
Committee. For example, the IBAN found that over half of the capability package
projects for which delays occurred had scope changes. These changes contributed to
additional time needed to complete the project.

2.2.4 When assessing Host Nation authorization requests, the NOR does not give the
Investment Committee a detailed assessment of project schedule. For projects the
IBAN reviewed, in its screening documentation the NOR typically repeated the Host
Nation’s intention to meet the milestones presented. It did not provide an expert opinion
on whether the Host Nation would be able to meet these milestones.

2.2.5 Itis widely acknowledged that project milestones in authorisation documentation
have been unrealistic. The IBAN has seen examples in which, during screening, the
NOR identified risk in schedules it deemed optimistic. However, in such cases the NOR
gave the Investment Committee information without making recommendations related to
project schedule. This limited the Investment Committee’s ability to proactively manage
the risk of delays.

Investment committee

2.2.6 In its review of sample projects, the IBAN found that the Investment Committee
typically authorises projects based on the NOR recommendations on project cost and
scope. Thus, in the IBAN’s opinion, without expanded NOR screening to more explicitly
address the risk of changes in cost, scope or schedule the Investment Committee will
not make informed authorisation decisions — before and during project implementation.
In particular, unless the NOR broadens its advice to include the schedule aspect of

" AC/4-N(2014)00109.

% These principles are (1) deliver early and often, (2) incremental and iterative development and testing,
(3) risk management, (4) rationalised requirements, (5) flexible/tailored processes, and (6) knowledgeable
and experienced software project workforce. See AC/4-N(2014)0034.
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project authorisation requests, the Investment Committee will lack sufficient assurance
that schedule risks are adequately controlled prior to authorising projects.

Military community

2.2.7 For the sample projects reviewed, the IBAN found that the Investment
Committee’s project authorisations included Strategic Commands validating that at
authorisation the project still met the minimum military requirement. The IBAN did not
review this process in depth because it is about requirements, their definition and their
validity, which were out of the audit scope.

2.2.8 The Military Committee provides annual advice at the capability and capability
package levels. In particular, it provides Council annual impact statements to identify
the risks of delays and inform future resource planning.?® The Military Committee also
provides similar input to the Resource Board’s Annual Report. Allied Command
Operations considers outputs from early steps of the NATO Defense Planning Process
to be relevant implementation advice.*

2.2.9 Military Committee project-level advice to the resource community is more
limited. In 2013, the Nations’ Ministers of Defence directed the Resource Board to
expedite projects.®* As a result of this tasking, the Strategic Commands developed a list
of 147 priority infrastructure projects to support Military Committee advice. The Military
Committee could not agree this list. In one case, the Military Committee reported risk of
delays expressed at the project level.*> However, it has not yet provided the project-
level advice it proposed in 2013 and that the resource community expected.

2.3 Authorisation timelines ineffectively controlled and enforced

2.3.1 Controlled authorisation time frames entail timely submission of Host Nation fund
requests and contract awards. The IBAN’s analysis of sample projects showed that the
authorisation process takes longer than expected. There was insufficient data to
guantify milestone-specific delays. Documents the IBAN reviewed give more detail:

e Host Nations continue to struggle to submit authorisation requests to the
Investment Committee on time. As at October 2014, for the 156 projects
monitored, 67% of planned initial (cost estimate) authorisations and 90% of final
authorisations did not happen as planned in 2014. In addition, 71% of planned
contracts were not signed on time.** For 2015, Host Nations had yet to obtain
Investment Committee authorisation for requests representing more than a
quarter of expenditures planned for the year, as at 30 October 2014. For 2016,
the proportion of forecasted expenditures not yet authorised was over 60%.%*

» See e.g. MCM-0056-2014.
% See e.g. Military Suitability and Risk Assessment, MCM-0064-2014.
3! February 2013 Defence Ministers tasking., see PO(2013)0119-REV3.
*See MCM-0101-2013 and IMSM-0511-2013.
% RPPB Meeting in Plenary Session, 20-21 Nov 2014, Update by the Chairman, Investment Committee.
% C-M(2014)0058.
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e Information the NOR presented to the Nations, based on a limited selected
number of projects, suggests that in many cases Host Nations have taken over
two years to request planning authorisation for capability package projects.

e A quarter of capability package projects that the NOR evaluated took over two
years for a detailed cost estimate to be produced.

e Most projects among those the NOR monitored in recent years have taken longer
than one year to reach the Invitation for Bid milestone.®

2.3.2 Recognising the need for additional improvements in this area, the Investment
Committee agreed proposals for Host Nations to make timely submissions of
authorisation requests. However, according to documentation the IBAN reviewed the
Investment Committee could only reach consensus for the following measures:

¢ |If delays occur at one of the authorisation milestones, Nations may consider
actions, including changing Host Nationship.

e The Nations agreed ‘time limited authorisation’ procedures to encourage timely
submissions by Host Nations and Investment Committee approval.*®

2.3.3 These measures have not been utilised. None of the documents reviewed by the
IBAN for its sample projects indicated that the Investment Committee considered
changing Host Nationship because of delays. In addition, time-limited authorisations do
not apply under most scenarios when delays occur. Specifically, the measures appl
only to projects in approved capability packages that are ‘subject to a confirmation.”’
The policy also allows extensions, which the Investment Committee always grants.

2.3.4 The reasons for delays during authorisation and throughout implementation are
insufficiently documented in Host Nations’ official requests and in the NOR’s screening
reports. Sample project documentation reviewed indicates that delays in capability
package projects were most often associated with increased scope requested by Host
Nations and authorised by the Investment Committee. Official documentation stated a
clear cause only in case of a political decision or operational necessity, such as having
to change an airfield location. For other changes, official documentation did not provide
information sufficient for the IBAN to determine a clear cause and responsibility. The
IBAN cannot determine any trends within the scope of this audit.*®

% Data in this bullet and the two preceding it taken from AC/4-D(2013)0007.

% AC/4-D(2013)0007-Final defines five types of time-limited authorisations. They apply mainly to stand-
alone projects, minor works, urgent requirement and Alliance Operations and Missions projects.

% When a Nation cannot agree an authorisation, the Investment Committee’s decision will be ‘subject to
confirmation’. The Investment Committee reviews confirmations placed on requests for Authority to Issue
the Invitation for Bids after 90 days with the possibility to extend the period by when it would again review
the project. If the confirmation is not lifted by then, the authorisation will become null and void.

%¥Additional audit work would be needed, such as the IBAN did for the Financial Services (FinS) system at
Allied Command Operations and the International Military Staff (IBA-AR(2013)22).
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3. NATO does not effectively monitor, evaluate and control
project implementation

3.1 Roles and responsibilities
Resource community

3.1.1 Investment Programme projects move into the implementation phase when the
Host Nation awards a contract(s) in accordance with a procurement strategy agreed by
the Nations (see Figure 3). After contract award, project implementation and
accountability to complete within approved cost, scope and schedule lies exclusively
with the Host Nation.* During implementation, the Investment Committee must
"monitor, evaluate and control the implementation of investment projects.”*® The main
document governing Investment Committee and NOR monitoring and evaluation
activities is the Implementation Management Procedure (IMP). The IMP has been in
place4szince 1996, and the Investment Committee agreed a revised procedure in
2011.

3.1.2 The IMP also addresses the Investment Committee’s role in determining whether
problems within a project affect overall capability delivery and taking relevant action. As
such, the IMP requires Host Nations to tell the Investment Committee about changes to
implementation milestones, as defined in the CP Plan, and give a justification (cause).
The IMP also requires careful project monitoring, particularly for those that have missed
a key milestone. Milestone reporting should allow the Investment Committee to plan
each quarter in advance and prompt Host Nations to make changes to existing
milestones when unable to make current dates. Since 1996, if individual projects in a
capability package are not implemented on time and are putting capability delivery in
jeopardy, the IMP requires the Investment Committee to tell the Resource Board. The
IMP includes three specific aspects, which the IBAN reviewed in more detail:

(1) Project planning
This is documented in the CP Plan. The IBAN assesses this activity in section
3.2.

(2) Identifying problems and finding solutions
The IBAN evaluated two relevant elements:

% The Investment Committee’s final approval to award a contract, based on a refined estimate of cost,
scope and schedule, constitutes Host Nation authorisation to proceed with project implementation. It also
constitutes the Host Nation’s binding commitment to complete the project within authorised cost, scope
and schedule.
0 C-M(2007)0010. Monitoring is defined as warning, checking, controlling and keeping continuous record
of projects’ milestones (schedule) and expenditure (cost). See AC/4(PP)N(2013)0056-REV2.
1 AC/4-D(96)007
2 AC4-D(2011)0006.
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e Collecting and assessing data. Host Nations must provide data from all
active projects. The NOR collects these data and assesses them to determine
the impact of missed milestones on project completion. The IBAN reviews this
activity in section 3.3.

e Taking action in response to identified issues. The Investment Committee
should identify action to bring slow-moving projects back on track and ensure
effective financial management. The IBAN reviews this activity in section 3.4.

(3) Reviewing performance
The IMP recognises the need to look at the Investment Programme’s overall
performance, both in financial and capability delivery terms. The IBAN reviews
this activity in section 3.5.

Military community

3.1.3 During project implementation, the NATO military community is most concerned
with when a project (and overarching capability) is required.** The Strategic Commands
must meet four main sets of requirements for impact statement reporting in case of
project delays.** These requirements promote the common principle of linking project
implementation directly with capability delivery. Guidance emphasises the need for
proactive impact statement reporting when delays exceed six months or will affect initial
operating or full operating capability.* Guidance also requires the Strategic Commands
to report the impact of such delays for operations, finances (the effect on NATO
budgets), NATO transformation and programmatic aspects such as training.

3.2 Project planning documentation is incomplete

3.2.1 Before the first project approval and no later than three months after capability
package approval, the NOR must produce a CP Plan with a list of common-funded
projects and their planned milestones.*® One main purpose of the IMP, since first
agreed in 1996, has been to review individual project timelines in the context of the
related capability package. However, the CP Plans the IBAN reviewed for its sample of
projects did not include consistent assessments of project dependencies within the
larger capabilities. These are necessary to identify the impact of changes in individual
project schedules on capabilities overall.*’

“ MC 0612.
* These requirements are stated in AC/4-D(2013)0012-FINAL, Bi-SC Directive 85-1, MC 0612, AC/335-
N(2014)0029-REV1 and AC/335-N(2014)0053-REV1. In addition, in the capability package Commander’s
Operational Impact statement the Strategic Commands must state the operational impact of non-approval
or from delay in approving the capability package. Consolidated NATO military authority impact
statements provided as input to the Medium Term Resource Plan also include high-level statements of
impact should the required funding not be provided or delays in capability delivery persist.
** The dates the project needs to be operating, to meet military requirements.
*® See AC/4-D(2011)0006.
" Each capability defined in the CP Plans has one or more projects.

NATO UNCLASSIFIED

3-20



NATO UNCLASSIFIED
ANNEX 3

C-M(2015)0043

IBA-AR(2014)35

3.2.2 Investment Programme procedures do not require that CP Plans be kept up to
date, which is a project management best practice. In its sample of projects, the IBAN
found that the NOR does not update CP Plans to reflect current milestones. For projects
changed during implementation, such as all of the projects that the IBAN assessed,
actual project schedules differ from the CP Plan. This reduces visibility over actual
schedules and limits measurement of the impact of delays in one project on others and
on the capability as a whole. In addition, programme procedures do not hold Host
Nations accountable to complete their projects to the schedule defined in the CP Plans.
Rather, Host Nations are accountable to complete projects against the timeline
approved at the commitment stage, or as modified by subsequent authorisations.

3.3 Insufficient project implementation data provided by Host
Nations and assessed by NOR

3.3.1 Host Nations providing data, and the NOR assessing it for the Investment
Committee to act on is new for the Investment Programme. The Investment Programme
has been in place for 64 years and the IMP for 18. Before 2012, NATO did not monitor
implementation based on milestones, partly because the financial information system
before 2014 had limited capability for tracking milestones. As a result, information on
delays in terms of project milestones and providing capabilities is unavailable for most
of the Investment Programme’s existence. Systematic monitoring began in 2012,
following the Investment Programme financial crisis, when the Nations put greater focus
on providing capabilities on time. The Nations expressed this interest by agreeing a
number of initiatives aimed to improve Investment Programme management, including
the aforementioned IMP and numerous supporting policies.*® Important elements of
these policies are assessed below.

3.3.2 The first step to monitor and control project implementation is for the Host
Nations to provide timely and accurate data. The IMP states that the Investment
Committee should always have the most recent information from Host Nations on
expenditure profiles and implementation milestones. This requirement applies to each
authorisation step. The IBAN assessed the enhanced Investment Committee monitoring
conducted since 2012 and found that Host Nations did not provide vital information on
project status. For example:

e The NOR reported 61 projects as missing their contract award milestone in
2013. Host Nations did not explain the delays, as required, for over 60% of the
missed milestones. Explanations Host Nations did provide were insufficiently
detailed to determine causes.* Without consistent, informative explanations, the

*8 AC/4-N(2014)0029 summarises all Investment Programme policy changes.

* IBAN analysis of five reports the NOR made to the Investment Committee in 2013
(AC/4(PP)N(2013)0045-ADD1-REV1, AC/4(PP)N(2013)0057-ADD2, AC/4(PP)N(2013)0081,
AC/4(PP)N(2013)0114 and AC/4(PP)N(2014)0028). These documents do not state the total number of
projects that had contract award milestones scheduled in 2013. More recent NOR reporting shows that
Host Nations have not improved their ability to award contracts on time. This strongly suggests that this is
an area in need of further scrutiny. Specifically, AC/4-N(2014)0032 indicates that Host Nations awarded
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Investment Committee will be less able to determine the specific nature of the
issues and who to hold accountable.

e In July 2014 the NOR reported that half of the relevant monitored projects (see
paragraph 3.3.6) received an early authorisation (cost estimate) as planned. Of
these, documentation did not clearly indicate updated milestones, as required,
and the reasons for delays were not clearly explained.® This reduced the
opportunity for stakeholders to become aware of significant problems, if any,
caused by the delays.

3.3.3 In summer 2014, the NOR implemented a new financial information system.>
How effectively the Investment Committee will be able to monitor and control project
implementation will depend on Host Nations entering accurate and complete information
in this system. It is too early for the IBAN to assess this area, but the IBAN recognises
significant risk exists because of experiences so far with Host Nations providing
required information. Unless Nations give the required detail on current milestones with
regular reporting requirements, the Investment Committee will not have the most
accurate milestone information, as the IMP requires.

3.3.4 Closely related to Host Nations providing implementation data is the NOR
systematically collecting these data. Since 2012, the NOR and the Investment
Committee have intensified work to collect and assess data and to monitor project
implementation in accordance with the IMP. The NOR and the Investment Committee
have made progress in monitoring project implementation milestones, but their efforts
remain incomplete.

3.3.5 Of the milestone information Host Nations provide, the NOR has consistently
tracked contract award for all projects since 2012.% The NOR did not track the other
four implementation milestones for all projects, as the IMP requires. Rather, the NOR
tracked these milestones more selectively by monitoring a growing number of projects.*
The Investment Committee agreed this limited approach in acknowledgement of the
substantial manual effort required and the functional limitations of the previous financial
information system.>*

only 6 out of 21 contracts that were supposed to be awarded between June and August 2014. This
represents 29% against a target of 90%.
0 AC/4(PP)N(2014)0059-ADD1-COR1.
5! Referred to as the Common Funded Integrated Resource Information System, or CIRIS.
52 The NOR continues to provide monthly reports on contract award milestones expected for the next
three months and contract notifications not yet received. From these reports, the NOR compiles a list of
missed contract milestones for the past three months at Investment Committee management meetings.
See e.g. AC/4(PP)N(2014)0106, AC/4(PP)N(2014)0006-ADD8, and AC/4(PP)N(2014)0005-ADDS.
>3 This work expanded from an initial ‘55 project list' produced first in 2012 (see AC/4-D(2012)0010-
REV1-COR1) to 131 projects. The NOR selected these projects based on expenditure forecast for the
following year and projects supporting key capabilities to be provided in the current year. This cross-
section represented a small portion of the overall portfolio of active projects, but a significant portion of
the portfolio based on anticipated near-term activity. See AC/4(PP)N(2013)0056-REV2.
> AC/4-D(2012)0010-REV1.
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3.3.6 Selective project milestone tracking now occurs during a NOR-led annual joint
review of capability packages and projects, which forms the basis of the Investment
Committee’s IMP efforts. The results of the 2014 review improved on previous
monitoring efforts because the NOR collected more data on a greater number of
projects. Still, the review was incomplete by IMP standards, which require review of all
projects under implementation. Specifically, the review covered roughly 30% of projects
actively under implementation or 61% of the amount remaining to be spent in the
approved Investment Programme.* In addition, the Investment Committee still has not
implemented a process to bring missed milestones its attention prior to when they
occur, which is the intent of the IMP.

3.3.7 Ensuring timely project completion is the most critical element to providing
capabilities on time.*® When assessing implementation data, a vital part of the IMP is to
identify the impact of implementation issues on project completion. The IMP is designed
to allow the Investment Committee to assess how missed milestones at any stage, or
issues experienced during implementation, affect project completion dates. However,
until recently, project completion has not been tracked. Like the contract award missed
milestone tracking discussed in paragraph 3.3.2, the IBAN found that reporting against
the annual review of capability packages and projects does not clearly or consistently
show the expected impact on project completion, if any, of missed milestones now
tracked.”” The Investment Committee also lacks a process for Host Nations to raise
project completion delays not associated with missed milestones.

3.3.8 For the 24 projects where the NOR monitored completion dates in 2013, only
42% met this milestone. According to NOR officials, these delays did not affect
capability delivery of the related overall capability package because the projects were
some of the last projects to be implemented in their respective capability packages. This
figure remained roughly the same for 2014, with 45% of projects completed on time.®
Official documentation did not include how far these delays affected capability delivery
or the steps taken to follow up on the specific projects.

3.4 Investment Committee has not responded effectively to project
implementation issues

3.4.1 The initiatives to better collect and assess information have the potential to
improve Investment Programme project implementation by prompting follow-on action in
response to identified problems. These problems would not be visible to the Investment

> See NOR(DIR)(2014)0006. The review assessed the status of CPs expected to be submitted in 2014,
CPs with no data available, and projects in over 38 (approximately one-third) of all approved CPs. The
review separated the projects into five categories, including those scheduled for achieving key milestones
and those with high forecasted expenditures in the near-term.
*® The Investment Committee defines project completion as the date the project hands over to the user.
See AC/4-D(2013)0012-FINAL. The CP Plan defines project completion as ‘estimated date of
completion’.
*" Theoretically, delays in earlier milestones, such as commitment, can be absorbed to some extent
through prudent planning and thus do not necessarily affect project completion and providing capabilities.
%8 AC/4-WP(2015)0001.
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Committee without the measures put in place since 2012. However, follow-up to
periodic project monitoring and issue reporting in the Investment Committee does not
meet the requirements in the IMP and supplemental guidance about taking action to
speed up slow-moving projects. For the Investment Committee, opportunities to take
action occur frequently through monitoring missed milestones, reporting individual
project, capability and portfolio status and tracking financial implementation rates.

3.4.2 Monitoring documentation includes milestones missed by over 6 months.>® The
Investment Programme community considers these delays to be significant. However,
the IBAN found in monitoring documentation that the Investment Committee applied
agreed policy for granting extensions to missed milestones inconsistently.®® In addition,
this documentation did not show whether delays required re-adjusting resources or
whether a ‘trimmed-down’ requirements would meet the original timeline.®* Finally, the
Investment Committee did not identify the need for any further action to accelerate
specific slow-moving projects, as the IMP requires.

3.4.3 New reporting initiatives have the potential to produce solutions to specific
project-level problems causing overall capability delivery delays, which is the main
purpose of the IMP. Since 2009, the NOR has not produced implementation status
reports, which current policy defines as the NOR'’s standard project-level reporting
tool.® However, in December 2013, the NOR launched the capability status report
activity. The NOR designed the capability status reports to give capability-wide
assessments, to identify trends and make recommendations for improvement. In
addition, since 2014 the Investment Committee has invited Host Nations to present the
status of their Investment Programme project portfolios.

3.4.4 The Nations have not taken full advantage of these initiatives. For the five
capability status reports produced as at November 2014,% the NOR clearly identified
several project-specific problems that contribute to systemic issues and presented
recommendations. The Nations have so far requested some action in response to these
reports, including lessons learned reports, but have taken limited initiative otherwise. In
addition, neither Host Nations nor the Investment Committee have yet fully utilised the
portfolio presentations made as at November 2014.% These discussions are an
opportunity to discuss steps taken by Host Nations to improve implementation and

*For example, AC/4(PP)N(2013)0045-ADD1-REV1. With annual “re-baselining” of milestones now
occurring and no clear indications of new milestone dates in missed milestone reports it is difficult to
determine how much originally-planned milestones continue to be missed.
% AC/4-D(2013)0012-FINAL states that in principle, a missed milestone should be brought to the attention
of the Investment Committee before the date has passed. The policy describes a procedure where the
Investment Committee will grant extensions for missed milestones, to be followed up with intensified
scrutiny and action, as necessary.
®1 As required by AC/4-D(2013)0012-FINAL and MC 0612.
%2 The NOR produced nearly 30 such reports between 2005 and 2009. In 2010, the IBAN found that these
reports had several weaknesses, which limited their usefulness as a monitoring tool. See IBA-
AR(2009)12.
% AC/4(PP)N(2014)0055, AC/4(PP)N(2014)0057, AC/4(PP)N(2014)0075, AC/4(PP)N(2014)0077,
AC/4(PP)N(2014)0104.
® Including by the NCI Agency, the NATO Support Agency, Germany and Netherlands.
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identify where the Investment Committee may be able to help the Host Nation overcome
obstacles.

3.4.5 Finally, the IBAN found limited action taken in response to the issue of low
financial implementation rates, as introduced in paragraph 1.4.1. This issue is well-
known to the Nations because longstanding financial reporting requirements allow
tracking of this metric. Due to the low financial implementation rate, a portion of the
money provided by the Nations to fund the Investment Programme is carried forward
every year. The amount provided by the Nations but not spent averaged approximately
EUR 157 million per year between 2010 and 2013.° This is a concern for some Nations
because persistent underspending makes funding the Investment Programme more
difficult for them.

3.4.6 In 2012, the Investment Committee looked in more detail at issues contributing to
the low implementation rate.®® The Investment Committee found that delays
experienced during project implementation and under-reporting of Host Nation
expenditure may influence the overall Investment Programme implementation rate.
However, since 2012 the Investment Committee has only once followed up with
individual Nations to determine the specific causes for poor implementation rates and
the closely associated issue of inaccurate expenditure forecasting.®’ In one recent case,
a Nation took the initiative to explain its own performance.®® The lack of Nation-specific
performance metrics, as discussed further in section 3.5, hinders visibility.

3.5 Investment Committee and Resource Board reviews of
Investment Programme performance are incomplete and
inconsistent

3.5.1 The Investment Committee uses key performance indicators to review
Investment Programme performance. For example, in one assessment the NOR
presented the results of five broad key performance indicators,®® measured against
targets, for 2013. Key performance indicator monitoring shows significant challenges
meeting targets.’® However, the Nations do not use the key performance indicators to
manage Investment Programme performance. While the agreed key performance
indicators help to understand the overall status of the Investment Programme, they do
not monitor the specific activities of individual stakeholders. Thus, in the IBAN’s opinion
the ability for the Investment Committee to act is limited by reporting only these broad
metrics.

% This number differs slightly from the average difference between the annual adjusted contribution
ceilings and spending because it is based on Nations’ contributions to the programme. The Nations make
these contributions on the basis of forecasts, not the adjusted contribution ceilings.
% AC/4-WP(2012)0004-REV2.
¢ AC/4-DS(2013)0005.
%8 AC/4-DS(2014)0026.
% On-time project delivery (KPI 1); on-time contract award (KPI 2); contracted amount rate (KPI 5);
allocated contributions rate (KPI 6), and the net authorisation rate (KPI 7). See AC/4-N(2014)0032.
" See AC/4-N(2014)0038.
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3.5.2 As a result of its review of NATO common funding,”* the Resource Board began
to review Investment Programme performance on the basis of a selected number of Key
Identified Capabilities.”> However, its approach does not align with the IMP. The IMP
outlines a ‘bottom-up’ approach in which the Investment Committee identifies project-
specific problems and, if these problems affect capability delivery, they escalate them to
the Resource Board. By so doing, the IMP clearly defined a tolerance or threshold for
Resource Board ‘management by exception’, which is also a project management best
practice. However, rather than consistently following this procedure,’” beginning in 2013
the Resource Board monitored a list of ‘Key Identified Capabilities’ selected by the
Nations based on inputs such as political priorities established during NATO summit
meetings. This represents more of a ‘top-down’ approach.

3.5.3 The Resource Board approach enhances visibility at the capability level and
presents opportunities to take action. In response to a tasking from the Resource Board,
the Investment Committee identified 20 actions already taken and 21 measures to be
undertaken in 2015. It intends these measures to mitigate issues identified with the 8
capabilities the Resource Board assessed in the two lowest categories.”* 11 of the 21
measures scheduled for 2015 are due in the first quarter of 2015. For the most part the
Investment Committee identified the entity responsible for taking action. For example,
the NCI Agency is responsible for 7 of the actions due in the first quarter of 2015. It is
too early to determine how effectively the responsible entities will follow through on
these commitments or how well the Resource Board and Investment Committee will
ensure that they do so.

3.5.4 The Resource Board will face challenges measuring the impact of the actions
taken to mitigate the issues it identified at the capability level. In the Investment
Committee the Nations use the most up-to-date approved project implementation
timelines as the basis for reviewing performance.’ In the Resource Board, the Nations
have agreed to use the CP Plans as a baseline, including originally programmed cost,
scope and schedules. As discussed in section 3.2, programmed baselines do not
typically align with current project implementation timelines. Even if the Investment
Committee’s mitigation measures successfully bring slow moving projects up to the best

1 PO(2013)0071.

2 The Nations agreed an approach that was used to brief Resource Board representatives in plenary
session in June 2014 (AC/335-N(2014)0029-REV1). They subsequently revisited the approach in
preparation for the November 2014 plenary session (AC/335-N(2014)0053-REV1).

”® The IBAN encountered at least one case during its audit work in which the Investment Committee
referred a set of projects to the Resource Board.

" These are ‘red’ and ‘amber.’ For schedule, ‘red’ refers to a capability area in which at least one
capability package is scheduled to be delivered more than 12 months later than the original CP Plan
completion date. Capability packages scheduled to be delivered late but within 12 months are assessed
‘amber.’ For resources, ‘red’ refers to a capability in which at least one capability package has
experienced a greater than 25% cost increase compared to the CP Plan programmed value and ‘amber’
refers to capabilities assessed within a 25% cost increase. AC/4-D(2014)0016-FINAL.

> Most recently defined in AC/4-D(2014)0014.

NATO UNCLASSIFIED
3-26



NATO UNCLASSIFIED
ANNEX 3

C-M(2015)0043

IBA-AR(2014)35

possible speed, the status of the capability will remain ‘red’ or ‘amber.” The Nations
have not defined clear, objective criteria with which to consistently measure trends.

3.6 Investment Programme governance limits effective enforcement
and accountability

Enforcing Host Nation commitments

3.6.1 The Investment Committee does not effectively held Host Nations accountable.
The Investment Committee takes a key governance role during implementation. It is
responsible for giving the oversight necessary to provide direction and guidance and
that stakeholders follow processes and procedures. In the context of the Investment
Programme, effective governance means holding Host Nations accountable to
implement projects as part of the binding commitment to deliver projects within cost,
scope and schedule. It also means taking action to ensure that Host Nations and other
stakeholders follow established processes and procedures. In the preceding sections of
this report, however, the IBAN found that Investment Programme stakeholders,
including Host Nations, do not effectively adhere to Investment Programme processes
and procedures. In addition, they do not consistently produce results in line with their
commitments.

3.6.2 Investment Programme governance lacks the means for effectively enforcing
Host Nation commitments. A committee of National representatives is directly
responsible for overseeing project implementation. This reflects the level of agreement
needed to use a common fund as the basis for a co-operative approach to meeting a
shared threat. It also reflects the old NSIP environment, in which the Nations
themselves managed most projects. This arrangement made the Nations accountable
to each other. However, it limits the Investment Committee’s ability to effectively
monitor, evaluate and control project implementation, which its Terms of Reference
require. The Investment Committee can at most ‘invite’ Host Nations to take action, with
no directive or enforcement authority. Without a governing body able to effectively
enforce commitments, stakeholders face little compelling reason to improve their
performance.

3.6.3 As paragraph 1.1.5 shows, the Investment Programme has fundamentally
changed since the Nations defined its governance principles. The shift towards projects
managed by the NATO agencies—and the NCI Agency in particular—represents this
trend. The Investment Committee can, in principle, more effectively direct and enforce
the activities of the agencies than it can those of territorial Host Nations because the
agencies are NATO entities. However, as currently governed, the Investment
Programme has limited capacity for effective enforcement regardless of whether the
Host Nation is a territorial Nation or a NATO agency. A robust customer funding
regulatory framework and enhanced Communications and Information governance
could enable better oversight of the NCI Agency, which is the Host Nation managing the
largest share of projects under implementation. Work in this area has been delayed.
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However, current plans call for completion of work by the relevant NATO committees by
mid-2015."

Involving NATO bodies to improve implementation

3.6.4 The Investment Committee provides detailed, day-to-day oversight of many
external stakeholders’ activities. These activities are often complex and involve a wide
range of issues that other NATO bodies also work with. At a minimum, these bodies can
inform Investment Committee decision-making when, for example, the NOR identifies
systemic issues such as those discussed in recent capability status reports. For
example, the NATO Headquarters Consultation, Command and Control Board are well-
placed to give advice. However, the Investment Committee’s terms of reference’’ do
not give it tasking authority over other NATO bodies to facilitate their involvement in
accelerating slow-moving projects.

3.6.5 The Investment Committee faces challenges initiating discussion of urgent issues
in the right forums. The NOR has suggested but not yet recommended, and the
Investment Committee has not yet directed, specific courses of action to involve NATO
bodies in improving project implementation. The need for action has been most acute
for traditional Investment Programme stakeholders, primarily Host Nations.
Nevertheless, NOR officials told the IBAN that their ability to act is limited unless the
Nations take greater initiative to more systematically involve NATO bodies.

Role of Council

3.6.6 Within NATO, Council is the body to which all others are ultimately accountable.
It is also the body with the greatest capacity for enforcement. Reporting to Council on
the Investment Programme includes an annual high-level statement of challenges
included in the Resource Board’s Annual Report and the Medium Term Resource
Plan.”® These documents also include factual information on financial implementation
rates, financial status and the impact of delays in capability delivery. However, these
documents did not assess the root causes of project implementation delays and how far
the Investment Committee or Resource Board can realistically mitigate the relevant
issues. In the IBAN’s opinion, appropriate reporting to Council would include the
Investment Committee’s and Resource Board’s assessment of their own constraints
and challenges. Such an assessment would allow Council to determine whether it
should take a more active role at its level in holding stakeholders accountable and
enforcing action.

’® See AC/335-N(2014)0060, AC/281-N(2014)0080, PO(2014)0836 and PO(2015)0008.
7 C-M(2007)0010.
8 C-M(2014)0048, C-M(2014)0058.
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3.7 Strategic Commands do not effectively report on the impact of
project delays, which limits schedule control

3.7.1 In assessing the military community’s work to monitor Investment Programme
project implementation, the IBAN focused on reporting the impact of delays. The
Strategic Commands’ reporting in accordance with applicable guidance is incomplete.
For IBAN sample projects, only half of those for which the IBAN established a significant
delay had an associated operational impact statement.”® The Strategic Commands
provided them in response to periodic reporting requirements such as those described
briefly in paragraph 2.2.7. These statements did not represent proactive responses by
the Strategic Commands to identified delays in project implementation as required. The
Strategic Commands said this was due to the lack or insufficient flow of implementation
data. In addition, they did not attribute delays in capability delivery to specific project
delays, which could better prompt targeted action. As a result, it is unclear how much
projects experiencing significant delays affected the relevant capabilities.

3.7.2 The IBAN observed that the more clearly defined the operational impacts of
delays in project completion, the more likely that action to accelerate slow-moving
projects and approve explicit mitigation steps would be taken. In particular, delays in
Alliance Operations and Missions projects of all types typically have immediate or
existing serious operational impacts. This is because in such situations commanders on
the ground face challenges effectively conducting their assigned missions without the
required capability. For their part, Nations are less likely to accept operational risk and
allow continued degradation of mission effectiveness that unmitigated delays produce.

3.7.3 However, identifying clear operational impacts for projects other than those to
support Alliance Operations and Missions is more challenging. In particular, Strategic
Command officials said it was difficult to define operational and transformational
impacts of delays for longer-term projects designed to contribute towards NATO'’s high-
level goals, as defined in the Alliance’s ‘Level of Ambition’. Projects in this category
include many of the complex software intensive projects experiencing the greatest
implementation problems.

3.7.4 For delayed projects without a clear operational impact, reporting on the financial
impact to NATO budgets becomes especially important. However, among the
documentation reviewed for sample projects, the IBAN found limited evidence of such
assessments by any stakeholder. In particular, interim solutions for unmet needs arising
from capability package project delays and increased costs of running aging legacy
infrastructure is acknowledged within NATO.® No NATO entity separately tracks the
use of interim solutions such as prototypes and associated costs. In 2009, the NATO
Consultation, Command and Control Board reported on the use of prototype

" The Strategic Commands discussed impact at the level of the capabilities these projects supported.
They also did not produce any capability- or project-level operational impact statement for 5 out of 10
projects with completion or estimated completion delayed by over 6 months.

% Expenditure for these solutions typically comes from the Military Budget, which is managed by a
different NATO committee (the Budget Committee), separately from the Investment Programme.
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communications and information systems within NATO.®! However, this report has not
been updated since then, despite the intent to use it as a ‘living document.’

3.7.5 Without complete and consistent reporting on the impact of delays, the
Investment Programme lacks schedule control as envisioned in NATO policy and
guidance. The resource community lacks sufficient detail on whether project schedules
enable the timeframes in which the Strategic Commands need capabilities or whether to
adjust timeframes. As a result, the IBAN found in its assessment of sample projects that
the Investment Committee typically does not consider impact before agreeing to
lengthen project schedules. Thus, the Nations approve requests by Host Nations for
greater scope and cost regardless of schedule implications. In addition, they make
these approvals in the absence of a full business justification that complete financial
impact statement reporting would provide, particularly for costly endeavours such as
software intensive projects.

3.8 Guidance, resource and structural shortfalls hinder Strategic
Commands’ work

Guidance

3.8.1 Little has changed since the IBAN’s 2010 report® to improve the Strategic
Commands’ ability to perform their responsibilities during project implementation.
Officials from Allied Command Operations and Allied Command Transformation told the
IBAN that the Strategic Commands cannot effectively perform the monitoring role
defined in their guiding documents for Investment Programme project implementation.

3.8.2 Previous IBAN observations on shortfalls in guidance remain. In particular, the
main policy and guidance documents for the Investment Programme process®® continue
to lack NATO-wide authority, are out of date and incomplete. For example, the IMP and
its supporting policies do not define the Investment Committee’s responsibilities to
control project implementation® or how other Investment Programme stakeholders
should support this role. In addition, the detailed interactions between Host Nation,
resource community and Strategic Commands necessary for the Strategic Commands
to assess changes in project completion dates have not been specified. Further, the
resource and military communities have different guidance for tracking missed
milestones and their impact on project estimated dates of completion.

3.8.3 These factors contribute to a gap between what the military community believes
it provides the resource community and what the resource community expects to
receive. Stakeholders lack consistent guidance for the basis on which to define
schedule tolerances and raise and approve exceptions. These are standard project
management principles that should apply equally to adjustments in cost, scope and

81 AC/322-N(2009)0115-ADD3.
82 IBA-AR(2009)12
% MC 0612, Bi-SC 85-1, AC4-D(2011)0006, AC/4-D(2013)0012-FINAL, NSIP Manual.
% See C-M(2007)0010.
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schedule. This limits how far the Strategic Commands, which play a key role in
providing the necessary information for decision-making, understand the resource
community’s expectations of them, as well as Nations’ ability to hold the Strategic
Commands accountable to provide the information they need.

Resources and structures

3.8.4 In 2010 the IBAN found that workforce limitations within the Strategic Commands
contributed to weaknesses in performing their roles and responsibilities. Such limitations
included incomplete fill rate, insufficient job descriptions and high turnover. These
issues remain. For example, according to Allied Command Transformation officials, only
one person within both Strategic Commands has sufficient expertise to deal with NATO-
wide air command and control capabilities. As shown in Figure 1, air command and
control is the largest Investment Programme spending area, and related projects have
experienced implementation delays.

3.8.5 Without experienced personnel, the Strategic Commands are less able to
participate in key forums that provide governance of major Investment Programme
projects. Important forums lacking full Strategic Command participation include Project
Boards for software intensive projects implemented by the NCI Agency. This limits the
visibility the Strategic Commands need to meet implementation-monitoring
requirements.®® If the Strategic Commands fully participate in project-level governance,
which is their responsibility, their reliance on implementation data would diminish and
they would be in a better position to proactively respond to delays.

3.8.6 The IBAN previously reported on the long-term difficulties Nations have in filling
the military posts they commit to, as well as Nations’ challenges in providing personnel
with the required skills and expertise.® These challenges occur in an environment of
growing demands. In 2011, a joint civil-military team reported that, for capability delivery
overall, “the ever increasing workload and complexity of capability development and
delivery has led to overstretch of staff”. The report concluded that “tasks, roles and
responsibilities, working methodologies, structures, clustering of activities, governance
(including accountability), training and education of new staff will all have to be
addressed if the effectiveness, quality and timeliness of the output is to be improved”.®’
Other reports reviewed by the IBAN made similar conclusions.®

3.8.7 No stakeholder the IBAN spoke to believed that the limited changes®® made in
the time since publishing the report by the joint civil-military team had addressed the
fundamental problems identified. Addressing these issues in more detail is beyond this

% The IBAN has previously reported on this issue. See IBA-AR(2013)22.

8 IBA-A(2014)13, IBA-A(2014)149.

8 AC/281-N(2011)0067.

8 E.g. JALLC/CG/11/192, Improving NSIP CUR Process: Expediting CUR Approval. See also NATO
Executive Development Investment Programme Team Acquisition paper, June 2012.

% Initiation of the Capability Development Executive Board, supported by Capability Area Managers.
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report’s scope, but, in the IBAN’s opinion, more action is needed in the following areas
before chronic staffing issues and other issues improve:

The NATO entities responsible continue to operate in fragmented ‘silos.” For
example, the IBAN observed only minimal interaction between the Investment
Committee and the NATO officials newly designated responsible for ‘managing’
specific capability areas.

Despite numerous observations in this area, there is no single individual or body
accountable for the full capability development cycle. Different process owners
for the different stages of capability delivery are only accountable within their own
specific governance structures.
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4. NATO does not effectively close and record completed
projects

4.1 Roles and responsibilities

4.1.1 After project completion (defined in the Investment Programme as handover to
the user), NATO must assess whether the Host Nation has implemented the project
within authorised cost and scope. Investment Programme policy intends this
assessment to include timely inspections of all completed Investment Programme
projects. The NOR, supported by the Host Nation and Strategic Commands and the
IBAN, respectively, must complete technical and financial inspections. The Host Nation
must request a technical inspection (Joint Final Inspection and Formal Acceptance) no
later than six months after project completion, culminating in NATO’s technical
acceptance of the project. The Host Nation must also request a certification audit of
project expenses by the IBAN. A project is considered closed and accepted into the
NATO inventory when the IBAN issues a Certificate of Final Financial Acceptance (a
Certificate).

4.2 Host Nations do not meet deadlines for closing completed
projects

4.2.1 In 2010 the IBAN found that Host Nations and the NOR had not closed
completed Investment Programme projects as required by Investment Programme
procedures. Specifically, the IBAN found that 1,553 projects were operationally
complete but not closed.”® As at June 2014, over 1,700 projects remained in this
category.” Thus, the rate at which Host Nations complete projects continues to exceed
the rate at which NATO can close them. For most of these projects, the Host Nation had
to either request a technical inspection (about 60% of completed open projects) or an
audit by the IBAN (about 30% of completed open projects). The NOR had a backlog of
about 200 projects to inspect. Altogether, the projects in these three categories
represented about EUR 5.1 billion in expenditure that the IBAN had not yet certified.

4.2.2 In 2010, the IBAN sampled audited projects and found that the average period
from project completion to audit was over six years.*? The most significant delays
resulted from lack of Host Nation requests for Joint Final Inspection and Formal
Acceptance within six months of completion, as required.”® As the IBAN found in 2010,
Investment Programme funding mechanisms make all authorised funds available to
Host Nations before project inspection and acceptance. This gives no incentive for Host
Nations to proceed with technical and financial closure after project completion, except

% These projects lacked a Joint Final Inspection and Formal Acceptance, a Certificate, or both.
% These include about 1,600 CP projects and nearly 150 projects from the old ‘Slice’ programme.
% This finding is influenced by five projects initiated prior to when the capability package process was put
in place, which were not closed until 16 years after completion. For projects subject to the ‘simplified
procedure’ the average time between completion and closure was 34.8 months.
% The IBAN found that such requests took on average two years.
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where they incurred a cost overrun. Also, the technical handover between the
contractor, the Host Nation and the user is done before a Joint Final Inspection and
Formal Acceptance is requested. This implies that the end user satisfaction is achieved
at this stage and that the Investment Programme closure process can appear as a low-
priority administrative step.

4.2.3 In September 2014 the Nations agreed an action plan to reduce the number of
uninspected and unaudited projects to zero by June 2016. Based on the progress so far
the Nations will not meet their commitments unless they greatly increase the rate at
which they submit projects for inspection and audit. As at November 2014, in the
second half of 2014 the IBAN issued 11 Certificates for Slice programme projects® and
received requests for audit of five more, out of a population of 161 open projects. The
deadline for completed capability package projects to be submitted for audit is June
2016. It is therefore too early to forecast this result. The IBAN acknowledges the short
time since agreeing the action plan. However, in the IBAN’s opinion this is another case
where the resource committees struggle to hold Host Nations accountable.

4.3 No comprehensive reporting to track completed projects

4.3.1 Typically, Investment Programme project completion involves user acceEtance
procedures (see Figure 3). After these procedures, the user controls the asset.” The
user is responsible for maintaining, accounting and disposing of the assets under its
control.®® However, in its audits of annual financial statements the IBAN found that
NATO users, particularly Allied Command Operations and the NCI Agency, do not
properly account for many Investment Programme-funded assets such as those used
for military operations.”’ In addition, the IBAN observed a lack of accounting by the NCI
Agency for Investment Programme-funded assets, including high-value communication
and information systems, considered ‘in progress’ but not yet completed.*®

4.3.2 Beyond these observations, the IBAN found no consolidated reporting on closed
Investment Programme projects. The NOR provides regular lists of closed projects to
the Investment Committee, which represent the final administrative step in the
Investment Programme process. However, the accumulated volume of all projects
handed over to the user and technically verified and accepted has not been physically
recorded. As a result, no ‘NATO inventory’ exists. Without a physical record, the
tangible results of billions of Euros spent in the Investment Programme since the
Nations created it over 60 years ago are not apparent.

% See paragraph 1.1.1 above for a brief discussion of the Slice programme.
% The ownership (that is, the legal proprietor) of Investment Programme-funded works remains
undefined. See Investment Programme manual.
% For NATO users, see C-M(2013)0039 and ACE Directive 60-80, for example.
% See, for example, IBA-AR(2014)20. ACO uses the output of its logistics (operational) property tracking
database to inform its financial asset accounting so the weakness exists at both levels. IBAN’s audit
authority does not allow visibility over the extent to which territorial Host Nation end users account for the
Investment Programme-funded assets under their control.
% See IBA-AR(2014)22.

NATO UNCLASSIFIED

3-34



5.

5.1

NATO UNCLASSIFIED
ANNEX 3

C-M(2015)0043

IBA-AR(2014)35

Conclusion and recommendations

The IBAN has shown that Investment Programme stakeholders struggle to

implement—or effectively oversee implementation of—projects needed to deliver
required capabilities within approved cost, scope and schedule. Investment Programme
governance hinders the effective and timely completion of projects. The IBAN made the
following observations on Investment Programme project implementation:

e Authorisation process gives poor assurance and weak timeline control.
Host Nations struggle to give accurate and feasible estimates of cost, scope and
schedule. The NOR has not screened project schedules to ensure they are
realistic. The military community has not yet given the expected project
implementation advice when projects are delayed. Nations have been unable to
agree effective measures to encourage timely input by Host Nations.

e NATO does not effectively monitor, evaluate and control project
implementation. Host Nations and the resource community still do not give,
collect, assess and act on data well enough. Strategic Command reporting on the
impact of delays is incomplete and tends not to link project delays to capability
delivery. For projects reviewed by the IBAN, the Investment Committee did not
consider impacts prior to lengthening project schedules. Contributing factors
include weak and fragmented accountability, enforcement, structures and
processes.

e NATO has not effectively closed and recorded completed projects. Nearly
two-thirds of all active projects are physically complete, but have not been
closed. The Nations will not meet their commitments to eliminate this backlog
unless they greatly increase the rate at which they submit projects for inspection
and audit. Users do not effectively track Investment Programme-funded projects
and the full extent of completed Investment Programme projects is unknown.

5.2  Recognising management shortfalls, since 2010 the Nations in the Investment
Committee implemented policy changes that enhanced their involvement in the day-to-
day oversight of project implementation. Improvements in implementation monitoring
and evaluation are evident since 2012. However, the results of these improvements
highlight the continuing lack of progress in improving the timely implementation of
Investment Programme projects. They also show the urgent need for further action.

5.3 If the Investment Programme goal is effective and efficient capability delivery,
existing governance principles may not be fit for purpose. These principles reflect the
level of agreement needed to use a common fund as the basis for a co-operative
approach to meeting a shared threat. They also reflect the needs of an era in which the
same Nations in the Investment Committee were themselves implementing most
projects. Today, however, the Nations are unable to effectively direct and enforce
actions that are needed to improve project implementation.
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5.4  Nations at the Ministerial and higher levels have increasingly emphasised the
desire for better performance. Most recently, at the September 2014 Wales Summit
Heads of State and Government tasked the NATO resource and military communities to
develop clear recommendations for improving capability delivery. The time is right to
reform how Investment Programme project implementation is governed to better reflect
how far the Programme has evolved. There are also a number of short term actions that
can improve the current situation.

5.5 Aside from these findings, the results of published NATO studies strongly
suggest that NATO stakeholders experience equal, if not greater, challenges during
other steps in the capability development process. Requirements definition for complex
endeavours such as software intensive projects is one notable area receiving significant
attention. Improving project implementation alone will not provide capabilities on time
because work must be done in these other areas too.

Recommendation 1 (short-term focus):

5.6  To better ensure that authorised projects reflect accurate and realistic cost,
scope and schedule estimates the IBAN recommends the resource community work to
improve Investment Committee decision-making during authorisation. These steps
should include, at a minimum, the following elements:

(1) More comprehensive consideration in NOR screening reports of the risk of potential
scope changes prior to those scope changes occurring,

(2) broadened screening by the NOR on the feasibility of milestones the Host Nations
provide and

(3) Investment Committee action on NOR screening reports only after it is satisfied that
Host Nations have addressed risk and made project milestones realistic.

57 The IBAN further recommends:

(1) The resource and military communities develop synchronised implementing
guidance for the new policies in place,

(2) the NOR conduct regular and comprehensive reporting to track completed projects
and provide overall visibility on capability delivery and

(3) enhanced reporting to and involvement of Council to better hold Investment
Programme stakeholders accountable to meet their commitments.
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Recommendation 2 (longer-term focus):

5.8 The IBAN recommends the Nations reform Investment Programme governance
to improve accountability, control and enforcement. To begin this process, the IBAN
recommends that Council convene a group of external subject matter experts, drawn
from National administrations, to give Council recommendations to address, at a
minimum:

(1) changing Investment Programme principles as necessary to ensure that
accountability for capability delivery is both strengthened and clearly defined,

(2) developing a governance model that enables more effective direction and
enforcement in the day-to-day oversight of the Investment Programme,

(3) creating effective incentives, with particular emphasis on the NATO Agencies, to
encourage Host Nations to make timely submissions and meet commitments and

(4) make the organisational changes in NATO bodies involved in capability delivery as
necessary to rationalise structures and improve stakeholder cohesiveness.
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6. Comments received and the IBAN position

6.1 The IBAN requested formal and factual comments from the Director, NOR, the
Vice Chief of Staff, Allied Command Operations and Allied Command Transformation.
Where appropriate, the IBAN amended the report based on the factual comments
received. The IBAN reproduced the full text of the formal comments in Appendix 4.

Summary of comments by the Director, NOR

6.2  The Director, NOR confirmed that the report rightly points out in which areas
stakeholders should improve ownership and accountability. This goes hand-in-hand with
the Investment Committee and the NATO Military Authorities fully exercising and
enforcing their roles and responsibilities in terms of implementation monitoring and
management as foreseen by existing policies and procedures. The need for clear and
realistic capability development and implementation schedules, improved accountability
and focussed reporting are also some of the themes in the preparation of the response
of the Nations to the Wales Summit Tasking on improving capability delivery. In this
respect the report of the IBAN comes at the right moment.

6.3  The Director, NOR underlined that problems also originate from the earlier
requirements setting and programming stages — a fact he wrote could have been more
highlighted throughout the report. He also underlined IBAN’s observations regarding the
roles of the agencies and the reversal in implementation roles. According to the
Director, well-meaning updates in policy and procedures have not addressed this
programme imbalance. This requires specific measures to strengthen implementation
oversight and governance over the agencies, an element which he would have liked to
see more stressed.

6.4  The Director, NOR found that the report insufficiently reflects the increased
efforts by the Investment Committee, with the support of NOR, to improve oversight,
monitoring and management of investment projects. Further, he did not share IBAN’s
conclusion and recommendation regarding the need for a fundamental examination of
Investment Programme management and governance. The current governance
structure is a true reflection of the complexity of NATO with different stakeholders
responsible for the overall delivery process. An underlying issue, according to the
Director, NOR is that there is no single body or person accountable for the full
implementation cycle. Nevertheless, the Director, NOR is of the opinion that more
efforts should be made towards making processes more effective and efficient and
holding individual stakeholders accountable to their assigned roles.

6.5 According to the Director, NOR, in order to hold Host Nations accountable, they
must be responsible for developing and adhering to the schedule, cost and scope.
Otherwise Host Nations would be simply implementing somebody else’s planning for
which they cannot be held responsible. The NOR could extend its screening to provide
comments and advice but should not establish the milestones.
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Summary of comments by the Vice Chief of Staff, Supreme
Headquarters Allied Powers Europe (SHAPE), Allied Command
Operations

6.6 In SHAPE’s view the implementation phase is, in fact, a long protracted approval
process caused by poorly developed business cases. The lack of incentives for Host
Nations, especially the Agencies, to provide reliable information seems to be a key
factor that results in changes and delays. The key to improve delivery is to enhance the
approval phase so that the Council, Military Committee and resource committees can
make informed decisions. Further, SHAPE underlined that the capability package
process should differ between infrastructure and technology projects. According to
SHAPE, technology projects require different staffing and procedures.

6.7 SHAPE found that the report did not consistently describe roles and
responsibilities, particularly for the Strategic Commands. He stressed that the
Commands are responsible for the development of requirements; once a project is
approved by NATO Headquarters the Commands provide impact statements on
changes to approved plans during the implementation phase.

6.8 SHAPE noted that implementing the recommendation to broaden screening by
the NOR on the feasibility of milestones the Host Nations provide could be problematic.
NOR screening may be highly dependent on an assessment of Host Nations’ past
performance for similar projects, which the IBAN assesses to be inadequate. Thus,
agreement on “realistic” milestones may be difficult to achieve.

Summary of comments by Allied Command Transformation

6.9 Allied Command Transformation informed the IBAN that it considered the report
to be valid and accurate and had no further comments to provide.

IBAN position

6.10 IBAN appreciates the comments received. The IBAN concludes that there are no
fundamental differences in opinion regarding many of the main problems and the need
to improve. However there is no full agreement of the nature and extent of the
necessary changes. Where appropriate the IBAN amended the report based on the
comments received. However, the IBAN saw insufficient reason to amend its
conclusions and recommendations. This can be explained as follows.

6.11 In his comments, the Director, NOR implies that the Investment Programme
governance structure is too complex to change. The IBAN recognises that governance
within the Alliance normally reflects a delicate balance between various stakeholders’
interests. Nevertheless, this alone should not prevent an external review of Investment
Programme governance with the potential to improve effectiveness and efficiency. The
IBAN sees an opportunity to identify lessons learned and best practices from outside
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the NATO context in managing infrastructure investment. Separating any
recommendations themselves from those responsible for taking action may also
increase the likelihood of implementation. Of course, final decision-making should fully
incorporate all necessary NATO-specific considerations.

6.12 The IBAN interprets the NATO definition of governance, particularly as it relates
to capability development, to contain more than just structures. It also includes ways
and means to ensure the desired results are achieved, the actors involved and how they
work together. In this sense effective governance, accountability and enforcement are
strongly linked. The IBAN shares the view of the Director, NOR that accountability and
ownership go hand in hand with fully exercising and enforcing roles and responsibilities.
However, effectively achieving this state within the Investment Programme may not be
possible without also critically examining governance.

6.13 Both SHAPE and the NOR underlined the importance of improving other aspects
of capability development and delivery not directly in the scope of the audit. These
areas include requirement-setting, business case development and solution selection
and NATO agency-specific concerns. An external review could comment on these
issues.

6.14 The IBAN fully recognises the increased efforts of the Investment Committee to
improve oversight, monitoring and management of Investment Programme projects. As
the IBAN states in its report, it is specifically these efforts which were the main subject
of its audit work, particularly in chapter three. The IBAN also acknowledged and
assessed the performance of other initiatives such as the military community’s efforts to
enhance involvement in project implementation. Key initiatives the IBAN identified and
assessed include:

Implementation Management Procedure.

Capability package implementation planning.

Monthly and quarterly monitoring of contract award milestones.
Milestone tracking for selected projects.

Annual review of capability packages and projects.

Project completion monitoring.

Policies for dealing with projects that miss milestones.
Implementation of the new financial information system.
Implementation status reporting.

Capability status reporting.

Host Nation portfolio reporting.

Software intensive projects task force reporting.

Financial implementation rate tracking.

Key performance indicators.

Review of Key Identified Capabilities and mitigation steps taken.
Enhanced reporting by the Military Committee and Strategic Commands.
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6.15 The IBAN believes its report adequately assessed these initiatives as they had
been implemented as at the end of audit fieldwork. Several of these initiatives are quite
new, even if the underlying principles have been in place since 1996. So far, as the
IBAN concludes in its report, the initiatives have been most successful in more clearly
illustrating the extent of the problems NATO faces in delivering projects and capabilities
on time. The IBAN acknowledges that additional time may allow some of the initiatives
to have greater effect. However, the IBAN also notes that some deeper issues, such as
the lack of accountability and enforcement, may limit the potential of the initiatives to
achieve their goals. The IBAN modified some report text to more explicitly link its
findings to the measures agreed to improve the Investment Programme.

6.16 The IBAN accepts the comments made by SHAPE clarifying roles and
responsibilities and military advice provided within NATO. The IBAN notes that the
military community believes it provides the resource community extensive
implementation advice. The IBAN also notes that the resource community believes this
information is still insufficient. Synchronised, NATO-wide implementation guidance such
as the IBAN recommends in its report could more effectively align expectations.

6.17 The IBAN notes that in SHAPE’s comments, as during the audit, the command
distanced itself from controlling Investment Programme projects. However, the IBAN
also notes that these projects are typically designed to meet its requirements. Allied
Command Operations also typically bears risk in case of delays and is the main user of
the delivered capabilities. In the IBAN’s opinion, these incentives should prompt Allied
Command Operations to actively seek opportunities to exercise control. Fully
participating in communication and information systems Project Boards is one example.
In the IBAN’s opinion, the Nations should hold the Strategic Commands accountable for
exercising the maximum level of control allowed for under current arrangements.

6.18 The IBAN concurs with comments made by both SHAPE and the Director, NOR
on the challenges in establishing realistic milestones. The IBAN also recognises that
political targets can strongly influence project schedules, as it and others have found.”
These targets may not realistically consider the work needing to be done to accomplish
them, which introduces further complications and increases the risk of delays.
Nevertheless, Host Nations and the NOR should agree the feasibility of the Host
Nations’ project schedules and fully assess risk before the Investment Committee
agrees them. In addition, Host Nations need to develop the level of understanding
necessary to ensure their estimates of schedule improve.

% IBA-AR(2013)22, AC/4-N(2014)0042.
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Abbreviations

IBAN International Board of Auditors for NATO
IMP Implementation Management Procedure
NOR NATO Office of Resources
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Sample # Capability Project Name Host nation Completion delay
package
1 5A0007 1999-5-HQ-593 Obtain and Integrate Air Ops SUbFASS NCI Agency 12 years
2 5A0013A02 2007 5 AF 5168 Restore/expand crash fire station Germany 6 years
3 22001 Provide Backbone Radar|| | N NN Czech Republic 8 years
5A0044 -
4 22003 Provide Backbone Radar | Czech Republic 8 years
5 5A0051A04 2011 3 AF 19983 Upgrade WS3 Security System us 3 months
6 N/A ACCS LOC 1 Validation System Test 1-2 NCI Agency Not specific Investment
— Programme projects; extent of
7 5A0109 N/A ACCS LOC 1 Validation System Test 2 NCI Agency delays could not be determined.
8 5A0109A02 | N/A ACCS LOC 1 Validation System Test 3 NCI Agency
9 N/A ACCS LOC 1 Replication Batch 2 Hardware Delivery NCI Agency Not specific Investment
L . Programme projects; extent of
10 N/A ACCS LOC 1 Replication Batch 3 Hardware Delivery NCI Agency delays could not be determined.
11 9A0700 2007 2 Tl 14857 Provide Air EW training equipment UK 6 years
12 9C0103 2007 0 IS 3043 Develop Logistic Functional Service (Spiral 1) NCI Agency 2.5 years
13 9C0107 2011 01S 3082 Provide FS for C2 of combined joint operation NCI Agency 8 months
14 2011 01S 3075 Provide Air C2 Information Services Phase 2 NCI Agency N/A not yet authorised
15 N/A (AOM) 2007 5 VA 30447 RSOI Accommodation NSPA 2 months
16 N/A (AOM) 2009 5 VA 30555 Provide Persistent ISR NCI Agency 11 months
17 N/A (AOM) 20101 HQ 30020 Communication and information systems Phase 3 1JC C2 NCI Agency Delayed by unknown amount
18 N/A (AOM) | 2010 1 VA 270190 | Phase 3 HQ ISAF Joint Command C2 NSPA Delayed but on hold in
Investment Committee
19 N/A (AOM) 2012 5 VA 30597 AMN 12 NCI Agency 12 months
20 N/A (AOM) Serial 27002 COMKAF HQ NCI Agency 2 months
21 N/A (AOM) Serial 30284 Radio Network for Air Ops NCI Agency 14 months
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Sample selection methodology

1. As shown in the above table, the audit team selected a sample of 21 projects to
check delays in completion dates. The results cannot be generalised. The criteria used
include:

e projects already selected for NOR and Investment Committee monitoring,

e capability package and Alliance Operations and Missions Crisis Urgent
Requirements projects that both agency and territorial Host Nations manage,

e projects comprising part of the capabilities selected for Resource Board
monitoring, and

e projects scheduled to be completed in 2013.

Five items (sample numbers 10 to 14) correspond to Host Nation internal milestones
instead of projects. They are part of the same capability package, which the Resource
Board is also monitoring. The audit team could not learn from the NOR which projects
these milestones were attributed and reported to the Nations, so full testing was not
possible.

2. The team assessed the CP Plan timeline dates, taken as a baseline, against the
latest forecasted dates presented in Investment Committee ‘Decision’ and ‘Decision
Sheet’ documents. The team compared information in these documents with information
disclosed in the Allied Command Operations Project Implementation Tracking Tool
system to determine actual milestone achievement for Alliance Operations and Missions
projects.

3. The team requested from Allied Command Operations any impact statements for
the projects and overarching capability packages tested. The team asked questions
about the process that Investment Programme stakeholders use to get or give
information necessary for the Investment Committee to make opportune decisions on
changes to project cost, scope and schedule. The audit team combined findings from its
sample analysis with interview information, or document analysis from these interviews,
related to other relevant projects.
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Capability package process

Identification and prioritization

What:

Implementation
What:

Who:

Operation
What:
Who:

The capability package starting point. The Strategic Commands agree on a master list of capability packages to
be developed, based on direction from the North Atlantic Council on strategic objectives and supporting Military
Committee guidance.

Military Committee, Allied Command Transformation, Allied Command Operations.

Comprehensive document to include initial estimated costs and milestones for one or more projects. Capability
packages identify Host Nations (either territorial or agency) which will be responsible for implementing each
project.

Allied Command Transformation lead, Allied Command Operations support.

A joint capability package report submitted to the Military Committee and the Resource Policy and Planning
Board for endorsement. The North Atlantic Council gives final capability package approval.

North Atlantic Council, Strategic Commands, Military Committee, Resource Policy and Planning Board, NATO
Office of Resources, International Military Staff.

The Investment Programme project lifecycle has 7 main milestones. Individual project implementation begins
with capability package approval and ends with project closure.

Investment Committee, Military Committee, Strategic Commands, NATO Office of Resources, International
Military Staff, territorial and agency Host Nations

Completed capability accepted into operational service. Lessons learned incorporated into next cycle.
Strategic Command and/or national users.

NOTE: Regarding approval: After a draft capability package is considered mature by the Strategic Commands, it is screened by
the NATO Office of Resources for the technical and eligibility part, and, in parallel, by the International Military Staff for the military

requirement part.

Source: IBAN analysis of Strategic Command and NOR documentation.
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Formal comments received from Allied Command Operations
and the NOR

NATO UNCLASSIFIED
SUPREME HEADQUARTERS ALLIED POWERS
EUROPE

GRAND QUARTIER GENERAL DES PUISSANCES ALLIEES
EN EUROPE

B-7010 SHAPE, BELGIUM

Qur Ref: SHUCAP/GS/15-308747 Tel:
Tol:
NCN:
Date: /fﬂ February, 20156 Fax:
TO See Distnibution
SUBJECT: ACO RESPONSE TO SPECIAL IBAN REPORT TO COUNCIL ON THE
NEED TO REFORM NATO SECURITY INVESTMENT PROGRAMME
GOVERNANCE

REFERENCES: A IBA-A(2015)18, Draft Special Report 1o Council on the need to reform
NATO Secunty Invesiment Programme govemance - [BA-AR({2014)35, dated
27 January 2015
B. IBA-AR(2014)35, Draft Special Report 1o Council on the need (o reform
NATO Security Investiment Programme governance, dated 27 January 2015,

1 Thank you for providing SHAPE with your Report st Reference A on the need to reform
NATO Security Investment Programme governance. These ACO comments are supplemented
in-detail at Annex A, The kay for ACO remains the delivery of requested and approved
capabiiity projects on-lime al the agreed quality and quantity.

2 The roles and responsibilities for implementation are not described consistently in the
document. However, ACO agrees with the descriptions of the Resource Policy and Planning
Board (RPPB) and the Investment Commiltee (IC) as being responsible for monitoring and
controlling implementation, including taking necessary actions. We would stress that the
Strategic Commands (SCs) are responsible for the development of requirements; once NATO
HQ approves a project, the SCs provide impact statements on any changes 10 approved plans
during the Implamantation Phase (IP)

3 In general, ACO agrees with the descriplion of curent processes, thal these cause
significant delays in capability delivery, except for critical urgent operational requirements
However, ACO does not fully concur with the Report's findings and summary

4 In SHAPE's view, the Report does nol fully address the ink between authorization and
implemeantation. The description of current procedures underiines that, the IP s, In fact, a long
protracted approval process, This s seemingly caused by poarly developed business cases -
especially conceming the scope, timelines and costing. This creates an IP that forces the
RPPB, IC and SCs to teratively review already approved projects. For ACO, it results in the
continuous need lo confirm the Minimum Military Requirements and Impact statements to
influence the balancing of financial and operational risk. The lack of incentives for the provider
1
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or Host Nation (HN), especially the Agencies, to provide reliable information for the approvai
phase and simply deliver according to the approved business cases, seem to be key factors
that result in the changes and delays. From ACO's perspective the key to improve delivery is to
enhance the approval phase so that the NAC, MC and resource commitiees can make informed
decisions that are executable commensurate with the Project or Business Case. NATO HQ
should continue to balance operational and financial risks and monitor/control the provider's
delivery of the contract in-line with normal acquisition procedures and contractual Incentives,

17 ACQO has repeatedly underlined that the Capability Package (CP) process should differ
between infrastructure projects and technology projects. Current procedures mainly support the
infrastructure process, which generally has the HN as the provider of its own infrastructure
requirements once approved by the other Nations. This system makes the Nations accountable
to each other and has in-built incentives for the HN. Conversely, technology CPs are generally
fast-paced and delivery is by a company or agency, consequently these require procedures and
staffing in-line with normal NATO acquisition procedures and can include contractuai incentives

6.  The SHAPE point of contact for this issue s [ NN

FOR THE SUPREME ALLIED COMMANDER, EUROPE:

[ Voo Y

Michel Yakovleff
Lieutenant General, FRA A
Vice Chief of Staff
ANNEX:

A, Specific Comments to IBA-AR(2014)35 Audit Report by the IBAN on the Need to Reform
NATO Security Investment Programme (NSIP) Governance, dated 27 January 2015.

2
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20 February 2015 NOR(DIR)(2015)0032

To: Marius Winters; Member, International Board of Auditors to NATO

Cc: Gen. W. Freers, Chief of Staff, Allied Command Operations
Lt.Gen P. Jones, Chief of Staff, Allied Command Transformation

From: Director NATO Office of Resources

Subject: Draft Special Report to Council on the Need to Reform NATO Security
Investment Programme Governance — Factual and Formal Comments
from the NATO Office of Resources

Reference: |BA-A(2015)18 dated 27 January 2015

1. Thank you for the opportunity to provide comments on the subject report at reference.
In summary, | am of the opinion that the findings of the report adequately address the
existing difficulties with ensuring effective and efficient capability delivery through the NSIP.
At the same time, | consider that your report could have provided additional elements to
ensure that your findings and recommendations are put and read in the right context. | have
elaborated on these elements below

2. First, let me confirm that the report rightly points out in which areas NSIP stakeholders
should improve ownership and accountability to ensure that common funded projects
are implemented within set timelines, cost and scope. This goes hand-in-hand with the
Investment Committee and the NATO Military Authorities fully exercising and enforcing their
roles and responsibilities in terms of implementation monitoring and management as
foreseen by the existing policies and procedures,

3. Second, while | can share your views that more work needs to be done in many areas,
the report insufficiently reflects the increased efforts by the Investment Committee, with
the support of the NATO Office of Resources, to improve oversight, monitoring and
management of NSIP projects. | take it, however, that this will be clearly highlighted in the
response from the Investment Committee once your report will have been published.

4. Third, | do not share your conclusion that the existing NSIP governance mode! may
not be fit for purpose and therefore “a fundamental examination of Investment Programme
management and governance, by independent external experts, is required to address the
long term viability of the Investment Programme”. | think that the governance structure is
a true reflection of the complexity of this political-military Alliance, with different
stakeholders responsible for different parts of the overall capability delivery process.
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5. As you are very well aware, an underlying issue with NSIP capability delivery is that
there is no single body or person accountable for the full implementation cycle of the
NSIP. There are different process owners for the different stages of capability delivery
(requirements identification; programming; resourcing and implementation) which are only
accountable within their own (specific) governance structures. This does not mean though
that there should not be more efforts, as pointed out in your report, towards making those
processes more efficient and effective and towards helding individual stakeholders
accountable to their assigned roles,

6. The need for clear and realistic capability development and implementation schedules,
improved accountability throughout the whole process and focused reporting are also some
of the themes that have heen presented to nations as part of a food-for-thought paper in
preparation of their future response to the Wales Summit tasking on Improving
Common-funded Capability Delivery. In this respect, your Special Report comes at the
right moment and you can expect nations to see both initiatives as mutually supporting.

7. Fourth, | fully agree with the statement in the report that delays in the
implementation process are only part of the overall difficulties in ensuring timely
capability delivery. Problems also originate from the earlier requirements setting and
programming stages. In my view, this aspect could have been highlighted more throughout
your report.

8. Finally, you state that today, 62% of the NSIP is being implemented by the two NATO
Agencies, NATO C&l Agency and NATO Support Agency, with the NATO C&l Agency
alone accounting for 56% or 2.4 billion of the NSIP remaining to be implemented. It is
correct that, in spite of this complete reversal in implementation roles, the NSIP operates
essentially on the original principles of some sixty years ago. Well-meaning updates in
policy and procedures have not fundamentally altered the underlying NSIP model and have
not addressed this programme imbalance. In our view, the shift in the programme requires
specific measures to strengthen implementation oversight and governance over the
NATO Agencies particularly which is an element which | would have liked lo see more
stressed in your report.

9. In additien to my general remarks, | have provided some very specific comments, both
factual and formal, directly in your draft report (with Track Changes).

10. | am available to discuss this matter further, should this be required

— rﬁ‘
( e
-_ John ¥, Aguicre
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Detailed comments provided by the Director, NOR

Paragraph 2.2.4, page 2-16:

Formal comment DNOR: In order to hold Host Nations accountable, they must be
responsible for developing and adhering to the schedule, cost and scope. Otherwise
Host Nations would be simply implementing somebody else’s planning for which they
cannot be held responsible. The NOR could extend its screening to provide comments
and advice but should not establish the milestones.

Paragraph 3.2.2, page 2-21:

DNOR factual comment: According to the IMP, the PIP is the point of departure for
implementation management of CP projects and represents a baseline document. As
such, the baseline should not be adjusted. Instead milestones are updated in CIRIS and
reported and monitored through the IMP. In the past, and since 2014 on a more regular
basis, NOR has been reviewing the implementation status of individual CPs.

Paragraph 3.3.1, page 2-21:

DNOR factual comment: Before 2012, the IC conducted regular project reviews based
on NOR reports. These reports provided project implementation updates based on
which the SCs were invited to confirm the military requirement.

Paragraph 4.3.1, page 2-34:

DNOR factual comment: It is important to distinguish between an asset register (an
operational tool informing the strategic commanders which assets they have at their
disposal for the performance of their responsibilities) and the IPSAS accounting
requirements. Most of the assets that would appear in an asset register would be under
the operational control of the end-user and would not be accounted as part of NATO
IPSAS. Stewardship of NSIP-provided capabilities, including O&M and inventory
control, has traditionally been the responsibility of the end user, a nation or a military
entity. This also includes equipment deployed in operations.
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