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PART | : BOOKS
PREMIERE PARTIE : LIVRES*

Net her|l ands Annual Review of MIlitary Studies : 1999 : Information
Operations - Breda : Royal Netherlands MIlitary Academny, 1999.
| SBN/ | SSN:
310 p. : ill.; 24 cm
I D nunmber: 80016550 Type: M
Li brary Location: 355.4 /01263
Subj ect (s):

1. | NFORMVATI ON WARFARE

2. | NFORVATI ON OPERATI ONS

Added entry(s):

1. Bosch, J. M J., ed.

2. Luiijf, H A M ed.

3. Mllem, A R ed

4. Royal Netherlands Mlitary Acadeny (NL)
Bi bl i ography: p. 307-310.

Strategi c Appraisal : The Changing Role of Information in Warfare - Santa
Moni ca, CA : Rand Corporation, 1999.
| SBN/ | SSN: 0833026631

xxiii, 452 p. : ill.; 23 cm

I D nunmber: 80016392 Type: M
Li brary Location: 355.4 /01257
Subj ect (s):

1. | NFORMVATI ON TECHNOLOGY- - USA

2. | NFORMATI ON WARFARE

Added entry(s):

1. Khalilzad, Zal may, ed.

2. \Wiite, John P., ed.

3. Rand Corporation (US)

" The book is divided into three parts : Part | analyzes the effects of
i nformati on technol ogy on society and the international system Part
Il focuses on the United States and exam nes what new opportunities
and vulnerabilities these new information technologies will present
for the United States. Part Il focuses on current issues and | essons
that today's US decisionmakers need to understand if they are to
function in the world to cone.’

War in the Information Age : New Chal l enges for US Security - Washington
Brassey's, 1997.
| SBN/ | SSN: 1574881183
xxii, 375 p.; 24 cm
I D nunmber: 80014859 Type: M
Li brary Location: 355.4 /01217
Subj ect (s):
1. MLITARY ART AND SCI ENCE
2. | NFORMATI ON TECHNOLOGY
3. | NFORMATI ON WARFARE
Added entry(s):
1. Pfaltzgraff, Robert L., ed.
2. Schultz, Richard H, ed.
I ncl udes i ndex.
' This book takes a close |look at the future face of battle. The
contributors address the security inplications of an increasing
reliance on information technol ogi es for conpetitiveness, economnic
infrastructure, and mlitary operations. Topics include the energing
i nformati on-age security environnent; assenbly, analysis, and

* Thislist contains material received as of September 2000 — Cette liste est arrétée au 19 septembre 2000.
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distribution of war information; and operational issues of maneuver,
preci sion-strike and joint/conmbi ned operations. This work represents
the first serious effort to exam ne how the information age is shaping
security environnents and the conduct of warfare as we nove into the
twenty-first century.

Freedman, Law ence
The Revolution in Strategic Affairs - Oxford, UK : Oxford University

Press, 1998.
| SBN/ | SSN: 0199223696
87 p.; 24 cm
(Adel phi papers, 0567-932X ; 318)
I D nunmber: 80014815 Type: M
Li brary Location: 623 /00832
Subj ect (s):
1. RMA
2. | NFORVATI ON WARFARE
3. STRATEGY
Added entry(s):
1. International Institute for Strategic Studies (GB)
" Rapi d devel opnents in information technol ogy and precision weaponry
have | ed many anal ysts and practitioners to herald a "revolution in
mlitary affairs’ (RVMA), making possible quick and decisive victories
with mniml casualties and collateral damage. This paper argues that
i nportant changes are under way which may i ndeed be revolutionary in
their inpact. However, the issues that drive conflict will persist,
and many of the technical advances associated with the RVA will not
necessarily produce a transformation in the nature of warfare. The end
of the Cold War has neant that another revolution - one in politica
affairs - has taken place. In this new political setting, mjor powers
appear less likely to go to war with one another than they are to
intervene in conflicts involving weak states, mlitia groups, drug
cartels and terrorists. The precision-gui ded weapons and space- based
infrastructure at the heart of the RMA may be less suited to conflicts
such as these. If the cunul ative effect of the changes outlined above
is to produce a revolution, it is a revolution in strategic, as nuch
as mlitary, affairs.’

Schmitt, Mchael N
Comput er Network Attack and the Use of Force in International Law
Thoughts on Normative Framework - [s.l.] : US Air Force Acadeny, 1999.
| SBN/ | SSN:
viii, 61 p.; 23 cm
(Research Publication ; 1)
I D nunber: 80016139 Type: M
Li brary Location: 341.3 /00101
Subj ect (s):
1. | NFORMATI ON OPERATI ONS
2. WAR (| NTERNATI ONAL LAW
3. USE OF FORCE (| NTERNATI ONAL LAW
Added entry(s):
1. US Air Force Acadeny. Institute for Information Technol ogy
Appl i cations
' This book explores the acceptability under the jus ad bellum that
body of international |aw governing the resort to force as an
i nstrument of national policy, of conputer network attack. Analysis
centers on the United Nations Charter's prohibition of the use of
force in Article 2(4), its Chapter VII security schenme, and the
i nherent right to self-defense codified in Article 51. Concl udi ng
that traditional applications of the use of force prohibition fai
to adequately safeguard shared comrunity val ues threatened by CNA,
the Article proposes on alternative normative framework based on
scrutiny of the consequences cuased by such operations.’
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Virilio, Paul
Strategie de |l a deception - Paris : Galilee, 1999.

| SBN/ | SSN: 2718605243
87 p.; 22 cm
(L' espace critique)
I D nunmber: 80016326 Type: M
Li brary Location: 355.4 /01253
Subj ect (s):
1. NATO - ARMED FORCES- - KOSOVO ( SERBI A)
2. | NFORMATI ON WARFARE
3. STRATEGY
"Dans | es Bal kans, |'OTAN a fait une experience a ses depends : on ne
bombarde pas une guerre civile. Dem -guerre non decl ar ee,
dem -defaite ou dem -victoire annoncee, la fin du conflit du Kosovo
ne resoud aucun des problenes politiques de |' Europe. Victine
pendant 40 annees d'une strategie de |a dissuasion, fondee sur le
primat de |'arme de destruction massive, notre continent voit
mai nt enant | ui succeder cette strategie de |la deception qui repose
sur | es capacites cybernetiques de |'information massive, nmais
surtout sur celles d une desinformation generalisee. Sous |e vocable
de la 'global information domi nance', les Etats-Unis, ultinme grande
pui ssance, |ancent maintenant |la 'revolution des affaires
mlitaires'. Face a |'inevitable proliferation des arnes de
destruction massive, mais aussi bien des actes de terrorisme, a
|"arret du flux des ressources vitales, au nouvenent incontrole et
massi f des popul ations, | e nouveau concept strategi que el abore a
Washi ngton a |'occasion du cinquanti eme anniversaire de |' OTAN,
s' engage dans |la voie du controle et de la surveillance tous azinuts
des phenonenes pani ques que ne manquera pas de provoquer demain |la
nmondi al i sation.'

VWaut el et, M chel
Les cyberconflits : Internet, autoroutes de |'information et cyberspace
qguel l es nmenaces ? - Bruxelles : GRIP, 1998.
| SBN/ | SSN: 2870277113

102 p. : ill.; 21 cm
(Publications du GRIP ; 228)
I D nunber: 80014781 Type: M

Li brary Location: 623 /00830

Subj ect (s):

1. | NFORMATI ON WARFARE

. COVMPUTER NETWORKS

. | NFORMATI ON HI GHWAYS

. | NTERNET ( COVPUTER NETWORK)

Added entry(s):

1. Institut Europeen de Recherche et d'Information sur la Paix et |a
Securite (BE)

"Piratage des ordinateurs du Parl ement europeen, introduction de

2
3
4

nmessages antisenmites dans le site repute protege du FBI, infiltration
de celui du Pentagone, 'bonbardenent el ectronique' d un institut de
comuni cation en Espagne ... Malgre son histoire encore recente, le

reseau Internet a deja connu quel ques deboires. Au-dela de ces

i ncidents, que presage |'avenir ? Internet n'etant que |e precurseur
des autoroutes de |'information et du cyberspace, serons-nous demain
sous | a nenace de conflits d'un genre nouveau, ou |l e soldat aura cede
Il e pas au pirate informatique, ou | es guerres se depl aceront du
terrain mlitaire vers celui du civil ? Le risque est reel et doit
etre pris au serieux. Car en paralysant |le transport aerien, en
rendant i noperant |le reseau el ectrique, en faussant |e systene
bancaire ... via |l e cyberspace, il serait possible de destabiliser une
entreprise, voire |'econom e de tout un pays ! Presenter de maniere
attrayante et accessible ce nouveau concept de 'cyberconflit', tel est
| ' obj et du present ouvrage. Apres avoir exam ne | e cyberspace |ui-nmene
et ses differents conposants (elenments materiels, logiciels et

humai ns), |'auteur se penche sur ces 'cyberconflits' : leurs
caracteristiques, les divers acteurs, les cibles principales ... Et de
conclure sur une interrogation : |le cyberspace, ne pourrait-il auss

jouer un role positif sur le plan de la securite internationale, en
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tant qu'outil de prevention des conflits ?
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PART Il : MAGAZINE ARTICLES
DEUXIEME PARTIE : ARTICLES DE REVUES**

- Guerre de |' information et intelligence econom que et strategique.
ARMEMENT, no. 60, decenbre 1997 - janvier 1998, nunero entier.

- Arquilla, John
Karmel, Sol omon M
Wel conme to the Revolution...in Chinese Mlitary Affairs.
DEFENSE ANALYSI S, vol. 13, no. 3, Decenber 1997, p. 255-269.

In this paper the authors explore Chinese thinking in the areas of
"informati on warfare” and the "Revolution in Mlitary Affairs”, as nost
of the ferment in mlitary thought currently revolves around the changes
in warfare |likely to be wought by recent and new y energi ng advances in
i nformati on technol ogi es. After advanci ng sone working definitions of
these concept, and developing a few of their key inplications for the
future of conflict, drawn from Wstern views, they survey the Chinese
literature to search out the various simlarities and differences in
energing strategic thought. Finally, they consider what the West may

| earn fromthe Chinese approach, and theorise about China's prospects for
achi eving revol uti onary change-and the effects this m ght have upon the
i nternational system

- Ayers, Robert
The New Threat : Information Warfare.
RUSI JOURNAL, vol. 144, no. 5, October 1999, p. 23-27.

- Barnett, Roger W
Informati on Operations, Deterrence, and the Use of Force.
NAVAL WAR COLLEGE REVIEW vol. 51, no. 2, Sequence 362, Spring 1998, p.
7-19.

For the US mlitary, the topics of central interest in information
operations narrow down to two : deterrence and enpl oynent. Deterrence of
an information attack against the United States and its friends and
allies, and the use of information operations in the affairs of state
constitute the dual focus of attention. This article exam nes deterrence
as it relates to information operations and then offers some insights on
enpl oynment. It argues first that for the two types of deterrence -
general and imediate (or 'focused') - the United States has inherent
strengths but also identifiable shortcom ngs that can be rectified.
Second, this article contends that there are inportant and valid
argunments against allowi ng informati on operations to be characterized as
‘uses of force' in international |aw. The nore routinely "information
operations' can be understood, like "counter-terrorism, as self-defense
not involving 'the use of force', the greater will be its contribution to
US national security.

** Thislist contains material received as of September 2000 — Cette liste est arrétée au 19 septembre 2000.
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Bosch, J. M J.
Informati on Operations - Challenge or Frustration ?
M LI TARY TECHNOLOGY, vol. 24, no. 5, 2000, p. 86-89.

I nformati on Operations can only be understood in the broader context of
change and continuity. Cyberspace is, like |land, sea, air and space a

di mension in which war can be waged, where defence is a necessity while
attack is a possibility. There is a close relationship between

i nformati on-based warfare and Information Operations; 10s do not only

i npact the mlitary domain, they may al so influence national

i nternati onal and even gl obal |ayers of connectivity. In the end al

| ayers need command and control to keep order in the system After all it
is man who decides and acts. We face new threats; the challenge is here
and now. The frustration conmes with the conmplexity of the chall enge.

Cent ner, Christopher M

Preci si on- Gui ded Propaganda : Exploiting the US I nformation Advant age
i n Peaceti me.

STRATEQ C REVIEW vol. 25, no. 2, Spring 1997, p. 35-41.

This article describes the growi ng potential of propaganda to support
peacetinme policy in the nodern information age. It describes how
propaganda is affected by technol ogy, and how new i nformati on technol ogy
presents propagandists with an opportunity to effectively target single
points - specific individuals and influential segments. This article
focuses sol ely upon propaganda efforts directed outward, to foreign

nati ons and organi zations, and not to propaganda directed i nward toward
US citizens.

Cilluffo, Frank J.

CGergely, Curt H

Informati on Warfare and Strategic Terrorism

TERRORI SM AND POLI TI CAL VI OLENCE, vol. 9, no. 1, Spring 1997, p. 84-94.

This article exam nes the changing nature of terrorism discusses the
attributes of IWand the potential inmpact and consequences of an IW
attack, exam nes the vulnerability of the United States to an | Wattack,
and describes the risks of such attacks. In the final portion of the
article, the authors present reconmendati ons for dealing with the use of
IWtactics by terrorists.

Ci nbal a, Stephen J.
Acci dental /I nadvertent Nuclear War and I nfornati on Warfare.
ARMED FORCES AND SOCI ETY, vol. 25, no. 4, Sumer 1999, p. 653-675.

Because of military professional enthusiasmfor a post-nuclear world

dom nated by hi gh technol ogy, conventional weapons nmay be m spl aced.

Nucl ear deterrence remains highly relevant to the new world order because
of residual great power nuclear arsenals and nuclear proliferation. In
addition, the possible conbination of information warfare and a failure
of nuclear deterrence is one troubl esonme aspect of the future technol ogy
and policy environment. Stable nucl ear deterrence depends upon an

envi ronnment of mutual confidence and accurate information exchange

bet ween potential adversaries, especially during crises. Information
warfare is intended to corrupt the information environnment of potentia
opponents before a war begins or during it. Infowarriors could increase
the |ikelihood of accidental/inadvertent nuclear war or escal ation
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Ci nbal a, Stephen J.
Informati on Warfare and Nucl ear Conflict Term nation
EUROPEAN SECURITY, vol. 7, no. 4, Wnter 1998, p. 69-90.

This study considers the possible inplications of information warfare for
efforts to term nate a nuclear war, or a war between nucl ear armed states
that is about to go nuclear. Information warfare could interfere with
sonme of the requirenments for nuclear conflict termnation in at |east
five ways : by increasing the difficulty of accurate comunication

bet ween heads of state; by decreasing the likelihood of mlitary
conpliance with terms of ceasefire or settlement; by reinforcing mass

i mmges of the eneny that make it nore difficult for | eaders to negotiate;
and by nmaking battle damage assessnent nore conplicated; and by

i ncreasi ng the amount of uncertainty within an already chaotic governnent
deci si on-maki ng process and within a possibly acephalous mlitary

i nstrument.

Ci nbal a, Stephen J.
Nucl ear Crisis Managenent and Information Warfare.
PARAMETERS, vol. 29, no. 2, Sumer 1999, p. 117-128.

First, the author explains why the issue of nuclear deterrence renains
significant after the Cold War. Second, he di scusses what governnents
must do in order to perform successfully the crisis managenment function
and the conplexity inherent in acconplishing these tasks. Third, he
identifies sone of the ways in which informati on warfare may increase the
difficulty of acconplishing those tasks necessary to reduce or elimnate
the risks of failed crisis managenent, with attention to the specia
character of crises between nuclear-armed states. Fourth, he acknow edges
that information warfare cannot be done away with, and is in sonme cases a
desirable option for US policynmakers. Therefore, the lion of infowar nust
be made conpatible with the |anb of nuclear deterrence (or is it the
reverse ?).

Critchl ow, Robert D

Whom t he Gods Woul d Destroy : An Information Warfare Alternative for
Det errence and Conpel | ence.

NAVAL WAR COLLEGE REVIEW vol. 53, no. 3, Sequence 371, Sunmmer 2000, p.
21-38.

The ability of the US nuclear arsenal to deter and conpel smaller
WVD- owni ng adversaries is growing smaller; an alternative strategy is
required. Information warfare can provide that alternative.

Dean, Sydney E.
Informati on Warfare : Entscheidet zukunftig die Information ?
EUROPAI SCHE SI CHERHEI T, 48. Jg., Nr. 11, Novenber 1999, S. 24-26.

Modern societies are to | arge extent dependent on information and
comuni cation. The centerpieces of today's information society are
conmputers and conputerized systens whi ch exchange data by cable or radio
(wireless). Alnost the entire spectrum of the nodern civilian and
mlitary infrastructure depends on the interlinkage with other systens
and on the exchange of information via digital networks. This does not
only apply to industrial states, but also to states with a medium|eve
devel opnent and to an astoni shing degree also to many devel opi ng
countries. A long-termstudy of the Anerican Air University - Air Force
2025 - asserts that in future "influence will be exerted nore by

i nformati on than by bonbs'.
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Devost, Matthew G

Hought on, Brian K

Pol | ard, Neal Allen

Information Terrorism: Political Violence in the Information Age.
TERRORI SM AND PCLI TI CAL VI OLENCE, vol. 9, no. 1, Spring 1997, p. 72-83.

Information warfare represents a threat to American national security and
defense. There are two general nethods in which a terrorist mght enploy
an information terrorist attack : (1) when information technology (IT) is
a target, and/or (2) when IT is the tool of a larger operation. The first
met hod woul d target an information system for sabotage, either electronic
or physical, thus destroying or disrupting the information systemitself
and any information infrastructure (e.g. power, comunications, etc.)
dependent upon it. The second woul d mani pul ate and exploit an information
system altering or stealing data, or forcing the systemto performa
function for which it was not meant (such as spoofing air traffic
control). A perennial dilenmma of conbating terrorismin a denocratic
society is finding the right bal ance between civil liberties and civi
security. The special problenms associated with IT are exam ned. The US
nati onal security establishment needs to use a flexible, integrated
response to counter information terrorists - one which enpl oys
informati on warfare tactics tailored to counter gray-area phenonena, but
whi ch al so pools resources from'conventional' counter-terrorismand | aw
enforcenent authorities.

Emrett, Peter
Informati on Mania : A New Manifestation of Gulf War Syndrone ?
RUSI JOURNAL, vol. 141, no. 1, February 1996, p. 19-26.

The author here traces the origins of Information Warfare, its growth to
prom nence in mlitary thinking and the dangers inherent in tota
reliance on it. Information Warfare is a key conponent of mlitary
doctrine when planning for the battlefield of the future. It is the only
factor of inmportance in neeting mlitary requirenments into the 21st
century.

Faucon, Felix
CGuerre de |" information ou operations d' information ?
DEFENSE NATI ONALE, 54ene annee, no. 3, mars 1998, p. 65-77.

Feaver, Peter D
Bl owback : Information Warfare and the Dynam cs of Coercion
SECURI TY STUDI ES, vol. 7, no. 4, Sumer 1998, p. 88-120.

Grove, Gegory D.

Goodman, Seynour E.

Lukasi k, Stephen J.

Cyber-attacks and International Law.

SURVI VAL, vol. 42, no. 3, Autumm 2000, p. 89-103.

Governnments and critical infrastructures rely increasingly on network
computing technol ogi es and are thus ever nore vulnerable to
cyber-attacks. Responding to such attacks - whether through diplomatic or
econom ¢ sanctions, cyber-counterattack, or physical force - raises |ega
questions. International customary law is not yet fully forned on this

i ssue, but the UN Charter and the | aws of arnmed conflict establish
certain baseline rules. Countries with a stake in evolving | ega
standards for the use of force in information operations should be
prepared to make hard choices. Such countries should aimnot only to
preserve their own security, but also to set |egal precedents that

bal ance the need to use a new kind of force against the considerable,
untested risks of doing so.

Page 10



Har knett, Richard J.
Informati on Warfare and Deterrence.
PARAMETERS, vol. 26, no. 3, Autumm 1996, p. 93-107.

Informati on warfare is best understood by focusing on the concept of
connectivity as both a societal and mlitary asset. For strategists
seeking to deter this new form of war, connectivity is a doubl e-edged
sword. Deterrence requires that the capability to inflict retaliatory
costs be perceived as reliable. Deterrence weakens to the degree that the
deterrent capability can be contested by a chall enger through degradation
or avoi dance. The inherent accessibility of information technol ogy
invites challenges to a network's connectivity. Deterrent threats relying
on such connectivity will be susceptible to technical, tactical and
operational contest. The contestability of connectivity will nmake
deterrence of information warfare difficult. This article concludes that
deterrence nodel s devel oped during the Cold War will provide poor

gui dance for strategic thinking about this new formof war, which is
better understood in the context of offense and defense.

Harl ey, Jeffrey A

I nformation, Technol ogy, and the Center of Gravity.

NAVAL WAR COLLEGE REVIEW vol. 50, no. 1, Sequence 357, Wnter 1997, p.
66- 87.

What can the United States do to fight better ? The answer is twofold.
First, the limtations of information and technol ogy as tools of war need
to be recognized and their risks assessed. Secondly, planning nust

acknow edge that overwhel m ng force may not al ways be possible. In that
connection, the utility of the center of gravity for planning warrants
expl oration.

Henry, Ryan

Peartree, C. Edward

MIlitary Theory and Informati on Warfare.

PARAMETERS, vol. 28, no. 3, Autumm 1998, p. 121-135.

This article reviews the effects of information technologies on nilitary
theory, tenpered by insights into the consequences of previous
technol ogi cal revolutions. Issues energe that are independent of any
technol ogy or international security environment. They include an
apprai sal of the ability of contenporary analysts and theorists to
chal | enge prom ses of unprecedented change, and an exami nation of the

t heoretical inplications of the so-called 'revolution in mlitary
affairs'. Related issues include the need to avoid being dazzled by the
new t echnol ogi es (whil e not exaggerating their significance) and at the
same time appreciating the extraordi nary near-term advant ages and
capabilities they afford. Finally there is the matter of bal ance. W nust
use the technol ogies to advantage, neither m sapplying themin haste nor
hesitating until we mss the opportunities they represent.

Jacobson, Mark R

War in the Information Age : International Law, Self-Defense and the
Probl em of ' Non- Arned' Attacks.

JOURNAL OF STRATEGQ C STUDIES, vol. 21, no. 3, September 1998, p. 1-23.

The end of the Cold War and the unprecedented pace of technol ogica

change have resulted in a plethora of non-traditional threats to US

nati onal security. Indeed, the United States now faces sone
"non-traditional' mlitary threats that may exploit its vulnerabilities
as a nation whose donestic strength is founded on an information based
econony. Wile international |aw supports the rights of the United States
to act, within limts, in self-defense against deliberate, aggressive,
hostil e attacks; sone would argue that 'non-arnmed’ assaults, such as sone
forms of information warfare, may not manifest thenselves in such a way
for a nation to claimthe right of self-defense. The work argues that

i nternational |aw and custom suggest that the United States has the
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right to take action, even mlitary action to defend itself against
"non-arned’ attacks and that attacks against the US National |nformtion
Infrastructure would require such a response. Specifically, the article
addresses the question : under what conditions would pre-enptive action
be justified when non-arned, yet deliberate, aggressive and hostile
action is taken against the United States.

Kopei ni g, Arnulf

Informati on Warfare : Versuch eines definitorischen Zugangs i m Rhamen
politikw ssenschaftlicher Untersuchungen

OESTERREI CHI SCHE M LI TAERI SCHE ZEI TSCHRI FT, 37. Jg., Heft 1, Janner -
Februar 1999, S. 23-36.

Lavaul t, Patrice
Contre-rensei gnenent, contre-ingerence et maitrise de |' information.
DEFENSE NATI ONALE, 54ene annee, no. 11, novenbre 1998, p. 56-67.

Martin, Danie
Cyber-terrorisme : |e nouveau peril
POLI TI QUE | NTERNATI ONALE, no. 77, automme 1997, p. 299-312.

It has becone axiomatic that in the new information age, know edge is
power. But although the world's economic, financial and mlitary sectors
are now totally dependent on conputers, the information systenms of mgjor
corporations and state adm nistrations are highly vulnerable to attacks
fromindividuals, terrorist groups and rogue states. |Infornmation
technology (IT) terrorismis a new type of threat; it is also a
particularly form dable one, since it requires few resources and its
potential victins have yet to wake up to the reality of the situation
This has ushered in an increasingly dirty "info-war', where the objective
is to gain access to conpeting company or state files, either to nake use
of themor to destroy them If we wish to preserve the security and
stability of developed countries, it is vital that we devel op both an
effective IT deterrent and an economic intelligence policy enbracing

i ndustrial groups, financial institutions and public authorities.

Mnkwitz, Aivier

Schof banker, Georg

Informati on Warfare : die Rustungskontrolle steht vor neuen

Her ausf or der ungen.

OESTERREI CHI SCHE M LI TAERI SCHE ZElI TSCHRI FT, 38. Jg., Heft 5, Septenber
- Oktober 2000, S. 587-594.

Mol ander, Roger C.

Ri ddil e, Andrew S

W | son, Peter A.

Strategic Information Warfare : A New Face of War.
PARAMETERS, vol. 26, no. 3, Autumm 1996, p. 81-92.

Nerlich, Uwe
Strat egi sche Di nensi onen der |nformationskriegfuhrung.
EUROPAI SCHE SI CHERHEI T, 47. Jg., Nr. 4, April 1998, S. 40-43.
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Peters, Ral ph
Constant Conflict.
PARAMETERS, vol. 27, no. 2, Sumrer 1997, p. 4-14.

The aut hor exami nes here the gl obal expansion of information and its
potentially destructive effects on individuals and cultures unable to
master the new technol ogies on which it rests. He predicts that the next
century will see 'constant conflict' in a variety of forms, due |argely
to the differences between cultures that can master the new technol ogi es
and those that cannot. As a consequence, he observes, 'at any given
nonent for the rest of our lifetinmes, there will be nultiple conflicts in
mut ati ng fornms around the gl obe."’

Rat hmel |, Andr ew
Cyber-Terrorism: The Shape of Future Conflict.
RUSI JOURNAL, vol. 142, no. 5, COctober 1997, p. 40-45.

Not only has the socio- and geo-political climte changed dramatically in
the | ast decade, but there has al so been a technol ogi cal sea-change with
the advent of the "information revolution'. The potential that these
devel opnents have created for differing forns of 'warfare' in cyberspace
seenms unlimted, with "cyber-terrorisnmi an apparently |ogical outcone.

But this potential needs to be approached not in the spirit of futurol ogy
and science-fiction, but with clear-headed anal ysis. Here the author
brings to bear such an approach in discussing Information Warfare and its
potential use by sub-state groups, |ooking at the extent of IW

techni ques, who woul d use them how and what categories of activities
they woul d be involved in. Using the case study of the Provisional IRA as
a 'doonsday scenari o', he assesses the threat of strategic infrastructure
warfare. Dr. Rathnell concludes that as with the rest of society,
sub-state groups have enbraced the information revolution, but realizing
its full potential would require levels of financial and personne

i nvestment unlikely to be achi eved soon. What is needed nowis a full
pro-active review of vulnerabilities across the information spectrumto
ensure we are fully equi pped to neet and outflank this new threat when
its does materialise.

Rat hrel |,  Andr ew
M nd Warriors at the Ready.
WORLD TODAY, vol. 54, no. 11, November 1998, p. 289-291

In August, Iraq ended cooperation with UN weapons inspectors |ooking for
weapons of mass destruction. The senior US inspector, Scott Ritter
subsequent |y resigned am dst accusations of a |lack of support for the
task fromthe UN and Washi ngton. Strategies for dealing with Saddam
Hussein are once again in the spotlight. Could techniques like

i nformati on warfare and psychol ogi cal operations offer success where
conventional warfare has not ?

Schwar t au, W nn
Asymetri cal Adversari es.
ORBI S, vol. 44, no. 2, Spring 2000, p. 197-205.

Theuer kauf, Thomas
I nf or mati ons- Oper ati onen
EUROPAI SCHE SI CHERHEI T, 49. Jg., Nr. 2, Februar 2000, S. 14-18.

Already today is the informati on and comuni cati ons technol ogy both in
the civilian and nmilitary fields the dom nating influence factor for the
effectiveness of an overall system Information requirenents in the arned
forces increase constantly, anong other things due to the wi de variety of
t hi nkabl e m ssions, the higher dynamics of mlitary operations and the
growi ng efficiency of reconnai ssance, command control and weapon systens
as well as the application of the information and comuni cati ons

technol ogy. Information operations nust be regarded as a new form of
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fighting out conflicts between nations or other organizations, groupings
and i ndividual actors.

Thomas, Tinothy L.
Deterring Information Warfare : A New Strategic Chall enge.
PARAMETERS, vol. 26, no. 4, Wnter 1996 - 1997, p. 81-91

This article explores the idea of deterring informati on-based assaults.
It defines the concept of an information assault and describes and
explores the need of forns of deterrence tailored specifically to the
threat posed by the use of el ectronic nmeans as weapons.

Thomas, Tinothy L.

Di al ectical versus Enpirical Thinking : Ten Key El enents of the Russian
Under st andi ng of I nformation Operations.

JOURNAL OF SLAVIC M LI TARY STUDI ES, vol. 11, no. 1, March 1998, p

40- 62.

Thomas, Tinothy L.
Kosovo and the Current Myth of Information Superiority.
PARAMETERS, vol. 30, no. 1, Spring 2000, p. 13-29.

This article |l ooks at the conflict between NATO and Yugosl avia not from
t he standpoint of the intent or success of the air canpaign (although
these issues will be touched upon) but rather through the prism of

i nformati on superiority. Information superiority allowed NATO to know

al nost everything about the battlefield, but NATO anal ysts didn't always
under stand everything they thought they knew.

Thomas, Tinothy L.
The M nd Has No Firewal l
PARAMETERS, vol. 28, no. 1, Spring 1998, p. 84-92.

This article exam nes energy-based weapons, psychotronic weapons, and

ot her devel opments designed to alter the ability of the human body to

process stinuli. One consequence of this assessnment is that the way we
comonly use the term'information warfare' falls short when the

i ndi vi dual sol dier, not his equi pment, becones the target of attack

Thomas, Tinothy L.

Russia's Information Warfare Structure : Understanding the Roles of the
Security Council, FAPSI, the State Techni cal Conm ssion and the
Mlitary.

EUROPEAN SECURITY, vol. 7, no. 1, Spring 1998, p. 156-172.

During the past two years, Russia has nade significant progress in
inmproving its infrastructure responsible for information security.
Security specialists also have produced a draft information security
doctrine (which the US does not possess) that discusses critica

i nformati on i ssues and areas, and the internal and external information
threats to the state. The primary organi zati ons responsi ble for

i nformati on security in Russia are the Security Council, responsible for
nati onal interests affected by the informati on age; the Federal Agency
for Governnment Comuni cations and I nformation (FAPSI), responsible for
ensuring the security of state comrunicati ons and conducting i ntercept
operations; the State Technical conm ssion, devoted to the devel opnent of
international laws, licensing and certification of IWrelated policies;
and the Russian arned forces, responsible for studying the inpact of

i nformati on operations on mlitary art.
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Tonmes, Robert R

Boon or Threat ? : The Information Revolution and US National Security.

NAVAL WAR COLLEGE REVIEW vol. 53, no. 3, Sequence 371, Sunmmer 2000, p.
39-59.

The '"information revolution' has cone to domi nate national security

pl anning as much as it has come to dom nate econom ¢ and social life. But
this revolution, building on and subsum ng previ ous post-World War 1|1
"revolutions', represents nore than cunul ative technol ogi cal advances.
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Al R warfare
Source: Aerospace Power Journal, Sumrer2000, Vol. 14 Issue 2, p56,
23p, 3bw
Aut hor (s): Pounder, Gary
Abstract: Provides information on a study which exam ned the control and rel ease of
mlitary information to the public during the air war against Serbia. Revolution of
i nformati on operations; Public information and the new nedi a environnent; Reason for
the failures in the public-information canpaign in Serbia.
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Title: Internet Leverages the Battlefield.
Subj ect(s): UNITED States.—Joint Economic Committee; | NFORMATI ON warfare Source:
Security Managenent, Jun2000, Vol. 44 |Issue 6, p36, 2p Author(s): Neel ey, Dequendre
Abstract: Focuses on the testinmny of w tnesses before a United States (U. S.) Joint
Econom ¢ Conmittee hearing about the appearance of doctrine and dedi cated of fensive
cyber warfare prograns in other countries. Remarks from John Serbian Jr., a U.S.
Central Intelligence Agency information operations issue nanager

AN: 3325247
| SSN: 0145- 9406
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Title: A glinpse of cyberwarfare.
Subj ect (s): COWVPUTER crines; | NFORMATI ON warfare; ESPI ONAGE—echnol ogi ca
i nnovati ons; | NTERNET fraud
Source: U.S. News & Wrld Report, 03/13/2000, Vol. 128 |Issue 10, p32,2p, 2c
Aut hor (s): Strobel, Warren P
Abstract: Focuses on governments who use the Internet in attacks against politica
adversaries. Details of information-warfare capabilities under devel opnment in a
nunber of nations, including Russia, China, and Iraq; Electronic espionage commtted
against the United States; The difficulty of regulating Internet attacks. |NSET:
Suspect software, by David E. Kapl an

AN: 2855041
| SSN: 0041- 5537
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Title: Electronic Warfare: Battles Wthout Bloodshed. Subject(s): | NFORVATI ON
warfare—bnited States; ELECTRONICS in mlitary engineering Source: Futurist,

Jan/ Feb2000, Vol. 34 Issue 1, p23, 4p, 3c Author(s): Stauffer, Don Abstract:

Di scusses the use of electronic warfare by the United States in support of
conventional war goals. How el ectronic warfare devel oped; |nportance of air power in
Wrld War 11; Fears on the use of electronic warfare; Devel opnent of counterneasures
agai nst electronic warfare. INSET: Y2K Drills Are Mddels for Cyberwar Preparation

AN: 2629268
| SSN: 0016-3317
Record: 8

Title: Telecomlinks provide cyber-attack route.

Subj ect (s): AIR defenses—Yugosl avi a; | NFORMATI ON war fare—bnited States Source:

Avi ation Week & Space Technol ogy, 11/08/99, Vol. 151 Issue 19, p81, 3p, 1c
Aut hor (s): Ful ghum David A

Abstract: Reports on American mlitary hackers' invasion of the conmputer that

i ntegrated the Yugoslav air defense system Non-bonbardment of Yugoslavia's

t el ecommuni cati on nodes during the sumer 1999 canpaign; Wagi ng of information
warfare (IW to confuse and disable the Yugoslav air defense system United States
Air Force's nodification of its EC-130 fleet with offensive electronic capabilities.

AN: 2523564
| SSN: 0005-2175
Record: 10

Title: To Fight Digitized or Anal og.

Subj ect (s): | NFORMATI ON warfare—bnited States; JO NT Readi ness Training Center (Fort
Pol k, La.); NATIONAL Training Center (Fort Irwin, Calif.); FORTIFI CATI ON-bnited
States Source: MIlitary Review, Nov/Dec99 |Issue 6, pl2, 6p, lbw Author(s): Harris,
I, Janes E.

Abstract: Conpares the success in informati on dom nance between the Nationa

Training Center in Fort Irwin, California and Joint Readiness Training Center in
Fort Pol k, Louisiana. Inpact of battlespace and information dom nance on command and
control; Effect of information on command and control of a mlitary force.

AN: 2742703
| SSN: 0026-4148
Record: 12

Title: The Future of War.

Subj ect(s): WAR, COUNCI LS & synods—Russi a (Federation); | NFORMATI ON warfare; NON-
government al organi zati ons; | NTERNATI ONAL police Source: Mlitary Review, Nov/Dec99
I ssue 6, p76, 2p Author(s): Bunker, Robert J.

Abstract: Reports the Ivan Bl och Commenorative Conference on the 'Future of War'
held in St. Petersburg, Russia on February 24 to 27, 1999. Details on the

organi zati on of the conference; Expansion of the concept of information operations;
Concern of nongovernnent organi zations on wars; Limtations of peacekeeping forces
to deliver warfighting goals.

AN: 2742713
| SSN: 0026-4148
Record: 11

AN:

Title: Information Superiority and the Future of M ssion Orders.
Subj ect (s): | NFORMATI ON warfare—bnited States; UN TED States. —
Arny; UNI TED St at es—Armed Forces; M LITARY m ssions; MLITARY art & science—
Forecasting Source: Mlitary Review, Nov/Dec99 Issue 6, p61l, 7p, 4bw Author(s):
Garrett, Anthony R
Abstract: Suggests integrating information superiority with combi ned doctrine and
m ssion orders to provide battle command for dom nant maneuver in the United States
(US) Arnmed Forces. Conditions for the US Arny to retain centralized battle comuand,

forecasts on lethal warfare in the 215t century.
2742710
| SSN: 0026-4148
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Title: Informati on warfare highlights one of the nost distressing weaknesses of
Cars.

Subj ect (s): COWPUTER security; | NFORMATI ON warfare; COVWUTER hackers

Source: MIlitary & Aerospace Electronics, Oct99, Vol. 10 Issue 10,

pl4, 3p, 1c

Aut hor (s): MHal e

Abstract: Focuses on the weaknesses of comercial off-the-shelf conmputer and
comuni cations systens. Increased vulnerability of the systens to information
warfare due to increased conmonality with other systens; Threats of attack from
hackers and techno-terrorists.

AN: 2525591
| SSN. 1046-9079
Record: 14

Title: ddinton to Request |Imredi ate Funds For Info Security. (cover story)
Subj ect (s): | NFORMATI ON warfare—bUnited States; UN TED States. —

Nati onal Security Council; COVPUTER security—btnited States

Source: Federal Tinmes, 09/27/99, Vol. 35 Issue 34, pl, 2p, 2 charts,

1lc

Aut hor (s): Trinble, Stephen

Abstract: Reports on the plans of United States (US) President Bill Clinton's

adm nistration to ask the US Congress for funding to strengthen the governnent's
def enses agai nst cyber-attacks. Preparations of the US National Security Counci
for a fiscal 2000 supplementary budget request; Problemw th conmputer security in US
government agencies; Plans to create a volunteer force of conputer students agai nst
comput er attacks.

AN: 2307344
| SSN: 0014- 9233
Record: 15
Title: Threat Convergence.
Subj ect (s): THREATS—nited States; ESPI ONAGE—United States;
BUSI NESS intelligence—nited States; |NFORMATI ON warfare—United States Source:
Mlitary Review, Sep/COct99, Vol. 79 Issue 5, p2, 10p, 6bw Author(s): Flynt, Bil
Abstract: Focuses on the trend of threat convergence in the United States (US) in
t he 20th century. Reason for targeting the US popul ati on; Econom c espi onage and
business intelligence in the country; Details on information warfare teans.
AN: 2651136
| SSN: 0026-4148
Record: 16

Title: Human Network Attacks.

Subj ect (s): PSYCHOLOG CAL warfare; | NFORMATI ON warfare Source: MIlitary Review,

Sep/ Cct 99, Vol. 79 Issue 5, p23, 1ll1lp, 3bw Author(s): Thomas, Tinothy L

Abstract: Exam nes China's psychol ogi cal warfare and know edge concept and Russia's
devel opnent of information-psychol ogi cal operations. Chinese and Russi an
nontraditional mlitary practices; Discussion on strategic culture and the

i nformati on age; Concept weapons of China.

AN: 2651139
| SSN: 0026-4148
Record: 17

AN:

Title: Yugoslavia successfully attacked by conputers. Subject(s): | NFORVATI ON
war fare—bnited States; COVWUTERS—nited States; KOSOVO (Serbia) -- Hi story—€ivil
War, 1998- Source: Aviation Wek & Space Technol ogy, 08/23/99, Vol. 151 Issue 8, p31
2p, 1c Author(s): Fulghum David A
Abstract: Details the United States' use of offensive conmputer warfare during the
Kosovo conflict in Serbia, Yugoslavia. Details of US efforts to penetrate
Yugoslavia's mlitary conputers; Attenpts to put false targets into the air defense
system Techni ques explored in order to get into eneny conputers.

2363060

| SSN: 0005- 2175
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Record: 19

Title: The Advent of Netwar: Analytic Background.

Subj ect (s): | NFORMATI ON war fare; | NFORMATI ON net wor ks

Source: Studies in Conflict & Terrorism Jul-Sep99, Vol. 22 Issue 3,

pl93, 14p

Aut hor (s): Arquilla, John; Ronfeldt, David

Abstract: The information revolution is fostering the rise of network forns of
organi zati on, whereby small|l previously isolated groups can comuni cate, |ink up, and
conduct coordi nated joint actions as never before. This, in turn, is leading to a
new nmode of conflict—=netwar"—n which the protagoni sts depend on using network
forms of organization, doctrine, strategy, and technol ogy. Many actors across the
spectrum of conflict—e.g., fromethno-nationalists, terrorists, and crimnals who
pose security threats, to social activists who do not—are devel opi ng netwar designs
and capabilities. This article analyzes the rise of netwar, identifies the

i nformati on- age behaviors that may characterize it, and discusses its varieties.

[ ABSTRACT FROM AUTHOR]

AN: 2223038
| SSN: 1057- 610X
Record: 20
Title: Chechnya: A dinpse of Future Conflict?
Subj ect(s): CHECHNI A (Russia) -- History—€ivil War, 1994-;
I NFORMATI ON war f ar e—Russi a (Federation) -- Chechnia

Source: Studies in Conflict & Terrorism Jul-Sep99, Vol. 22 Issue 3,

p207, 23p

Aut hor (s): Arquilla, John; Karasik, Theodore

Abstract: Netwar, an emergi ng node of conflict engaged in by networked, nostly
nonstate actors is associated nost with social activism(e.g., the Zapatistas),
terror (e.g., bin Laden's Al Qaeda) and crine (e.g., the Asian triads). However,
netwar can also manifest itself in highly mlitarized settings, particularly in the
context of ethnonationalist conflict. The recent war in Chechnya provi des a good
exanpl e of how netwar can be used in extremely violent ways to confront and overcone
the much | arger conventional forces of nation-states. In this conflict, a network of
cl an-based Chechen fighters, organized in closely internetted small fighting cells,
was able to defeat a val orous, but still-hierarchical, balky Russian arny in the
field. This case is also analytically inportant because the Chechens enpl oyed a w de
range of netwar-oriented activities, fromsocial activismto terror and strategic
crime in order to conplenent their mlitary netwar. [ABSTRACT FROM AUTHOR]

AN: 2223039
| SSN: 1057-610X
Record: 21

Title: Doctrinal Information Operations |ssues.

Subj ect (s): | NFORMATI ON warfare; MLITARY art & science Source: Mlitary
Intelligence Professional Bulletin, Jul-Sep99, Vol.25 Issue 3, p53, 3p, 3 charts
Abstract: Discusses the inportance of information operations (10 in mlitary
operations. Witten docunents on | O devel oped by the United States Arnmed Forces;

Hi ghlights on the techni ques and procedures involved in IGQ Integration of offensive
and defensive operations in IO

AN: 2315754
| SSN: 0026-4024
Record: 23

AN:

Title: Accidental/lnadvertent Nuclear War and Informati on Warfare. Subject(s): WAR
NUCLEAR di sar manent ; | NFORMATI ON warfare Source: Arned Forces & Society, Summer99,

Vol . 25 Issue 4, p653, 23p, 2 charts Author(s): Cinbala, Stephen J.

Abstract: Explains why the issue of nuclear deterrence and its possible relationship
to information warfare, remains significant. Consideration of what nust be done in
order to guard agai nst accidental/inadvertent nuclear war; ldentification of sone

ways in which informati on warfare may increase the difficulty of acconplishing the

said tasks necessary in the elimnation of accidental/inadvertent war; Concl usions.
2336145

| SSN:  0095- 327X
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AN:

Title: 1WCyberlaw

Subj ect (s): | NFORMATI ON warfare—bnited States; | NTERNATI ONAL Tel ecommuni cati ons
Satellite Organization; MLITARY art & science—

United States; SPACE |aw;, CRIM NAL | aw-United States Source: Airpower Journal
Sunmer 99, Vol. 13 Issue 2, p85, 18p, 3bw Author(s): Dicenso, David J.

Abstract: Focuses on treaties and | aws governing information warfare (IW in the
United States. Definition of I|W Requirenents for the resolution of the issue;
Signi ficance of space-related treaties;

Informati on on the International Tel ecommuni cations Satellite Organization
Agreenent; Application of crimnal |lawon IW

2111370

| SSN: 0897-0823

Record: 25

Title: EC-130Hs bl anket Serb commrunicati ons.

Subj ect(s): UNITED States.—-Air Force; | NFORMATI ON warfare—United

St ates; BOMBI NG Aeri al —Yugosl avia; NORTH Atlantic Treaty

Or gani zati on—Armed For ces

Source: Aviation Wek & Space Technol ogy, 05/03/99, Vol. 150 Issue 18,

p30, 1p, 1c

Aut hor (s): Wall, Robert

Abstract: Takes a | ook at the Operation Allied Force mssions of three United States
Air Force information warfare aircraft. Support for the North Atlantic Treaty
Organi zation's air war agai nst Yugoslavia; Goal of jamm ng Yugoslav military
comuni cati ons.

AN: 2077067
| SSN. 0005-2175
Record: 27

Title: Informati on Warfare.

Subj ect (s): | NFORMATI ON warfare—bnited States; UN TED St at es—Pef enses

Source: Popul ar Mechanics, Mar99, Vol. 176 Issue 3, p58, 4p, 6¢, 1lbw Author(s):
WLSON, JIM Blackman, Barry Abstract: Focuses on the information warfare attack
capability of the United States. Series of hacks that has underscored vul nerability
of US; Best defense against outside attack; Unit responsible for US attacks.

AN: 1547111
| SSN: 0032- 4558
Record: 30

Title: Preventing Conflict Through Information Technol ogy.

Subj ect (s): | NFORMATI ON t echnol ogy; | NFORMATI ON war f are; PEACE—nternati ona
cooperation; COMPUTER sinul ation

Source: MIlitary Review, Dec98-Feb99, Vol. 78 |Issue 6, p44, 14p, 5bw Author(s):
Thomas, Tinothy L.

Abstract: Focuses on information technology (I T) as a nmgjor conflict prevention too
and mechanism Information on virtual peacemaking (VPM; Elenents that can lead to
warfare; Factors that make sinulations vital in preparing the peace naker

AN: 1917108
| SSN: 0026-4148
Record: 31

AN:

Title: Informati on operations go on the offensive.

Subj ect (s): | NFORMATI ON warfare; UNI TED States.—Joint Chiefs of Staff Source: Air
Force Tinmes, 11/23/98, Vol. 59 Issue 16, p30, 1/3p Author(s): Seffers, George |
Abstract: Details the doctrine for conducting conputer warfare adopted by the United
States Joint Chiefs of Staff. Coverage of the docunments on computer network attacks;
Term nol ogy used in the doctrine papers;

| ssues on information operations.

1319222

| SSN: 0028- 1697

Page 21



Record: 32
Title: "Joint doctrine' spurs information arns race.
Subj ect (s): | NFORMATI ON warfare—bnited States; M LI TARY doctri ne—
United States; UNI TED States.—Joint Chiefs of Staff Source: Army Tines, 11/23/98,
Vol . 59 Issue 17, p26, 1/2p Author(s): Seffers, George |
Abstract: Provides information on the doctrine for conducting information warfare
bei ng adopted by the Joint Chiefs of Staff of the United States. Inplications of the
move; What the doctrine paper includes; Explanations from several defense experts.
AN: 1318617
| SSN: 0004- 2595

SWETSNETNAVIGATOR

| NFORVATI ON WARFARE - Network Security Training Needed WIIingham Stephen Nationa
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